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Usage cases affecting M2M communication security
Eldad Zeira, Alex Reznik

InterDigital Communications LLC
Introduction
This document presents usage cases that apply to M2M communication security. 
Proposed text

Freed from the traditional constraint that terminals communicating wirelessly with networks should be largely ‘manned’ by humans, communication from and to M2M devices is expected to open up a large number of possibilities in terms of new use cases, services, and applications. Considering the large number of M2M devices expected to be deployed, in a highly distributed network, global enforcement of security will not be practically feasible due to the low cost of many of these devices and cost of management. Thus the conventional centralized IT security network model, protected by a firewall, becomes challenged. 
Various standards organizations have identified a number of use cases for M2M communications. This section provides more detail on some of the use cases, covering the most important user requirements in order to clarify the security requirements on M2M systems. All of these use cases, or applications, have some common security requirements. Since the devices are typically unmanned, and a high value is placed on the information handled and communicated by these devices, the security of the information and trustworthy operation of these devices is of paramount importance, as is their ability to be managed over the air. Examples of M2M communications applications include traffic cameras, communications devices in rented cars, smart meters, vending machines, asset / cargo tracking, etc.

M2M devices are typically required to be small, low cost, inexpensive, able to operate unattended by humans for extended periods of time, and to communicate over the wireless WAN. M2M devices are typically deployed without much direct human intervention, but after deployment, they tend to require remote management of their functionality. They also require flexibility in terms of subscription management. In addition, in many use cases, it is likely that M2M devices will be deployed in very large quantities, making it unrealistic or impossible for operators or subscribers to send personnel to manage or service them.   These requirements introduce a number of unique security vulnerabilities for the M2M devices and the wireless communication networks over which they communicate.  These security vulnerabilities are described in the following categories: 
1. Physical Attacks may include insertion of valid authentication tokens into a manipulated device, inserting and/or booting with fraudulent or modified software (“re-flashing”), and environmental/side-channel attacks, both before and after in-field deployment. These possibilities then require trusted ‘validation’ of the integrity of the M2M device’s software and data, including authentication tokens.  
2. Compromise of Credentials comprising brute force attacks on tokens and (weak) authentication algorithms, physical intrusion, or side-channel attacks, as well as malicious cloning of authentication tokens residing on the device. 
3. Configuration Attacks such as fraudulent software update/configuration changes, mis-configuration by the owner, subscriber or user, mis-configuration or compromise of the access control lists. 
4. Attacks on the Core Network. These are the main threats to the mobile network operator (MNO):  Impersonation of devices, traffic tunneling between impersonated devices, mis-configuration of the firewall in the modem/router/gateways, Denial of Service (DoS) attacks against the core network. They may also include changing the device’s authorized physical location in an unauthorized fashion or attacks on the radio access network, using a rogue device. 
Due to the long life cycle, it is also unreasonable to expect that security measures implemented today will suffice through the lifetime of the device. Thus we expect that security software, firmware and context themselves will be remotely updated. 

An M2M security solution is required such that it is not possible to illegally use the M2M Device for unintended applications or to consume network resources in an improper manner. This can be accomplished with an appropriate M2M Device integrity check coupled with device internal and network access procedures. 


  


