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Security Requirements for M2M Communications
Eldad Zeira, Alex Reznik, Yogendra Shah
InterDigital Communications LLC
Introduction
This document presents a background to the need for enhanced security and resulting requirements for M2M communication security based on agreed use cases.
Background Discussion
Freed from the traditional constraint that terminals communicating wirelessly with networks should be largely ‘manned’ by humans, communication from and to M2M devices is expected to open up a large number of possibilities in terms of new use cases, services, and applications. Considering the large number of M2M devices expected to be deployed, in a highly distributed network, global enforcement of security will not be practically feasible due to the low cost of many of these devices and cost of management. Thus the conventional centralized IT security network model, protected by a firewall, becomes challenged. 
802.16 PPC on M2M has identified a number of use cases for M2M communications. In this section we examine the security implications of these use cases. Some of the most probable threat scenarios for some of the use cases are listed below:
1) Secured Access & Surveillance

The use of WAN for this application will likely include remote, high value installations. These devices will likely need to be provisioned in the field and deployed for many years with remote maintenance (SW/FW updates) only. The main threats for this use case are:

a) Sending of purposely misleading data e.g. indicating normal status, either by impersonation or by illegitimate modification of the operation of M2M devices 
b) Network attacks (e.g. denial of service DoS) preventing legitimate devices from transmitting their status. This scenario is particularly prone to this type of attack as all devices in a facility will likely be associated with a single macro BS.
Above threats caused by remote configuration attacks and perhaps also by physical attack on the device

2) Tracking, tracing and recovery, mostly based on location.
The main threat is the sending of purposely misleading data e.g. indicating normal status or false location, most likely by physical or remote configuration attacks.
3) Public safety, including environmental, weather and disaster monitoring, surveillance and the securing of individuals. Like secure access, some of these devices will likely need to be provisioned in the field and deployed for many years. 
The main threats for this use case are:

a) Sending of purposely misleading data e.g. indicating normal status, most likely by physical or remote configuration attacks
b) Network attacks, for example denial of service legitimate devices from transmitting critical information, thus delaying crucial disaster recovery (relevant for example if the disaster is caused by an act of terrorism). Such DOS attacks can be brought by impersonation or physical / configuration attacks
As for the secured access case, the high value of the protected asset makes it important that the network is made aware of any device malfunction or any attempted attack.
4) Payment
The main threat typical of this scenario is the illegitimate storage and transmission of payment information to non-authorized hands (e.g. wrongful billing, identity theft). This can be done by physical or remote configuration attacks.

5) Health care; for this use case we need to differentiate between the types of environment where it is used. M2M devices can be used to monitor patients in a facility (e.g. a hospital) or for ambulatory patients through their daily life. WAN devices are more likely to be used for the latter but the former cannot be ruled out.
While prolonged usage isn't expected for the devices they do need to be provisioned in the field (or doctor’s practice) but not remotely. Mostly however it is the nature of the mission that makes security of information and of access critically important.
The main threats for this use case are:

a) Sending purposely misleading information by impersonation

b) Network attacks, particularly for WAN, preventing legitimate devices from sending their information which could be an equivalent of a 911 call
c) Privacy of information stored on the device, especially of location, health data and identity as stored on the device
6) Remote maintenance and control; Similar to security, for applications with oil, gas etc.

7) Smart metering of gas, electricity and other utilities, including aspects of electrical grid control for load management (e.g. load shedding) and outage and power conditioning control (SCADA, supervisory control and data acquisition). Like for security, WAN M2M devices used for the purpose will need to be provisioned in the field and deployed for many years. 
The main threats for this use case are:

a) Attack on the electrical grid and other critical national infra-structure by e.g. remote configuration 

b) Network (e.g. DoS) attacks preventing control of the network 
Common to all use cases above is the fact that recognition at the network level that an attempted attack has taken place is in itself important security related information. Due to the high value of the protected asset it is critical that the network is made aware of any device malfunction or any attempted attack.

To summarize, in many use cases above devices are typically unmanned, and a high value is placed on the information handled and communicated by these devices. The security of the information and trustworthy operation of these devices is of paramount importance, as is their ability to be managed over the air. 
M2M devices are typically required to be small, low cost, inexpensive, able to operate unattended by humans for extended periods of time, and to communicate over the wireless WAN. M2M devices are typically deployed without much direct human intervention, but after deployment, they tend to require remote management of their functionality. They also require flexibility in terms of subscription management. In addition, in many use cases, it is likely that M2M devices will be deployed in very large quantities, making it unrealistic or impossible for operators or subscribers to send personnel to manage or service them. 
Due to the long life cycle, it is also unreasonable to expect that security measures implemented today will suffice through the lifetime of the device. Thus we expect that the security software, firmware and configuration parameters will be remotely updated. 
These deployment scenarios introduce a number of unique security vulnerabilities for the M2M devices and the wireless communication networks over which they communicate. These security vulnerabilities include:
1. Physical Attacks such as insertion of valid authentication tokens into a manipulated device, inserting and/or booting with fraudulent or modified software (“re-flashing”), and environmental/side-channel attacks, both before and after in-field deployment.
2. Compromise of Credentials comprising brute force attacks on tokens and (weak) authentication algorithms, physical intrusion, or side-channel attacks, as well as malicious cloning of authentication tokens residing on the device.
3. Configuration Attacks such as fraudulent software update/configuration changes, mis-configuration by the owner, subscriber or user, mis-configuration or compromise of the access control policies.
4. Attacks on the Core Network. These are the main threats to the network operator:  Impersonation of devices, traffic tunneling between impersonated devices, mis-configuration of the firewall in the modem/router/gateways, Denial of Service (DoS) attacks against the core network. They may also include changing the device’s authorized physical location in an unauthorized fashion or attacks on the radio access network, using a rogue device.
Hence, in order to address these threats, an M2M security solution is required such that it is not possible to illegally use M2M Devices for unintended applications or to consume network resources in an improper manner. If these requirements are not standardized then the network will not know the difference between a device without the enhanced security capability and a compromised device (with the enhanced security capability disabled) that may masquerade as a device without the capability and pose threats to the network and service provider.
Security Requirements

The security provisions in 802.16m have been crafted for the traditional cellular usage of wireless devices by humans and are mostly concerned with security of information over the air. M2M devices will of course require that and we assume that all current 802.16m security requirements will apply to M2M devices. We now propose additional requirements meant to address the additional threats identified above. 
These requirements will make it very hard to illegally use the M2M Device for unintended applications or to consume network resources in an improper manner. This can be accomplished with an appropriate integrity check coupled with device internal and network access procedures. 
Upon power up, the M2M Device performs an integrity check. If the device integrity check fails then a Trusted Environment (TE) that is embedded in the device executes pre-provisioned policies, on the M2M Device.
1) The TE on the device not releasing credentials necessary for authentication with the network to successfully complete. The device can transmit but the authentication attempt will be rejected by the M2M System (e.g. by the authorization server due to incorrect credentials). This feature, if implemented, will prevent impersonation and the sending of false information. It will not prevent some forms of DoS attacks that are based on saturating the access resources of the network. 

If this is important, then we need in addition:
2) The TE preventing the M2M Device from transmitting and consuming any network resources. The prevention can be done by software means (i.e. a MAC interface) or by hardware means (e.g. by routing PA power supply through the TE). Each solution will of course provide different level of security at different cost. 
Finally, in some cases it is important to allow suspect devices some access to the network. We then need a mechanism to allow the network to accept some data, but not other. If this is important, then we need a mechanism to assess the nature of the lack of trust, therefore we need to require:

3) The M2M Device communicating the results of its integrity check and information relating to its security architecture, attributes, policies etc. The M2M System can assess the provided information to make fine-grained policy decisions on access control.

The TE is a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data. All data produced through execution of functions within the TE shall be unknowable to unauthorized external entities. The TE shall perform sensitive functions (such as storing secret keys, providing cryptographic calculations using those secret keys, and executing security policies) needed to perform M2M device integrity check and device validation. The TE environment shall be anchored to an immutable hardware root of trust that cannot easily be tampered with. 
An example of a TE is a TCG (trusted computing group) specified MTM (mobile trust module) implemented by some vendor. However, the implementation of the TE depends on the application and the required level of security and is out of scope of the standard.
M2M Devices will likely be provisioned in the field and their life cycle may be many years. It is not reasonable therefore to expect that security measures implemented today will suffice. Therefore it is desirable that the M2M System be able to remotely provide the following features:

•       Secure updates of security software and firmware of the M2M Device 
•       Secure update of the security context (security policies, keys and algorithms) of the M2M Device

>>>>>>>>   Text Proposal to the Study Report    <<<<<<<<<

Insert in section 3.7 “Enhanced Security” 
In many M2M use cases devices are unmanned, and a high value is placed on the information handled and communicated by these devices. The security of the information and trustworthy operation of these devices is of paramount importance, as is their ability to be managed over the air. 

M2M devices are typically required to be small, low cost, inexpensive, able to operate unattended by humans for extended periods of time, and to communicate over the wireless WAN. M2M devices are typically deployed without much direct human intervention, but after deployment, they tend to require remote management of their functionality. They also require flexibility in terms of subscription management. In addition, in many use cases, it is likely that M2M devices will be deployed in very large quantities, making it unrealistic or impossible for operators or subscribers to send personnel to manage or service them.   

The M2M usage cases identified in this document cause vulnerability to various types of security attacks, including physical attacks, compromise of credentials, configuration attacks and network attacks (e.g. denial of service)

In the following we propose enhanced security requirements to be considered for M2M devices.
If these requirements are not standardized then the network will not know the difference between a device without the enhanced security capability and a compromised device (with the enhanced security capability disabled) that may masquerade as a device without the capability and pose threats to the network and service provider.
Enhanced Security Requirements

All security requirements of 802.16m shall apply to M2M systems. In addition, the M2M System shall support the following security requirements:
Trusted and secure execution environment

M2M devices shall provide a trusted execution environment. The Trusted Environment (TrE) shall be a logical entity which provides a trustworthy environment for the execution of sensitive functions (such as storing secret keys, providing cryptographic calculations using those secret keys, and executing security policies) and the storage of sensitive data. All data produced through execution of functions within the TrE shall be unknowable to unauthorized external entities.

Strong authentication

The M2M Device shall perform a device integrity check upon power up or when requested by the network.  If the device integrity check fails then the TE shall execute one or more pre-provisioned security procedures.
Security credential and security software updates
The M2M System shall be able to remotely update the security software and firmware of the M2M Device as well as its security context (security policies, keys and algorithms).

  


