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802
.16 Relevant M2M Usage Models 
1.1 Secured Access & Surveillance
The “Secured Access & Surveillance” category includes M2M applications meant to prevent theft of vehicles and insecure physical access into buildings. Buildings and vehicles can be outfitted with M2M devices that forward data in real time to the M2M server whenever movement is detected. An alert signal can then be sent to the M2M user whenever car tampering or building intrusion has occurred. M2M devices can also be configured to trigger M2M-equipped surveillance cameras to record and transmit video in real-time to the M2M server when movement is detected. While most of these usage models involve devices that are fixed in location, there are some cases where surveillance video is fed to mobile security vehicles monitoring the property.

While short-range wireless communication may suffice for some ”Secured Access & Surveillance” use cases, many require WAN M2M capability.  For example, surveillance of and controlled access to large industrial parks or farms/estates where there is no access to short-range wireless (e.g. property gates, perimeter surveillance) requires WAN range. 
1.2 Tracking, Tracing, and Recovery

“Tracking, Tracing, & Recovery” use cases are mainly related to services that rely on location-tracking information. For example, in order to provide vehicular tracking services such as navigation, traffic information, road tolling, automatic emergency call, pay as you drive, etc., the M2M application server needs to monitor the status and/or position of an individual vehicle or group of vehicles. In this use case, vehicles are equipped with M2M devices that send status information (e.g. location, velocity, local traffic, etc.) periodically or on-demand to the M2M server via the cellular network. By analyzing the information gathered from vehicular M2M devices, the M2M server generates data about traffic, navigation, etc. and provides that information to M2M users via the cellular network. 
Other use cases in this category include tracking/tracing/recovery of animals, persons, leisure vehicles (boats, RVs, etc.), construction equipment, plant machinery, shipments, and fleet vehicles. WAN M2M services allow a company to track its fleet, get breakdowns of miles covered, analyze average speeds and identify/respond to driver issues. It enables company assets to exchange information (for content and control) with the company’s management system, provides the company with visibility into multiple aspects of its supply chain, and reports asset location aiding in shipping management.
An example of a ”Tracking, Tracing, & Recovery” usage scenario is illustrated in Figure 1. When a vehicle with high-priced cargo moves from ship to warehouse, the vehicle is equipped with IEEE 802.16 M2M capability for security and time of delivery consideration. In this scenario, the M2M device runs an M2M application and has wireless communication capacity over IEEE 802.16 access service network (ASN). The M2M device updates its location. The M2M server can request the M2M device to report the location of vehicle or the status of sensors connected for the management of the vehicle. Hence the M2M device gathers the requested information and sends the information to the M2M server.
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Figure 1 An example of M2M scenario for asset tracking 

1.3 Public Safety
“Public Safety” includes emergency response, public surveillance systems, and monitoring the environment (i.e. warning of natural disasters). M2M devices in these use cases may report information periodically or on-demand to the M2M server. 

For example, M2M devices (e.g., M2M-equipped sensors) can be deployed near rivers or dams in order to measure and periodically report water levels to M2M servers managed by relevant public organizations over IEEE 802.16 ASN. In response to these measurements, the M2M server can either signal an alarm to the M2M user(s) and/or manage water levels by adjusting discharge levels of the dam. 

In emergency response systems, WAN M2M connectivity enables public surveillance equipment to transmit real-time video to first responders’ (police & fire) mobile devices in the case of emergency. It can also be used to prepare the receiving hospital’s staff using video feed from incoming ambulances.

WAN M2M can also be used to secure individuals, for example monitoring/securing workers in remote or high risk areas or offenders under parole.
1.4 Payment
WAN M2M communication allows greater flexibility in deployment of point-of-sale (POS)/ATM terminals, parking meters, vending machines, ticketing machines, etc. It also provides better functionality, faster service, and simplified management; and in emerging markets, M2M enabled payment facilities can overcome a lack of wired infrastructure.
1.5 Healthcare
WAN M2M healthcare applications improve patient monitoring/tracking and doctor responsiveness. M2M services allow patients with advanced age, chronic disease, or complicated physical conditions to live independently. They also improve patient care by virtue of more accurate and faster reporting of changes in physical condition 

For example, a patient can wear bio-sensors that record health and fitness indicators such as blood pressure, body temperature, heart rate, weight, etc. These sensors forward their collected data to an M2M device that acts as an information aggregator and a gateway to the M2M server, which stores and possibly reacts to the collected data. 
Figure 2 illustrates a WAN M2M healthcare service scenario. In this scenario, M2M devices communicate with the healthcare management system, i.e., the M2M server through an IEEE 802.16 access service network (ASN). M2M devices send the patient’s health information (e.g. vital signs) to the healthcare management system in a hospital or a care facility at regular periods or on-demand. The healthcare management system can also transmit configuration data to the M2M devices through the ASN. The M2M-supported healthcare management system can also provide patient monitoring information to doctors allowing patients to be diagnosed remotely. 
There are also more controversial applications emerging such as location assistance for at-risk individuals such as Alzheimer’s patients.
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Figure 2 An example of M2M scenario for healthcare
1.6 Remote Maintenance and Control
Remote maintenance and control is primarily used in the oil and gas, water/waste water, waste management, power generation, and heavy equipment industries. WAN M2M services keep owners/companies informed of how their equipment is running and informs them immediately when there are signs of trouble. These devices provide timely information (e.g. notification of impending failure), automatic alarms (including troubleshooting tools), notification of consumption/output/milestones (e.g. detect quality issues early), and secure remote service access. 
One example of this M2M usage category is the vending machine with WAN M2M capability, which periodically transmits current fill-levels to the service company or their delivery vehicles. The M2M devices can also monitor purchases to help the service company understand consumer behavior in order to better plan promotions and introduce new products. 
Another example is the smart ‘trash can’ system used in Somerville, Massachusetts, in which public litter bins send text messages to the local authorities when they are full and require emptying.
1.7 Metering
Smart metering (e.g. Smart Grid) services meter gas, electricity, or water and bill the metered resource without human intervention. Smart metering not only enables remote meter reading (saving the company, and in turn, the customer money) but also improves the customer’s energy/utility efficiency (e.g. by regulating home appliance usage according to gas/electricity’s time-varying unit price). 
Smart metering helps both the customer and the supplier. For the customer, smart metering assists with load control programs (demand response and TOU pricing), net metering, plug-in electric vehicles, smart appliances and energy monitoring and control. For the supplier, smart metering enables outage management, load forecasting and balancing, theft and tamper detection, and asset management.

Smart metering is illustrated in Figure 3. In this figure, an M2M-enabled smart meter collects utility usage information from home appliances via short-range radio or a home area network and sends the collected information to the M2M server by communicating directly with IEEE 802.16 ASN. Alternatively, the smart meter can communicate via power line communication, RF, and etc. to an M2M device, which aggregates the information from many smart meters in the area and sends the aggregated information to the M2M server.

Besides smart metering in the home, there are many use cases that benefit from WAN M2M access. These are “green field” scenarios (such as farming meters) where short range wireless backbones are non-existent and cost-prohibitive to build.
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Figure 3 An example of M2M for smart metering
1.8 Consumer Devices 
In the Consumer Device market, WAN M2M communication enables personal navigation, automatic e-reader updates, remote photo storage for digital cameras, various netbook services, and PSP. In addition, M2M technology supports content and/or data sharing among devices via user-friendly interfaces. 

1.9 Retail
WAN M2M use case in the retail category currently receiving market discussion is digital signage. Digital signage includes applications such as digital billboards along roads and highways. These billboards receive new display information from the M2M server per updates from the M2M service consumer.
2 M2M System Architecture Considerations
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(a) Basic M2M service system architecture
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(b) Advanced M2M service system architecture

Figure 4. High level IEEE 802.16 M2M system architecture
Figure 4 captures the high level system architecture for IEEE 802.16 based M2M communications. The IEEE 802.16 M2M device is an IEEE 802.16 MS with M2M functionality. The M2M server is an entity that communicates to one or more IEEE 802.16 M2M devices. The M2M server also has an interface which can be accessed by an M2M service consumer. The M2M service consumer is a user of M2M services (e.g. a utility company). The M2M Server may reside within or outside of the Connectivity Service Network(CSN) and can provide M2M specific services for one or more IEEE 802.16 M2M devices. The M2M application runs on the IEEE 802.16 M2M device and the M2M server.
The basic M2M service system architecture supports two types of M2M communication: 1 communication between one or more IEEE 802.16 M2M devices and an IEEE 802.16 M2M server; 2. point-to-multipoint communication between IEEE 802.16 M2M devices and the IEEE 802.16 BS. The high level basic M2M service system architecture is shown in Figure 4 (a). Note that the basic M2M system architecture allows for an IEEE 802.16 M2M device to optionally act as an aggregation point for non IEEE 802.16 M2M devices. The non IEEE 802.16 M2M devices use different radio interfaces such as IEEE 802.11, IEEE 802.15, PLC, etc. This aggregation function is shown only to illustrate an applicable use case for an 802.16 M2M device, and no air interface changes to 802.16 are required for its support.
In the advanced M2M service system architecture, the IEEE 802.16 M2M device can also optionally act as an aggregation point for IEEE 802.16 M2M devices in addition to the non IEEE 802.16 M2M devices. In this case, air interface changes to IEEE 802.16 may be expected to handle the aggregation function for both types of devices. In the advanced architecture, peer-to-peer (P2P) connectivity between IEEE 802.16 M2M devices may also be supported, wherein the P2P connectivity may occur over IEEE 802.16 or alternate radio interfaces such as IEEE 802.11, IEEE 802.15, PLC, etc. A high level advanced M2M service system architecture is shown in Figure 4 (b).

3 Requirements and Features for M2M
The following sub-clauses include features that are common to one or more M2M use cases. It shall be possible to subscribe to different M2M requirements or features independently according to the application or network environment.

3.1 Extremely Low Power Consumption

Extremely low power consumption implies that the M2M device consumes extremely low operational power over long periods of time. This feature is required for battery-limited M2M devices, i.e., those who have no access to power sources, infrequent human interaction, and/or high cost of charging due to a lot of sensors. The system shall be able to provide enhanced power saving mechanisms for extra low power consumption. The use case models that may require this feature are Tracking & Tracing, Secured Access & Surveillance, and Public Safety. 

3.2 High Reliability
High reliability implies that whenever and wherever M2M communication is required or triggered, the connection and reliable transmission (i.e. extremely low packet error rate) between the M2M device and the M2M server shall be guaranteed regardless of operating environment (e.g., mobility, channel quality). High reliability is required in M2M applications that involve either the prospect of an emergency or highly sensitive data. The use case models that may require this feature are Healthcare, Secured Access & Surveillance, Public Safety, Payment, and Remote Maintenance & Control.
3.3 Enhanced Access Priority
Enhanced access priority implies that the M2M device is given priority over other network nodes when contending for network access. Priority access is necessary in order to communicate alarms, emergency situations or any other device states that require immediate attention. The use case models that may require this feature are Healthcare, Secured Access & Surveillance, Public Safety, Remote Maintenance & Control.

3.4 Mass Device Transmission
Mass device transmission implies that large numbers of M2M devices can successfully transmit simultaneously to the access network’s base station. This feature may be required for many use cases such as Secured Access & Surveillance, Tracking, Tracing, & Recovery, Public Safety, Healthcare, Remote Maintenance & Control, and Metering.
3.5 Addressing of Mass Devices

Addressing of mass device implies that the system can address large numbers of devices individually. Every use case category contains one or more applications that require this feature.
3.6 Group Control

Group control implies that the system supports group addressing and handling of M2M devices. This feature is beneficial for all M2M Use Cases.
3.7 Security

802.16 security functions, including integrity protection and the confidentiality for M2M service traffic shall be supported for M2M devices. Expected use cases for WAN M2M systems make them vulnerable to security threats in the form of physical or remote attacks on hardware, software / firmware, compromise of credentials, configuration and network attacks (e.g., denial of service).

WAN M2M system should support appropriate level of authentication for the M2M device or M2M gateway to provide secure access to the authorized M2M devices. The system should support verification and validation of the exchanged data.

3.8 Small Data Transmission

Small data transmission implies that transmitted data bursts are extremely small in size. The system can support transmission of small data bursts with very low overhead. This feature is required for every use case category.
3.9 Low/No Mobility

Extremely low (or no) mobility implies that the M2M device is stationary for very long periods of time, perhaps throughout its entire lifetime, or moves only within a certain region. The system can simplify or optimize the mobility-related operations for specific M2M applications with fixed location, e.g. Secured Access & Surveillance, Public Safety, Payment, Remote Maintenance & Control, Metering, and Retail.

3.10  Time-Controlled Operation 

Time-controlled traffic implies the absence of “ad-hoc” packet transmission (to or from the M2M device). The system can support time-controlled operation, where the M2M device transmits or receives data only at a pre-defined period of time. Most M2M use case categories contain one or more applications that require this feature. 

3.11  Time-Tolerant Operation

Time-tolerant operation implies that the system can provide a lower access priority to or defer the data transmission of time-tolerant M2M devices. All use case categories contain applications that may utilize this feature.
3.12  One-way Data Traffic

One-way data traffic implies that data transmission is only one-way, i.e., only device-originated data or only device-terminated data. Public Safety is an example of a use case that may contain device-originated data only. Digital signage and consumer devices represent use cases that may contain device-terminated data only.

3.13  Extremely Low Latency 
Extremely low latency implies the significantly reduced network access latency and/or data transmission latency for specific M2M devices. This feature can be necessary to transmit a message in the event of an emergency situation. e.g., for Healthcare.

3.14  Extremely Long Range Access
Extremely long range access implies that a single WiMAX M2M-enabled base station can serve M2M devices over a very long range. This is not necessarily a feature of any use case, but of some potential market cases that require extremely low cost deployments. In these cases, a provider may want to deploy a single WiMAX M2M-enabled base station with extremely long range in order to cover all M2M devices in the desired service area.
3.15  Infrequent Traffic
Infrequent traffic implies that M2M transmissions are infrequent with large amounts of time between transmissions. This feature may be utilized by applications in every use case category. 

4 802.16 Standards Impact 
[Editor’s Note: The text here has been just captured from all the contributions on standards impact, i.e., C80216ppc-10_0017r1, C80216ppc-10_0019r1, C80216ppc-10_0022, and C80216ppc-10_0023. This will be updated before CC #5 based on off-line discussion and more discussion in the CC #5.]

Extension, e.g., enhancement, modification, or simplification of IEEE 802.16m PHY&MAC can be considered for IEEE 802.16 M2M devices to meet the M2M requirements and features while avoiding adverse impact on normal IEEE 802.16m devices as much as possible. The scope of the extension includes MAC extension with limit of enabling M2M requirements, and PHY extension with limit of no change on 16m mandatory structure (OFDMA symbol parameters, frame structure, DL/UL PHY structure, and DL/UL control structure) and of enabling M2M requirements. The following considerations corresponding to requirements and features for M2M in basic M2M service system architecture are referable to impact the IEEE 802.16m, which is neither limited to nor mandatory to this amendment standard. 
· Extremely Low Power Consumption

[Enhanced power management scheme such as enhanced idle/sleep mode and power saving in active mode can be considered for M2M devices that require extremely low power consumption. The transmission/update procedures of system information can be modified to reduce unnecessary receiving power consumption of M2M devices. Link adaptation and UL power control can be modified for low power M2M devices.]





· High Reliability
 
[High reliability implies that device-BS connectivity is always good.  In order to enable consistently good connectivity will need robust modulation/coding schemes (MCS) and interference mitigation techniques.

There are 802.16 MCSs that are very robust.  However, reliability may be further improved by adding more robust schemes.



· Enhanced Access Priority
 
[Access priority implies that when the device needs to communicate with the base station, it is given priority in doing so. changes to this protocol may be required to prioritize M2M traffic
.  
· Mass Device Transmission
[Network entry/re-entry and bandwidth request procedures can be modified to support mass device transmission. Control signaling procedures can be modified for mass device transmission.]


· Addressing of Mass Device

Extension of addressing space or addressing scheme can be considered for wide distribution of M2M devices.

· Group Management

[Group-based operation (e.g., grouping, group ID allocation, group-based controland group-based communication) can be newly defined. Multicast operation and addressing scheme can be modified for group-based operation. Paging, bandwidth request, and network entry/re-entry procedures can be modified for group-based operation.]


· Security

[Security procedure can be modified for differentiated security association. 


· Small Data Transmission

[Enhanced QoS control can be considered and SMS transmission mechanism can be modified for small data transmission. Bandwidth request mechanism can be modified or skipped for small data transmission. Smaller resource unit might be necessary to transmit an extremely small DL/UL burst size. Low-overhead control signaling can be considered for small data transmission. It can be necessary to check if channel coding of 16m is enough to support extremely small data transmission.]


· Low/No Mobility

 
[The low/no mobility feature impacts the mobility management protocol.  In particular, it implies that the signaling related to handover preparation and execution is no longer necessary.  Thus, an option to turn this feature off is required.


This feature may also impact the use of idle mode, since idle mode is designed for mobile users with no data traffic.  Note that stationarity does not impact the idle mode protocol itself, only whether or not it is used.]

·  Time-Controlled Operation

[Enhanced QoS control scheme can be considered for time-controlled operation. Paging/listening window operation of idle/sleep mode and bandwidth request and network entry/re-entry procedures can be modified or simplified. Transmission/update and reception mechanisms of DL control CH can be modified or simplified for time-controlled M2M devices.]


·  Time-Tolerant Operation

[Enhanced QoS control scheme, e.g., enhanced scheduling type and new service type definition can be considered for time-tolerant operation.]


·  One-way Data Traffic

[Enhanced management and scheduling scheme can be considered for one-way data traffic M2M devices. Receiving procedure of DL control channel can be modified or simplified for one-way data traffic.]


·  Extremely Low Latency

[Bandwidth request and network entry/re-entry procedures can be modified to provide extremely low latency for specific M2M devices.]


·  Extremely Long Range Access
[Note: Before discussing standards impact from this requirement, we need more clarification on this considering the fact that 16m already supports coverage up to 100km.]


· Infrequent/Intermittent Traffic

[Infrequent traffic implies that M2M transmissions are infrequent with large amounts of time between transmissions.  This implies that M2M devices can sleep for potentially very long periods of time.  As a result, we may need to enable longer sleep cycles in the sleep mode protocol.
5 Recommendations
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�Should introduce an Introduction section


�Cooperative re-transmission by terminals is not conducive to low power consumption. It is more suitable for use with low power devices.  As written the Extremely Low Power Feature is not limited to only such devices. Do we need a separate M2M feature to support low power devices and then move device collaboration there?


�In addition network coding can also be incorporated at the PHY/MAC


�Is the assumption that all traffic from a M2M device will be prioritized, or only certain type of traffic? In the latter case how does the priority need to be indicated to the BS to allow for prioritization  BW requests?


�Minimum allocation size is based on supported MCS, so depends on any changes to supported MCS types. It is likely that in support of this and other M2M features (e.g.  .improved reliability) we can considering introducing more robust but lower data rate MCS


�We also need to look at the ARQ changes/enhancements in MAC (may require timer coordination so for re-transmissions to possible in allocated time periods)


�ARQ changes/enhancements in MAC
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