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M2M Requirements from Vehicular Use Cases 

Kerstin Johnsson, Nageen Himayat, Shilpa Talwar
Intel Corporation
Introduction
This contribution discusses a range of vehicular M2M use cases that encompass the extent of 802.16 requirements that will be necessary to support a majority of vehicular M2M applications.

Vehicular use cases and the requirements they impose

Most vehicular M2M applications can be categorized into one of the following:
•
Safety and Security
•
Information and Navigation

•
Entertainment

•
Diagnostics

In this section we will discuss each category, give one or two examples of the services provided in each category, and discuss what requirements these services impose on the 802.16 wireless standard.
Safety and Security

An excellent example of a service in the Safety and Security category is Automatic Crash Notification.  This service utilizes various crash sensors on the vehicle to report the locations and extent of damage to the vehicle in the event of a crash.  It also initiates a voice call to the Telematics Call Center in order to facilitate reporting of the crash to Emergency Services.  

Clearly, because of the urgent nature of this information, access priority and robust coverage (i.e. access anywhere/anytime) are the two key requirements of this category.  The latter may be very difficult given the high speeds and complex interference environment.

The security services provided by vehicular M2M applications include Stolen Vehicle Tracking, Anti-Theft Alarm Notification, and remote door services. The vehicle can be programmed to send periodic location updates or it can be triggered to send a random update by a control message from the Telematics Call Center.  When an alarm is triggered (the details of these triggers is proprietary), the Telematics Call Center can work with law enforcement to locate the stolen vehicle via this tracking method.  

While access priority would be desirable in this category, it is not required.  However, robustness is – without maintained coverage, a vehicle is very difficult to trace.  In addition, given the security aspect of this category, enhanced anti-tampering and security protocols are required. 

To summarize, the key requirements of Security and Safety services are:

•
Access priority

•
Robust coverage

•
Enhanced security (anti-tampering) and privacy
Information and Navigation

Information and navigation services provide access for the vehicle occupant to a variety of location sensitive information and content – very similar to what we have access to today under Google map search.  Some examples of these services are point of interest downloads, turn by turn navigation assistance and on call technical support.  

The requirements from these applications are fairly low.  Essentially, the service must provide moderate data rates at vehicular speeds.  The downloads can be web pages about local “hot spots”, a map with directions. Etc.

To summarize, there are no new requirements imposed by the Information and Navigation services.

Entertainment

Given the size of a vehicle compared to a cell phone or laptop, a vehicle can carry a significantly larger antenna subsystem, processor, etc.  As a result, a vehicle can potentially boost internet performance to smart phones, laptops, etc. inside the vehicle by using WiFi or Bluetooth for local connectivity.

Given the content, the key requirement for these services is primarily that of multi-media support.  At vehicular speeds, this is not an easy task.  In addition, if we assume that people will access the same type of content in their vehicles as they do at home, privacy and security is also of primary importance.

To summarize, the key requirements of this category are:

•
Enhanced security and privacy 

•
Multi-media support (at least 2 simultaneous streams, with high def 7-8 Mbps) at vehicular speeds 

Diagnostics

This category includes remote diagnostics and vehicle performance statistics.  The vehicle performs detailed diagnostics when remotely triggered or when certain parameter thresholds are crossed (e.g. mileage, time since last scan, etc.).

Diagnostics involve a great deal of data, thus given that this data is not time-sensitive, it makes sense to transmit the data when the channel is good and resources are available.  Thus, the primary feature of this traffic is “time-controlled”.  

To summarize, there are no “requirements” imposed by this category, however the time-controlled feature is recommended.
Requirements

Access Priority

Emergency access already exists in 802.16m.  However, given the range of emergency data that needs to be communicated, there needs to be a range of access priority available for vehicular emergency response.  For example, when an accident has occurred, an emergency call to 911 must have first access to the network.  Thereafter, the mass amount of vehicle data regarding the locations and degree of impact must have priority access above other forms of data, but it must come second to the initial emergency call.  Consequently, the requirement for proper emergency response for vehicular M2M is staged priority access. 

Robust Coverage

Robust coverage can be addressed both via improved BS deployment and improved link improvement techniques.  Link improvement techniques include things such as more robust MCSs and better interference mitigation techniques.

Enhanced Security and Privacy

Vehicles are left without supervision for much longer periods of time than cell-phones, smart-phones, or laptops which the 802.16e-m standards were designed for.  In addition, vehicles may carry considerably more sensitive data than current personal devices. As a result, although the 802.16 standard contains security and anti-tampering techniques, it needs to be evaluated for the heightened risk conditions vehicles will encounter.

Vehicular Multi-media Support

Although multi-media traffic is supported by the 802.16 standard, it is questionable whether multiple video streams can be supported at vehicular speeds.  This needs to be supported in order to provide a true multi-media experience in vehicle.

Time-controlled Traffic

To provide efficient use of radio resources on wireless networks carrying mass amounts of M2M traffic, the time-controlled traffic feature is highly desirable.  This type of traffic is not currently defined in the 802.16 standard, thus in order to prevent overload on the wi

  


