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Device Authentication for 802.16p Machine to Machine (M2M) Devices

Eldad Zeira

InterDigital Communications LLC
Introduction
The approved 802.16p (a.k.a. M2M) PAR includes a requirement to support “… improved device authentication”.
Improved device authentication could, depending on how it is implemented, protect the network against rogue devices (e.g. with tampered software). The level of protection could vary and can include the disablement of network entry for those rogue devices and the prevention of denial of service attacks by repeated entry attempts.

Many, but not all, M2M applications require a high level of security. It is important therefore to develop improved authentication in such a way that the burden of complexity falls only on those applications that require it.

Some security related requirements must however be mandatory. Not doing so will allow rogue devices to escape their security requirements by signaling the lack of capability to support M2M requirements.

Therefore we propose a tiered approach to device authentication. The decision of which elements to support is left to implementation and deployment. 

We define therefore a category of devices that support the enhanced authentication. Devices in this category are M2M-secure. The issue whether all M2M devices are M2M-secure devices is out of scope for the standard. 
M2M-secure devices shall be able to report this capability to the network. By default, devices that do not report this capability are not M2M-secure.
To keep deployment flexible, we assume that the standard does not prohibit M2M-secure and non M2M-secure from being deployed in the same cell and carrier frequency (although there may be security or other benefits in doing so).

We assume that M2M-secure devices have some internal mechanism that can check the validity of the device. We assume that there is some information contents (e.g. a token) that is required for authentication and that is only released if the device is deemed valid. The nature of this mechanism is out of scope for the standard and there is no formal requirement regarding it.

M2M-secure devices shall not attempt to perform network entry if the information for authentication is not available (as it means that device validation has failed). This can eliminate DOS attacks on the network (by repeated entry attempts). The implementation of this requirement is not specified. At its simplest it is a decision at the MAC. In other applications, dedicated HW could prevent physical transmission.
Once the authentication information has been sent, the authentication process is handled as per 802.16m.

>>>>>>>>>>>>>>>>>>>   Text Proposal   <<<<<<<<<<<<<<<<<<<<<

6.4 Security Support
6.4.1 The 802.16p amendment should support the M2M device authentication. Support of M2M device authentication
802.16p shall recognize a category of M2M-Secure devices and the MS and BS shall be able to exchange this capability.

M2M-secure devices shall not attempt to perform network entry or reentry if the access to the required content for the authentication request message is not available. 

M2M-secure devices shall attest to a successful device authentication by transmission of a device authentication certificate with the authentication request and response.
Comment: it is assumed that the rest of the authentication process is handled as per 802.16m
6.4.2 The 802.16p amendment should support verification and validation of the exchanged data for M2M services.

6.4.3 The protocol should support efficient security for small burst transmissions.

  


