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1 Background 
The security requirements for M2M vary with use case. For example, in mHealth applications security is extremely important, both in terms of the physical integrity of the device as well as for the connection with the M2M server. However, there are also M2M use cases where security is far less important, particularly when weighed against the “power cost” of establishing security. For example, there are M2M use cases where sensors are deployed “en masse” across a large environment, and those sensors transmit “real data” only very rarely. When “real data” is transmitted, the network may require/desire the standard level of security. However, in between those data transmissions, the network may still want to hear that the sensors are alive. These “alive” messages do not contain sensitive data, thus in an effort to conserve power (both in terms of total awake time and in transmission power), the network may desire to forgo the full security suite opting instead for a lower, more time/power efficient security profile.  
2 Text Proposal 
Modify the functional requirements described in Section 6.1 as shown.
--------------------------  Begin Text Proposal   -------------------------------
6.4 Security Support

6.4.1 The 802.16p system amendment should shall support the M2M device authentication. 802.16p system shall support an M2M device authentication which includes a device validity check in cooperation between the device and the network.

6.4.2 The 802.16p system amendment should shall support verification and validation of the exchanged data for M2M services.

6.4.3 The protocol 802.16p system should shall support efficient security for small burst transmissions. 

6.4.4 The 802.16p system shall include a security function to provide protection and confidentiality of M2M device-generated traffic and its related data (e.g. location privacy, M2M device identity).
6.4.5 The 802.16p system shall support reduced security signaling for faster network entry of M2M connections with low security requirements

-----------------------------  End Text Proposal   ----------------------------------
































































  


