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1 Introduction
IEEE 802.16 project planning committee (PPC) has reviewed the document from ITU-R Working Party 5A on “Mobile Wireless access systems providing telecommunications for a large number of ubiquitous sensors and/or actuators scattered over wide areas in the land mobile service” [1].  The IEEE PPC would like to inform the ITU-WP5A about our related project on enhancements to the IEEE 802.16 air interface to support machine-to-machine (M2M) communications [2].  Developing M2M capability in broadband wireless access networks will accelerate implementation of the “Internet of things” vision.
We started the M2M project in PPC as a result of an IEEE tutorial in March 2010 on the challenges and potential technology opportunities in future 802.16 networks [3].  The tutorial identified M2M services and applications as a key area for development and as an opportunity to enable operators to create new revenue streams. This initiated a study group in March with the objective of identifying M2M usages and applications, M2M features that are common across multiple applications, M2M system architecture, and potential optimizations to the IEEE 802.16 air interface [4]. While the study group wrote a comprehensive report on the scope and standards implications for a broad range of M2M applications, it was recommended that the IEEE 802.16 working group consider a phased approach to address M2M requirements. Specifically, near term requirements would be addressed as part of the initial project scope to enable basic M2M capability to quickly enable the market, and longer term advanced requirements would be addressed in a follow-on project. 
Based on recommendations from the M2M study group, a project scope was drafted which was submitted to the 802 Executive Committee for approval in July. The new project, IEEE 802.16p, was authorized by the Executive Committee and work has begun on drafting system requirements [5].

2 802.16p Project
The objective of this project is to enable a range of machine-to-machine applications that are automated rather than human-controlled, which require WWAN communication in licensed bands. These applications have network access requirements that are significantly different from those used to support standard cellular connections. Some of the M2M applications of interest include secured access and surveillance, tracking, tracing and recovery, public safety, vehicular telematics, healthcare monitoring of bio-sensors, remote maintenance and control, smart metering, automated services on consumer devices, and retail digital signage. The current IEEE 802.16 standard does not address the unique requirements posed by these usages, such as very low power consumption, large numbers of devices, short burst transmissions, robust device integrity, high reliability, staged access priority, time tolerant operation, time controlled operation, low/no mobility, extremely low latency, and others.
The 802.16p project will specify enhancements to the IEEE 802.16 medium access control (MAC) and minimal modifications to the IEEE 802.16 Physical Layer (PHY), which is based on orthogonal frequency division multiple access (OFDMA). Minimal PHY changes are required to avoid hardware changes to base station/device equipment that may otherwise prevent quick entry into the M2M market. In this first stage of M2M optimizations, the following features will be supported: low power consumption at the device, support of extremely large numbers of devices, efficient small burst transmissions, and improved device authentication. While these features are not all-encompassing to the M2M applications space, they are common to several key applications, such as smart metering, remote maintenance and control, etc.  
Figure 1 shows the basic system architecture that is assumed for IEEE 802.16 based M2M communications. In this figure, the IEEE 802.16 M2M device is an IEEE 802.16 mobile station with M2M functionality. The M2M server is an entity that communicates to one or more IEEE 802.16 M2M devices. The M2M server also has an interface which can be accessed by an M2M service consumer. The M2M service consumer is a user of M2M services (e.g. a utility company). The M2M server may reside within or outside the Connectivity Service Network (CSN) and can provide M2M specific services for one or more M2M devices. An M2M application runs on the M2M device and the M2M server.
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Figure 1.  High-level M2M service system architecture

The M2M service system architecture in IEEE 802.16 supports two types of M2M communication: a) communication between one or more M2M devices and an M2M server, and b) point-to-multipoint communication between M2M devices and the BS. An IEEE 802.16 M2M device can act as an aggregation point for non IEEE 802.16 M2M devices. The non M2M devices typically comprise one or more sensors and a low power, low cost connectivity solution such as IEEE 802.11, IEEE 802.15, etc. The aggregation functionality will be critical to M2M deployments since not all devices will be able to afford cellular connectivity, and the aggregation device will provide an efficient and cost-effective means of supporting a large number of localized devices/sensors.
3 Discussion
In general, IEEE 802.16’s PPC is aligned with ITU-R WP5A on the wireless system features needed to enable machine-to-machine usages [1].  There are, however, some items for which we have comments, and some that require further clarification:

· Long-term connectivity of the network interface: It is not clear whether longevity requirement is 5 to 10 years or several decades?

· Communication range: The text calls for space diversity techniques to improve coverage.  In [3], several architectures and enabling technologies are discussed that can improve coverage, such as femtocell networks, multi-RAT networks, relays, coordinated MIMO, and others. Are these within scope?
· Accommodation capability: In our view, a video camera for surveillance applications may be regarded as a sensor. In this case, the data generated may be large, and can potentially challenge system capacity available. In our view the system should be optimized for small data bursts but also accommodate large data transmissions.  
· Suppression of interference: In addition to the techniques mentioned in [1] for interference mitigation, smart resource scheduling (time/frequency resources) and/or MIMO techniques can also be extremely effective, as discussed in [3].
· Security: Since the M2M device may be deployed remotely over long time periods, the network should provide support for the device to report if there is tampering or damage to the device.

The PPC would like to initiate liaison with ITU-R WP5A, and exchange information on status and progress between the two groups, given our common goals.  
Our comments are included in attached documents.
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1
Introduction

There is a growing need to provide wireless access media that can link sensors and actuators associated with humans or widely-dispersed objects to core networks in order to support an increasing number of popular service applications. The mobile wireless access systems is demanded for a variety of services such as environment monitoring, stolen goods tracing, monitoring of gas, water, and electricity use, social security and health care, etc. Since these applications accelerate the ubiquitous society, the mobile wireless access systems will be an important infrastructure.


The mobile wireless access system is a large cell-based public network, which can provide telecommunications to various objects including machine-to-machine services with wide area coverage. A large cell-based wireless access system with a cell radius of about several to ten km is especially practical in supporting rural and non-residential areas as well as urban or residential areas due to its simple and cost-effective cell deployment.

In the near future, the research and development activities are expected to make a great deal of progresses on the mobile wireless access systems and the standardization will be a key issue. To achieve the goal, it is important to share a variety of information. This report provides detailed information, the wireless applications and examples of wide area sensors and/or actuators network (WASN) systems for  information sharing.


2
Related ITU Recommendations


ITU-T Recommendation H.235
H.323 security: Framework for security in H-series (H.323 and other H.245-based) multimedia systems.


ITU-T Recommendation X.800-X.849
Security architecture for open systems interconnection for CCITT applications.


3
Abbreviations and acronyms


AP
Access point


AP-M
AP-master


AP-R
AP-remote


AS
Application server

BB
Base band


BPSK
Binary phase shift keying


BS
Base station

DB
Database

DROF
Digital radio over fiber


IP
Internet protocol


IP-GW
IP gateway


MDB
Management database


MRC
Maximal ratio combining


MS
Management server


QPSK
Quadrature phase-shift keying

RAS
Radio access server


RF
Radio frequency


RN-GW
Radio network gateway

SoC
System-on-chip


TDD
Time division duplexing

TDMA
Time division multiple access

TPC
Transmission power control

UT
User terminal

WASN
Wide area sensors and/or actuators network


WAUN
Wide area ubiquitous network


WN-GW
Wired network gateway

WT
Wireless terminal


WT-MS
WT management server

4
Possible deployment scenarios


The wireless access system will be developed as a public infrastructure, and is differentiated from existing wireless access systems by its objectives and/or features. It is assumed that the system consists of base stations (BSs) and wireless terminals (WTs) connected to sensors and/or actuators. The system is designed with due consideration of the following objectives or features:


[Editor’s note: further clarify the wording “public infrastructure”, improve wording for “long-term connectivity”, “accommodation capability” throughout the document.]

–
long-term connectivity of the network interface;


–
communication range; 

–
accommodation capability;

–
service areas;


–
mobility;


–
suppression of interference;


–
security.

4.1
Long-term connectivity of the network interface


The system is assumed to provide a long-term platform that will remain unchanged for existing and/or new service applications as shown in the next clause. For example, the meter-reading systems for public utilities are upgraded on a 5 to 10 year timetable, including meter replacement. It is also desirable that system maintenance or replacement frequency be reduced to better support services in non-residential areas such as meteorological or environment observations. Although the innovation cycle of technology is very short, this kind of platform should be consistent over long periods to avoid frequent renewal or maintenance, key concerns of the operator. Thus, the target system is assumed to be a platform that can provide consistent connectivity over long periods, namely, several decades or more, which indicates that it will become a public infrastructure. Because of the invariant nature of the network interface, this means that any future user terminal (UT) having that interface should be able to connect to the network.

4.2
Communication range 

When applied to environmental / meteorological sensing applications, the system should cover wide areas, both residential and non-residential areas, where existing systems cannot provide services. For that purpose, it is desirable that there be virtually no dead spots where communication is unavailable. It is also desirable that coverage be guaranteed, as far as possible, all over the service area by improving the electric field intensity through space diversity techniques. In practical deployments, the cell radius of the system is several km to ten
 km, and APs can be deployed at those intervals. From the operators’ viewpoint, large cells mean easy and cost-effective deployment of APs because they can utilize their own buildings.


4.3
Accommodation capability


The system is intended for not only humans but also machines such as vehicles, motorbikes etc. In addition, the cell size must be large to ensure cost-effective deployment. Thus, the number of sensors and/or actuators to be accommodated within the same cell becomes enormous. It is also considered that the amounts of data generated will be small, such as measurement data, location information, and object control signals
. 


[Editor’s note: if possible, quantify terms such as “enormous”.]


4.4
Service areas


WTs can be attached to objects such as sensors and/or actuators as well as human beings in the system. System installation in business and residential areas where social activities are active can be prioritized in initial system deployment. Although hot-spot deployment is a possible deployment scenario if only a limited fixed service application is a target, the system should gradually cover wide areas on a large cell-basis to support the widest variety of public services in its final status, regardless of the population density and the area
.


4.5
Mobility


Since the system is assumed to provide land mobile service, it is desirable that both mobile and fixed applications be supported by the same system.  In its initial deployment, fixed applications would be dominant and WTs connect to the same AP at any time. However, since nomadic and mobile applications will be supported as the service areas expand, the wireless applications should be designed in advance to support both static and mobile environments.


4.6
Suppression of interference 


Each cell must be able of supporting an enormous number of WTs, e.g. several tens of thousands. Thus, interference design is important and WTs will be ordered to reduce radiated power as much as possible in order to prevent unnecessary in-channel interference. That is, total interference in the cell is to be carefully considered prior to deployment, especially when WT density becomes high, although this problem is not so significant in the initial deployment. This can be achieved by effective methods such as low duty cycle transmission, reduction of transmission power, or transmission power control (TPC) techniques. 


4.7
Security 

Information transmitted from sensors and toward actuators may include private information and confidential business information. Thus, security issues are to be carefully considered even in the initial deployment. The access of any unauthorized outsider to the network is a risk: the outsider might peruse the sensing information or alter the control information being sent to an actuator. To avoid these risks, the system should use adequate security techniques. Refer to ITU-T Recommendation H.235 or X.800-X.849, which cover security issues.


5
Service applications


The wireless system can support a variety of services on its common platform. Available service categories and service examples are shown below.


–
Automation and efficiency enhancement of business works:


i)
remote meter reading of utilities such as water, gas and electricity;

ii)
asset management;


iii) maintenance information management
.

–
Meteorological observation:


i)
air temperature and humidity measurement;


ii)
precipitation measurement;


iii)
water level measurements of rivers and the sea;


iv)
CO2 concentration measurement.


–
Environment observation, forecasting, and protection: 

i)
environmental pollution observation, including air, water and soil; 

ii)
industrial waste investigation;

iii)
monitoring in the chemical industry;

iv)
ecosystem investigation.


–
Crime prevention and security:


i)
intrusion detection;


ii)
robbery alert;


iii)
location management of articles of value;


iv)
location management of the elderly and children.



–
Healthcare, medical applications and welfare support:


i)
monitoring of vital parameters (e.g. body temperature, weight and heart rate) measurement and management;

ii)
position and posture monitoring, assistance to the elderly and chronic patients.


–
Remote control and monitoring of plant facilities:


i)
remote control of manufacturing process;


ii)
abnormality monitoring.


–
Goods distribution:


i)
mobility management of trucks and baggage.


–
Disaster prevention and measures:


i)
disaster notification;


ii)
earthquake observation (e.g. seismic sensing);


iii)
flood monitoring.


–
Smart homes and control of commercial building: 


i)
appliance networking;


ii)
remote built-in software update;

iii)
gate control system and visible talking.

–
Intelligent transportation and traffic management systems: 

i)
informed parking management;

ii)
advanced travellers’ information;

iii)
traffic investigation;


iv) road pricing.

 


· 
Monitoring of avian species that may carry the avian influenza virus
.


· 
Social security such as child tracking and intruder detection.

6
Wireless system applications


The wireless system applications need to be designed to satisfy the above objectives, and should well support the service applications. Potential example systems are as follows.

· Wide area ubiquitous network (WAUN)


· [ To be invited ]


For information sharing, detailed information is provided in the following subclauses.


6.1
Wireless system application example: wide area ubiquitous network (WAUN
)


6.1.1
Overview


A wide area ubiquitous network (WAUN) has been proposed as a network that can provide economical and ubiquitous service in Japan. The wireless access system for the WAUN is a large cell-based public wireless access system in which WTs have long battery lifetimes and the BSs directly accommodate WTs within a range of several kilometres.

The WAUN is intended to be used for the following applications for habitable areas (urban/suburban areas) in Japan: 1) remote meter reading for public utilities such as electricity, gas, and water and 2) meter control for remote maintenance or emergency shut-offs. 


6.1.2
System features


In general, a meter-reading system for public utilities takes 5 to 10 years to upgrade, including meter replacement. The upgraded system may be used for 30 years or so. Thus, the target wireless system must be a platform that can provide meter-reading applications for a long time, namely, several decades.


The target wireless system is designed in accordance with the following parameters.

–
Battery lifetime: around 10 years


–
Cell size (transmission distance): 3.5 km


–
Number of wireless terminals accommodated within a cell: around 20 000


–
Transmission rate: 9 600 bps or less.


6.1.2.1
Battery lifetime

Meters are calibrated about every 10 years, so the batteries for the wireless terminals connected to the meters should last at least 10 years and be replaced at the time calibration visits. 

6.1.2.2
Cell size

The system incorporates base station antennas on the rooftops of telephone exchanges, which can be easily implemented by telephone operators. Considering the density of existing exchanges, a cell radius of about 3.5 km 
is reasonable in Japan. If the cell radius were larger, it would be technically difficult to guarantee the communication range.

6.1.2.3
Number of WTs to be accommodated

The wireless system is assumed to accommodate about a hundred million WTs, which is about the same as the population of Japan. This corresponds to about 2 to 3 WTs 
per household. System capacity can be defined by the number of WTs that an AP can accommodate. If a cell radius of 3.5 km is assumed, then about 5 000 cells are needed to cover the habitable areas in Japan. To accommodate a hundred million WTs, each cell must accommodate about 20 000 WTs.


6.1.2.4
Transmission rate

The required bandwidth can be calculated from the number of WTs to accommodate, data volume per WT per day, and wireless access efficiency. Here:




required bandwidth = 20 000 ( 1 [kbyte/day] ÷ 0.2 ≒ 9 480 bps


where:



number of WTs to accommodate: 20 000



data volume per WT per day: 1 kbyte, and



wireless access efficiency: 0.2.


Note that the wireless efficiency is determined considering both media access control efficiency of 0.3 and the overhead of the upper layers. Thus, a transmission rate of 9 600 bps or less is reasonable.



6.1.2.5
Propagation path characteristics


Because utility meters are installed in the pipe-shafts of condominiums or attached to the walls of houses, propagation paths are usually non-line-of-sight paths. Therefore, a typical suburban model of the Okumura-Hata equation can be applied to a typical residential area in Japan. 

Design details regarding other parameters are given in system characteristics in Section 4.


6.1.3
Network configuration

The network configuration of the WAUN is shown in Fig. 1.


In the remote meter reading application, the meters read the data and the WTs attached to them send it to the management server (MS) via wireless and public IP networks. On the other hand, in the remote meter control application, the MS sends meter control information and the target meter receives it from the WT via public IP and wireless access systems.


The wireless access system for the WAUN comprises an access point (AP) and WTs.


An AP consists of an AP-M that implements the baseband (BB) and an AP-R that implements the radio frequency (RF). To provide site diversity, the AP-M is connected to three AP-Rs and each AP-R is separated by an appropriate distance.


The WTs are directly accommodated in an AP.


The network equipment comprises the APs, the WTs, the radio access server (RAS), the IP gateway (IP-GW), and the management database (MDB) that controls the WTs.

Considering the network equipment in Annex 1, AP, RAS, IP-GW, and MDB match BS, RN-GW, WN-GW, and WT-MS, respectively.


The meter and the MS can be used for accessing the network.


Considering the network access equipment in Annex 1, the meter and MS match UT and AS, respectively.


FIGURE 1


Network configuration of WAUN
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6.1.4
System characteristics

This section describes the system characteristics of the wireless access system for the WAUN in Japan. To clarify the system’s feasibility, devices have actually been implemented and field experiments have been conducted. The feasibility study of the wireless system is described in Appendix 1 from the viewpoint of the communication range. The use of the 280 MHz frequency band has been licensed in Japan for this experimental purpose.

6.1.4.1
System parameters

The system parameters were selected by following the guidelines described in Annex 1. The main parameters and/or methods are summarized in Table 1. The other RF and BB specifications, such as adjacent channel leakage power and adjacent channel selectivity, were taken from equipment regulations in Japan for low-power data communication systems in the 400 MHz band.


TABLE 1


Main system parameters of wireless access system for WAUN


		

		Parameters

		Notes



		Frequency band

		280 MHz

		This frequency band is licensed in Japan for experimental purpose only. 



		Modulation rate

		Downlink: 9 600 baud


Uplink: 9 600, 1 200, 
300 baud

		The downlink modulation rate is set to 9 600 baud considering the 25-kHz channel spacing with licensed band. The uplink modulation rate is set to 9 600, 1 200, and 300 baud for multi-rate configuration. 


The 1 200 and 300 baud modes are optional modes that reduce the effect of thermal noise and improve reception sensitivity. 




		Transmission power

		WT: 10 dBm


AP: 33 dBm

		The transmission power of WTs is defined as 10 dBm, assuming a low-power data communication system. AP transmission power is set to 33 dBm considering the reception sensitivity difference between the WTs and AP and the diversity gain difference between downlink and uplink.



		Multiple access method

		TDMA

		To accommodate a large number of WTs, TDMA  is applied as the multiple access method. TDMA allows APs to flexibly control or assign bandwidth via a centralized control. 



		Duplexing method

		TDD

		TDD is applied as the duplexing method because two-way single-band transmission and open-loop transmission power control are available. 



		Modulation method

		π/4-shift QPSK
(9 600, 1 200 baud)


π/2-shift BPSK
(300 baud)

		The π/4-shift QPSK is applied as the modulation method for its spectral efficiency with the 9 600- and 1 200-baud modes. With the 300-baud mode, π/2-shift BPSK and differential detection is applied for its durability against residual frequency offset.




		Detection method

		Downlink: 
Differential detection


Uplink:
Coherent detection 
(9 600, 1 200 baud)


Differential detection 
(300 baud)

		On the WT side, differential detection is applied as a signal detection method, where frequency offset diversity can be applied. On the AP side, coherent detection is applied for the 9 600- and 1 200-baud modes, and differential detection is applied for the 300‑baud mode.



		Forward error correction and interleaving

		Convolutional coding and Viterbi decoding

		To avoid transmission quality deterioration caused by fading and to improve the communication range, the forward error correction method is applied using convolutional coding and Viterbi decoding. In addition, bit interleaving on the temporal axis is applied to avoid burst errors caused by fading.



		Transmission power control (TPC)

		Open-loop TPC

		In the uplink transmission, a simple open-loop TPC is applied to ensure a large reception dynamic range and to avoid the distance problem of the WTs in adjacent frequency channels.



		Standby output power

		< −90 dBm

		The standby output power for WTs is set to −90 dBm or less against transmit power of 10 dBm. This value is derived by integrating the leakage power coming from the WTs based on the probability density existing in a cell and the propagation path loss.



		Diversity method

		Space and site diversity


Uplink: MRC


Downlink: frequency offset

		The system assumes that each WT has a single antenna and that an AP has multiple antennas. Thus, the diversity techniques of a multi-to-single antenna configuration in the downlink and a single-to-multi antenna one in the uplink are applied. In addition, space and site diversity techniques are combined to improve the diversity effect.





6.1.4.2
Cell configuration


The cell layout of 7-cell repetition with frequency channels is shown in Fig. 2. Antenna deployment at each site (dotted circle) with a three-sector configuration is shown in Fig. 3, where an AP antenna is located at the vertex of each hexagon cell, where the cells meet. This configuration enables each site to form three cells.

FIGURE 2


Cell configuration
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FIGURE 3


Site with 3-sector antenna


[image: image4]

The details of a cell configuration with diversity are shown in Fig. 4. Here, an AP consists of a baseband device (AP-M) and multiple radio-frequency devices (AP-Rs) installed at the cell edges. These elements are connected by a digital radio over fibre (DROF) system. In this configuration, transmission space/site diversity techniques using the frequency offset in the downlink and reception space/site diversity techniques using the maximum ratio combining in the uplink can be applied. 

FIGURE 4


Cell configuration with space and site diversity
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6.1.4.3
Wireless terminal features

To meet the wireless terminal requirements described in Annex 1, various approaches are used for the system. For example, SoC has been developed in which a wireless circuit and baseband circuit are implemented in one chip, which enables each device to have low power consumption. WTs are also provided with intermittent transmission and reception behaviour, which also reduces the power consumption. In addition, WTs are implemented with a dielectric oscillator with a frequency stability of around 2 × 10−5, which enables low-cost implementation.


6.1.5
Available service examples 


The wireless system can provide three kinds of applications as follows.


6.1.5.1
Remote collection application of sensing information


This application offers a communication service in which the information gathered by the sensors is collected to the user terminal connected to a WAUN via the wireless network. As application examples, a remote gas-meter reading and a remote monitoring for agriculture are shown below.


Remote gas-meter reading


This application allows the AS and/or DB in the gas company to automatically collect sensing and alarm information from the WTs connected to each gas-meter.
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Remote monitoring for agriculture


This application allows the AS and/or DB to automatically collect soil and atmosphere information via the WTs connected to environmental sensors in order to monitor the growth of crops remotely. 
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6.1.5.2
Remote actuator control application


This application lets the users or the operators control actuators remotely from a control centre. An application example is shown below.


Remote control
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6.1.5.3
Network information providing application


This application gives network access information and WT location information generated by the AS and DB to the users. As an application example, the remote location management of objects and humans with WTs is shown below.


Remote location management
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[6.2
Wireless application example: other similar system (To be invited)]


Appendix 1


Feasibility study on an example experimental system 
through field experiments


1
Scope


This Appendix provides results of field experiments on a mobile sensor and actuator network, accompanied with restricted power emission from wireless terminals over wireless links of several km [1]. These results suggest the feasibility of a cell-based wireless system that satisfies the characteristics and the concept of connecting a large number of sensors and/or actuators over wide areas to efficiently support public communication services.

2
Outline of field experiments


In Japan, an experimental system has been developed to conduct feasibility studies of wide-area mobile sensor networks with wireless communications. The major system parameters are shown in Table 1. A block diagram of the experimental system is shown in Fig. 1. We conducted field experiments in Tokyo, cell radius of around 4 km, to confirm the technical feasibility of wide area coverage. The area of the field experiments is shown in Fig. 2. In the field test, three AP-Rs and one AP-M were used to evaluate two attributes of the uplink performance of 3-site diversity without space diversity; the reception level, and PER performance. Three antennas were connected to an AP-M via DROF, and were placed on the rooftops of Shirahige, Joto and Koiwa buildings, see Fig. 2. Each antenna was a corner reflector antenna with antenna gain of 7 dBi; the antenna heights were 40, 27, and 22 m on the Shirahige, Joto, and Koiwa buildings, respectively. The WT antenna was an internal type with antenna gain of −10 dBi. The measurement vehicle, on which the WT was mounted, was driven around Tokyo City. A map of the field test area is shown in Fig. 2. The circle indicates the area in which the reception level was measured. The actual test course is indicated by the dotted line. The test course was over 4 km from the nearest of the two site antennas.

3
Results of field experiments


The received level was measured at the AP-M and AP-Rs with diversity reception; the location data of the WT was recorded simultaneously. These data were collated offline. By associating the measurement time to WT location, we could obtain the received level at the AP-Rs according to WT location. First, the measured cumulative probability value of received level is shown in Fig. 3. Here, the required received average level to achieve acceptable radio link performance was taken to be about −126 dBm with the parameters shown in Table 1. As shown in Fig. 3, reception level of −126 dBm was achieved within 95% of the measurement area. Second, the packet error rate performance measured on a sample course around the cell-edge is shown in Fig. 4. 


As shown in Fig. 4, the packet error rate of 10−1 was achieved at over 4 km from the nearest of the three site diversity antennas. Therefore, these results demonstrate the possibility of wireless connections of around 4 km with transmission power of just 10 mW.


4
Summary


An experimental system has been developed and field experiments on the networking of sensors and actuators have been conducted for feasibility studies. Results of the field experiments demonstrate that the target system has the potential to achieve wireless connections of several kilometres with very low emission powers and feasible implementation requirements. This suggests the practicality of cell-based wireless systems that can satisfy the characteristics and the concept of connecting a large number of sensors and/or actuators over wide areas for public communication services.


References


[1]
Y. Shimizu et al., “Wireless access system for Wide Area Ubiquitous Network,” IEEE Sensors 2009, Oct 2009.
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Figure 1


Block diagram of experimental system
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(a) Wireless terminal (Transmitter)
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Figure 2


Field experiment areas in Tokyo
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Figure 3


Cumulative probability of reception level in measured area
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Figure 4


Example of packet error rate measured on test course
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�Is this far enough?



�Not all applications will generate small amount of data.  For example, video sureveillance can be a bandwidth intensive application.



�The system should also explore efficient interworking with other standards that may be especially optimized for short, range, low power communication for example.



�Smart scheduling and/or zoning are also extremely important interference mitigation techniques.



�We should also mention the need for reduced security suites in many cases.



�Other smart grid applications: Pricing and load control; demand response etc.



�There’s nothing here on public safety – e.g. traffic control, crash notification, etc.



�There’s nothing here on retail or automatic pricing models



�Really?



�Is this a specific example use case deployed in Japan? Please clarify that other systems are possible with different requirements.  It would be good to add requirements from other geos as well even if considering just the “utilities” applications.



�Add other features such as time tolerance, latency from work done say through EPRI/NIST-UCAIUG



�This seems really low… fine for Japan, but what about rest of world?



�This is much too small.



�Fast speeds?



�Where’s the fast speed?



�Again, fast speed?







Attention: The information contained in this document is temporary in nature and does not necessarily represent material that has been agreed by the group concerned. Since the material may be subject to revision during the meeting, caution should be exercised in using the document for the development of any further contribution on the subject.
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(Question ITU-R 250/5)


1
Introduction

There is a growing need to provide wireless access media that can link sensors and actuators associated with humans or widely-dispersed objects to core networks in order to support an increasing number of popular service applications. The mobile wireless access systems is demanded for a variety of services such as environment monitoring, stolen goods tracing, monitoring of gas, water, and electricity use, social security and health care, etc. Since these applications accelerate the ubiquitous society, the mobile wireless access systems will be an important infrastructure.


The mobile wireless access system is a large cell-based public network, which can provide telecommunications to various objects including machine-to-machine services with wide area coverage. A large cell-based wireless access system with a cell radius of about several to ten km is especially practical in supporting rural and non-residential areas as well as urban or residential areas due to its simple and cost-effective cell deployment.

In the near future, the research and development activities are expected to make a great deal of progresses on the mobile wireless access systems and the standardization will be a key issue. To achieve the goal, it is important to share a variety of information. This report provides detailed information, the wireless applications and examples of wide area sensors and/or actuators network (WASN) systems for information sharing.


2
Related ITU Recommendations


ITU-T Recommendation H.235
H.323 security: Framework for security in H-series (H.323 and other H.245-based) multimedia systems.


ITU-T Recommendation X.800-X.849
Security architecture for open systems interconnection for CCITT applications.


3
Abbreviations and acronyms


AP
Access point


AP-M
AP-master


AP-R
AP-remote


AS
Application server

BB
Base band


BPSK
Binary phase shift keying


BS
Base station

DB
Database

DROF
Digital radio over fiber

IP
Internet protocol


IP-GW
IP gateway


MDB
Management database


MRC
Maximal ratio combining


MS
Management server


QPSK
Quadrature phase-shift keying

RAS
Radio access server


RF
Radio frequency


RN-GW
Radio network gateway

SoC
System-on-chip


TDD
Time division duplexing

TDMA
Time division multiple access

TPC
Transmission power control

UT
User terminal

WASN
Wide area sensors and/or actuators network


WAUN
Wide area ubiquitous network


WN-GW
Wired network gateway

WT
Wireless terminal


WT-MS
WT management server

4
Possible deployment scenarios


The wireless access system will be developed as a public infrastructure, and is differentiated from existing wireless access systems by its objectives and/or features. It is assumed that the system consists of base stations (BSs) and wireless terminals (WTs) connected to sensors and/or actuators. The system is designed with due consideration of the following objectives or features:


[Editor’s note: further clarify the wording “public infrastructure”, improve wording for “long-term connectivity”, “accommodation capability” throughout the document.]

–
long-term connectivity of the network interface;

· very low power consumption of devices;

· small burst transmission;

–
communication range; 


–
accommodation capability;


–
service areas;


–
mobility;


–
suppression of interference;


–
security.

4.1
Long-term connectivity of the network interface


The system is assumed to provide a long-term platform that will remain unchanged for existing and/or new service applications as shown in the next clause. For example, the meter-reading systems for public utilities are upgraded on a 5 to 10 year timetable, including meter replacement. It is also desirable that system maintenance or replacement frequency be reduced to better support services in non-residential areas such as meteorological or environment observations. Although the innovation cycle of technology is very short, this kind of platform should be consistent over long periods to avoid frequent renewal or maintenance, key concerns of the operator. Thus, the target system is assumed to be a platform that can provide consistent connectivity over long periods, namely, several decades or more, which indicates that it will become a public infrastructure. Because of the invariant nature of the network interface, this means that any future user terminal (UT) having that interface should be able to connect to the network.

4.2
Very low power devices


Due to the expected long-term connectivity requirements of these deployments, low power consumption for the deployed devices will be extremely important.  These devices are expected to be in the field for very long periods of time, often without any power source and without any human intervention.  As a result, their behaviour must be adjusted to maximize power efficiency. 

4.3
Small burst transmission


Many of the applications that utilize machine to machine communication rely in large part on the exchange of very small data bursts.  As a result, the system’s ability to efficiently support small data burst transmission becomes very important both from the perspective of small radio resource management as well as power efficiency. 

4.4
Communication range 

When applied to environmental / meteorological sensing applications, the system should cover wide areas, both residential and non-residential areas, where existing systems cannot provide services. For that purpose, it is desirable that there be virtually no dead spots where communication is unavailable. It is also desirable that coverage be guaranteed, as far as possible, all over the service area by improving the electric field intensity through space diversity techniques. In practical deployments, the cell radius of the system is several km to ten km
, and APs can be deployed at those intervals. From the operators’ viewpoint, large cells mean easy and cost-effective deployment of APs because they can utilize their own buildings.


4.5
Accommodation capability


The system is intended for not only humans but also machines such as vehicles, motorbikes etc. In addition, the cell size must be large to ensure cost-effective deployment. Thus, the number of sensors and/or actuators to be accommodated within the same cell becomes enormous. It is also considered that the amounts of data generated will be small, such as measurement data, location information, and object control signals. 


[Editor’s note: if possible, quantify terms such as “enormous”.]


4.6
Service areas


WTs can be attached to objects such as sensors and/or actuators as well as human beings in the system. System installation in business and residential areas where social activities are active can be prioritized in initial system deployment. Although hot-spot deployment is a possible deployment scenario if only a limited fixed service application is a target, the system should gradually cover wide areas on a large cell-basis to support the widest variety of public services in its final status, regardless of the population density and the area
.


4.7
Mobility


Since the system is assumed to provide land mobile service, it is desirable that both mobile and fixed applications be supported by the same system.  In its initial deployment, fixed applications would be dominant and WTs connect to the same AP at any time. However, since nomadic and mobile applications will be supported as the service areas expand, the wireless applications should be designed in advance to support both static and mobile environments.


4.8
Suppression of interference 


Each cell must be able of supporting an enormous number of WTs, e.g. several tens of thousands. Thus, interference design is important and WTs will be ordered to reduce radiated power as much as possible in order to prevent unnecessary in-channel interference. That is, total interference in the cell is to be carefully considered prior to deployment, especially when WT density becomes high, although this problem is not so significant in the initial deployment. This can be achieved by effective methods such as low duty cycle transmission, reduction of transmission power, transmission power control (TPC) techniques, advanced multi-antenna techniques, advanced radio resource management techniques, and cooperative transmission. 

4.9
Security

Information transmitted from sensors and toward actuators may include private information and confidential business information. Thus, security issues are to be carefully considered even in the initial deployment. The access of any unauthorized outsider to the network is a risk: the outsider might peruse the sensing information or alter the control information being sent to an actuator. To avoid these risks, the system should use adequate security techniques. Refer to ITU-T Recommendation H.235 or X.800-X.849, which cover security issues. Due to the fact that many devices are left unattended for long periods of time, the system should also consider advanced device integrity techniques as well. 

While some applications may require a high level of security, there are others that have very relaxed security requirements.  Therefore, the system should also consider a reduced security protocol for devices that have low reliability requirements as this could result in a significant power savings for the device.

5
Service applications


The wireless system can support a variety of services on its common platform. Available service categories and service examples are shown below.


–
Automation and efficiency enhancement of business works:


i)
remote meter reading of utilities such as water, gas and electricity;

ii)
asset management;


iii) maintenance information management.

iv) Demand response and overload control

–
Meteorological observation:


i)
air temperature and humidity measurement;


ii)
precipitation measurement;


iii)
water level measurements of rivers and the sea;


iv)
CO2 concentration measurement.


–
Environment observation, forecasting, and protection: 

i)
environmental pollution observation, including air, water and soil; 

ii)
industrial waste investigation;

iii)
monitoring in the chemical industry;

iv)
ecosystem investigation.

–
Crime prevention and security:


i)
intrusion detection;


ii)
robbery alert;


iii)
location management of articles of value;


iv)
location management of the elderly and children.


–
Healthcare, medical applications and welfare support:


i)
monitoring of vital parameters (e.g. body temperature, weight and heart rate) measurement and management;

ii)
position and posture monitoring, assistance to the elderly and chronic patients.


–
Remote control and monitoring of plant facilities:


i)
remote control of manufacturing process;


ii)
abnormality monitoring.


–
Goods distribution:


i)
mobility management of trucks and baggage.


–
Disaster prevention and measures:


i)
disaster notification;


ii)
earthquake observation (e.g. seismic sensing);


iii)
flood monitoring.


–
Smart homes and control of commercial building: 


i)
appliance networking;


ii)
remote built-in software update;

iii)
gate control system and visible talking.

–
Intelligent transportation and traffic management systems: 

i)
informed parking management;

ii)
advanced travellers’ information;

iii)
traffic investigation;


iv)
road pricing.

–
Monitoring of avian species that may carry the avian influenza virus.


–
Social security such as child tracking and intruder detection.


6
Wireless system applications


The wireless system applications need to be designed to satisfy the above objectives, and should well support the service applications. Potential example systems are as follows.

· Wide area ubiquitous network (WAUN) for utility applications such as smart metering considering a deployment in Japan

· [ To be invited ]


For information sharing, detailed information is provided in the following subclauses.


6.1
Wireless system application example: wide area ubiquitous network (WAUN)


6.1.1
Overview


A wide area ubiquitous network (WAUN) has been proposed as a network that can provide economical and ubiquitous service in Japan. The wireless access system for the WAUN is a large cell-based public wireless access system in which WTs have long battery lifetimes and the BSs directly accommodate WTs within a range of several kilometres.

The WAUN is intended to be used for the following applications for habitable areas (urban/suburban areas) in Japan: 1) remote meter reading for public utilities such as electricity, gas, and water and 2) meter control for remote maintenance or emergency shut-offs. 


6.1.2
System features

In general, a meter-reading system for public utilities takes 5 to 10 years to upgrade, including meter replacement. The upgraded system may be used for 30 years or so. Thus, the target wireless system must be a platform that can provide meter-reading applications for a long time, namely, several decades.


The target wireless system is designed in accordance with the following parameters:

–
battery lifetime: around 10 years;

–
cell size (transmission distance): 3.5 km;

–
number of wireless terminals accommodated within a cell: around 20 000;

–
transmission rate: 9 600 bps or less.


6.1.2.1
Battery lifetime

Meters are calibrated about every 10 years, so the batteries for the wireless terminals connected to the meters should last at least 10 years and be replaced at the time calibration visits. 

6.1.2.2
Cell size

The system incorporates base station antennas on the rooftops of telephone exchanges, which can be easily implemented by telephone operators. Considering the density of existing exchanges, a cell radius of about 3.5 km is reasonable in Japan. If the cell radius were larger, it would be technically difficult to guarantee the communication range.

6.1.2.3
Number of WTs to be accommodated

The wireless system is assumed to accommodate about a hundred million WTs, which is about the same as the population of Japan. This corresponds to about 2 to 3 WTs per household. System capacity can be defined by the number of WTs that an AP can accommodate. If a cell radius of 3.5 km is assumed, then about 5 000 cells are needed to cover the habitable areas in Japan. To accommodate a hundred million WTs, each cell must accommodate about 20 000 WTs.


6.1.2.4
Transmission rate

The required bandwidth can be calculated from the number of WTs to accommodate, data volume per WT per day, and wireless access efficiency. Here:




required bandwidth = 20 000 ( 1 [kbyte/day] ÷ 0.2 ≒ 9 480 bps


where:



number of WTs to accommodate: 20 000;


data volume per WT per day: 1 kbyte; and



wireless access efficiency: 0.2.


Note that the wireless efficiency is determined considering both media access control efficiency of 0.3 and the overhead of the upper layers. Thus, a transmission rate of 9 600 bps or less is reasonable.


6.1.2.5
Propagation path characteristics


Because utility meters are installed in the pipe-shafts of condominiums or attached to the walls of houses, propagation paths are usually non-line-of-sight paths. Therefore, a typical suburban model of the Okumura-Hata equation can be applied to a typical residential area in Japan. 

Design details regarding other parameters are given in system characteristics in Section 4.


6.1.3
Network configuration

The network configuration of the WAUN is shown in Fig. 1.


In the remote meter reading application, the meters read the data and the WTs attached to them send it to the management server (MS) via wireless and public IP networks. On the other hand, in the remote meter control application, the MS sends meter control information and the target meter receives it from the WT via public IP and wireless access systems.


The wireless access system for the WAUN comprises an access point (AP) and WTs.


An AP consists of an AP-M that implements the baseband (BB) and an AP-R that implements the radio frequency (RF). To provide site diversity, the AP-M is connected to three AP-Rs and each AP-R is separated by an appropriate distance.


The WTs are directly accommodated in an AP.


The network equipment comprises the APs, the WTs, the radio access server (RAS), the IP gateway (IP-GW), and the management database (MDB) that controls the WTs.

Considering the network equipment in Annex 1, AP, RAS, IP-GW, and MDB match BS, RN-GW, WN-GW, and WT-MS, respectively.


The meter and the MS can be used for accessing the network.


Considering the network access equipment in Annex 1, the meter and MS match UT and AS, respectively.


FIGURE 1


Network configuration of WAUN
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6.1.4
System characteristics

This section describes the system characteristics of the wireless access system for the WAUN in Japan. To clarify the system’s feasibility, devices have actually been implemented and field experiments have been conducted. The feasibility study of the wireless system is described in Appendix 1 from the viewpoint of the communication range. The use of the 280 MHz frequency band has been licensed in Japan for this experimental purpose.

6.1.4.1
System parameters

The system parameters were selected by following the guidelines described in Annex 1. The main parameters and/or methods are summarized in Table 1. The other RF and BB specifications, such as adjacent channel leakage power and adjacent channel selectivity, were taken from equipment regulations in Japan for low-power data communication systems in the 400 MHz band.


TABLE 1


Main system parameters of wireless access system for WAUN


		

		Parameters

		Notes



		Frequency band

		280 MHz

		This frequency band is licensed in Japan for experimental purpose only. 



		Modulation rate

		Downlink: 9 600 baud


Uplink: 9 600, 1 200, 
300 baud

		The downlink modulation rate is set to 9 600 baud considering the 25-kHz channel spacing with licensed band. The uplink modulation rate is set to 9 600, 1 200, and 300 baud for multi-rate configuration. 


The 1 200 and 300 baud modes are optional modes that reduce the effect of thermal noise and improve reception sensitivity. 



		Transmission power

		WT: 10 dBm


AP: 33 dBm

		The transmission power of WTs is defined as 10 dBm, assuming a low-power data communication system. AP transmission power is set to 33 dBm considering the reception sensitivity difference between the WTs and AP and the diversity gain difference between downlink and uplink.



		Multiple access method

		TDMA

		To accommodate a large number of WTs, TDMA  is applied as the multiple access method. TDMA allows APs to flexibly control or assign bandwidth via a centralized control. 



		Duplexing method

		TDD

		TDD is applied as the duplexing method because two-way single-band transmission and open-loop transmission power control are available. 



		Modulation method

		π/4-shift QPSK
(9 600, 1 200 baud)


π/2-shift BPSK
(300 baud)

		The π/4-shift QPSK is applied as the modulation method for its spectral efficiency with the 9 600- and 1 200-baud modes. With the 300-baud mode, π/2-shift BPSK and differential detection is applied for its durability against residual frequency offset.



		Detection method

		Downlink: 
Differential detection


Uplink:
Coherent detection 
(9 600, 1 200 baud)


Differential detection 
(300 baud)

		On the WT side, differential detection is applied as a signal detection method, where frequency offset diversity can be applied. On the AP side, coherent detection is applied for the 9 600- and 1 200-baud modes, and differential detection is applied for the 300‑baud mode.



		Forward error correction and interleaving

		Convolutional coding and Viterbi decoding

		To avoid transmission quality deterioration caused by fading and to improve the communication range, the forward error correction method is applied using convolutional coding and Viterbi decoding. In addition, bit interleaving on the temporal axis is applied to avoid burst errors caused by fading.



		Transmission power control (TPC)

		Open-loop TPC

		In the uplink transmission, a simple open-loop TPC is applied to ensure a large reception dynamic range and to avoid the distance problem of the WTs in adjacent frequency channels.



		Standby output power

		< −90 dBm

		The standby output power for WTs is set to −90 dBm or less against transmit power of 10 dBm. This value is derived by integrating the leakage power coming from the WTs based on the probability density existing in a cell and the propagation path loss.



		Diversity method

		Space and site diversity


Uplink: MRC


Downlink: frequency offset

		The system assumes that each WT has a single antenna and that an AP has multiple antennas. Thus, the diversity techniques of a multi-to-single antenna configuration in the downlink and a single-to-multi antenna one in the uplink are applied. In addition, space and site diversity techniques are combined to improve the diversity effect.





6.1.4.2
Cell configuration


The cell layout of 7-cell repetition with frequency channels is shown in Fig. 2. Antenna deployment at each site (dotted circle) with a three-sector configuration is shown in Fig. 3, where an AP antenna is located at the vertex of each hexagon cell, where the cells meet. This configuration enables each site to form three cells.

FIGURE 2


Cell configuration
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FIGURE 3


Site with 3-sector antenna


[image: image4]

The details of a cell configuration with diversity are shown in Fig. 4. Here, an AP consists of a baseband device (AP-M) and multiple radio-frequency devices (AP-Rs) installed at the cell edges. These elements are connected by a digital radio over fibre (DROF) system. In this configuration, transmission space/site diversity techniques using the frequency offset in the downlink and reception space/site diversity techniques using the maximum ratio combining in the uplink can be applied. 

FIGURE 4


Cell configuration with space and site diversity
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6.1.4.3
Wireless terminal features

To meet the wireless terminal requirements described in Annex 1, various approaches are used for the system. For example, SoC has been developed in which a wireless circuit and baseband circuit are implemented in one chip, which enables each device to have low power consumption. WTs are also provided with intermittent transmission and reception behaviour, which also reduces the power consumption. In addition, WTs are implemented with a dielectric oscillator with a frequency stability of around 2 × 10−5, which enables low-cost implementation.


6.1.5
Available service examples 


The wireless system can provide three kinds of applications as follows.


6.1.5.1
Remote collection application of sensing information


This application offers a communication service in which the information gathered by the sensors is collected to the user terminal connected to a WAUN via the wireless network. As application examples, a remote gas-meter reading and a remote monitoring for agriculture are shown below.


Remote gas-meter reading


This application allows the AS and/or DB in the gas company to automatically collect sensing and alarm information from the WTs connected to each gas-meter.
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Remote monitoring for agriculture


This application allows the AS and/or DB to automatically collect soil and atmosphere information via the WTs connected to environmental sensors in order to monitor the growth of crops remotely. 
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6.1.5.2
Remote actuator control application


This application lets the users or the operators control actuators remotely from a control centre. An application example is shown below.


Remote control
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6.1.5.3
Network information providing application


This application gives network access information and WT location information generated by the AS and DB to the users. As an application example, the remote location management of objects and humans with WTs is shown below.


Remote location management
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[6.2
Wireless application example: other similar system (To be invited)]


Appendix 1
[Part of Annex 16 to Doc. 5A/513]


Feasibility study on an example experimental system 
through field experiments


1
Scope


This Appendix provides results of field experiments on a mobile sensor and actuator network, accompanied with restricted power emission from wireless terminals over wireless links of several km [1]. These results suggest the feasibility of a cell-based wireless system that satisfies the characteristics and the concept of connecting a large number of sensors and/or actuators over wide areas to efficiently support public communication services.

2
Outline of field experiments


In Japan, an experimental system has been developed to conduct feasibility studies of wide-area mobile sensor networks with wireless communications. The major system parameters are shown in Table 1. A block diagram of the experimental system is shown in Fig. 1. We conducted field experiments in Tokyo, cell radius of around 4 km, to confirm the technical feasibility of wide area coverage. The area of the field experiments is shown in Fig. 2. In the field test, three AP-Rs and one AP-M were used to evaluate two attributes of the uplink performance of 3-site diversity without space diversity; the reception level, and PER performance. Three antennas were connected to an AP-M via DROF, and were placed on the rooftops of Shirahige, Joto and Koiwa buildings, see Fig. 2. Each antenna was a corner reflector antenna with antenna gain of 7 dBi; the antenna heights were 40, 27, and 22 m on the Shirahige, Joto, and Koiwa buildings, respectively. The WT antenna was an internal type with antenna gain of –10 dBi. The measurement vehicle, on which the WT was mounted, was driven around Tokyo City. A map of the field test area is shown in Fig. 2. The circle indicates the area in which the reception level was measured. The actual test course is indicated by the dotted line. The test course was over 4 km from the nearest of the two site antennas.

3
Results of field experiments


The received level was measured at the AP-M and AP-Rs with diversity reception; the location data of the WT was recorded simultaneously. These data were collated offline. By associating the measurement time to WT location, we could obtain the received level at the AP-Rs according to WT location. First, the measured cumulative probability value of received level is shown in Fig. 3. Here, the required received average level to achieve acceptable radio link performance was taken to be about –126 dBm with the parameters shown in Table 1. As shown in Fig. 3, reception level of 
–126 dBm was achieved within 95% of the measurement area. Second, the packet error rate performance measured on a sample course around the cell-edge is shown in Fig. 4. 


As shown in Fig. 4, the packet error rate of 10−1 was achieved at over 4 km from the nearest of the three site diversity antennas. Therefore, these results demonstrate the possibility of wireless connections of around 4 km with transmission power of just 10 mW.


4
Summary


An experimental system has been developed and field experiments on the networking of sensors and actuators have been conducted for feasibility studies. Results of the field experiments demonstrate that the target system has the potential to achieve wireless connections of several kilometres with very low emission powers and feasible implementation requirements. This suggests the practicality of cell-based wireless systems that can satisfy the characteristics and the concept of connecting a large number of sensors and/or actuators over wide areas for public communication services.
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Figure 1


Block diagram of experimental system
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(a) Wireless terminal (Transmitter)
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(b) Base station (Receiver)


Figure 2


Field experiment areas in Tokyo
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Figure 3


Cumulative probability of reception level in measured area


[image: image14.wmf]1.0E-03


1.0E-02


1.0E-01


1.0E+00


-135


-130


-125


-120


-115


-110


-105


-100


Reception level [dBm]


Cumulative density


Required reception level


for trial system


Whole measured area


1.0E-03


1.0E-02


1.0E-01


1.0E+00


-135


-130


-125


-120


-115


-110


-105


-100


Reception level [dBm]


Cumulative density


Required reception level


for trial system


Whole measured area




Figure 4


Example of packet error rate measured on test course
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�This could be much longer in some rural cases.



�Interworking with other networks optimized for short range and power efficient implementations, for example, may also be considered.



�No comments on this section since it is specific to this unique network.  However, I hope the group considers a wider set of possible cellular networks.







C:\Documents and Settings\kjohnsso\Local Settings\Temporary Internet Files\OLK68\R07-WP5A-C-0513!N16!MSW-E.docx

C:\Documents and Settings\kjohnsso\Local Settings\Temporary Internet Files\OLK68\R07-WP5A-C-0513!N16!MSW-E.docx




_1333743934.vsd
M2M Service Consumer


R1


M2M Server


Connectivity Service Network


Access Service Network
















IEEE 802.16
M2M device


IEEE 802.16 BS


MNO (Mobile Network Operator)


IEEE 802.16
Non M2M device


R1


IEEE 802.16
M2M device


Non IEEE 802.16
M2M device


R1



