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Clarification on AK Transfer
Sergey Seleznev et. al.
Samsung Electronics
Introduction
This contribution attempt is to harmonize comments #239, 241, 242

On comment 239: Table 50 is updated; descriptions are added; AK-Parameters are defined.
On comment 241: Descriptions are added, table titles are added.
On comment 242: GSA is deleted. However, along with the AK AR-RS shall receive a set of SA-descriptors from the MR-BS, since RS is not aware of the services MS authorized to access. SA-descriptors are added.
On comment 864: Clarification on encryption in distributed security model is added.
Etc: AR-RS primary SAID is not required.

Proposed text changes
[Change subclause 6.3.2.3.9.29 as follows]

In MR system with distributed security control, the MR-BS shall send PKMv2 AK Transfer message to MS’s access AR-RS, when AK is delivered to the MR-BS.
Table Xx – PKMv2 AK Transfer message 

	Attribute
	Contents

	Key Sequence Number
	AR RS AK sequence number

	SAID
	AR RS primary SAID

	SAID
	MS/RS’s primary SAID

	AK
	MS/RS’s authorization key

	Key Sequence Number
	MS/RS’s AK sequence number

	Key Lifetime
	MS/RS’s AK lifetime

	Group SA Descriptor
	TLV that specifies GSAID and additional properties of that SA

	AK-Parameters
	AK related parameters defined in 11.9.42

	Frame Number
	An absolute frame number in which the old PMK and all its associate AKs should be discarded.

	(one or more) SA-Descriptor(s)
	Each compound SA-Descriptor attribute specifies SAID and additional properties of the SA.

	PKMv2 configuration settings
	PKMv2 configuration defined in 11.9.36

	Nonce
	A random number generated in an MR-BS

	HMAC/CMAC Digest
	Message authentication digest


[Change subclause 6.3.2.3.9.30 as follows]

AR-RS shall send PKMv2 AK Transfer Ack message to the MR-BS in reply to PKMv2 AK Tranfer message in order to securely acknowledge key reception.

Table Xx – PKMv2 AK Transfer Ack
	Attribute
	Contents

	Key Sequence Number
	AR RS AK sequence number

	SAID
	AR RS  primary SAID

	Key Sequence Number
	MS/RS’s AK sequence number

	SAID
	MS/RS’s primary SAID

	Nonce
	A same random number included in the PKMv2 AK Transfer message

	HMAC/CMAC Digest
	Message authentication digest


[Insert the following rows in Table 50]

	Code
	PKM message type
	MAC management message name

	31
	PKMv2 AK Transfer
	PKM-RSP

	32
	PKMv2 AK Tranfer Ack
	PKM-RSP

	33-255
	Reserved
	-


[Insert the following subclause 11.9.42]

11.9.42 AK-Parameters

This attribute is a compound attribute, consisting of a collection of sub-attributes. These sub-attributes represent all the security parameters relevant to a particular Authorization key of MS or RS.
	Type
	Length
	Value

	TBD
	variable
	The compound field contains the sub-attributes as defined in the Table Xx.


Table Xx—AK-Parameters definition
	AK
	160
	MS/RS’s authorization key

	AK Sequence Number
	8
	MS/RS’s AK sequence number

	AK Lifetime
	-
	MS/RS’s AK remaining lifetime


[Change paragraph 3 at subclause 7.1.7 as follows]

AR-RS runuses secure encapsulation protocol between itself, the MS and MR-BS, i.e. AR-RS decrypts all data that comes from the MS and encrypt it again with a different TEK to send to the MR-BS, and vice versa. with the MR-BS and MS. TEKs are different for relay and access link and distributed by the MR-BS and AR-RS respectively. After processing subheaders if needed, AR-RS shall re-encrypt relayed MS’s MPDU.

  


