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Clarification on SS Network Entry via AR-RS
Kanchei (Ken) Loa, Yi-Hsueh Tsai, Yung-Ting Lee, Hua-Chiang Yin, Shiann-Tsong Sheu, Youn-Tai Lee
Institute for Information Industry (III)
Introduction

The SS network entry via AR-RS in the distributed security mode requires the HMAC/CMAC re-calculations at the AR-RS, which are defined in the subclause 7.1.7.1 of P802.16j/D2 “After completing MS authentication and establishing security association between MS and the access RS (see detail in 7.1), MAC management messages on the access link shall contain CMAC/HMAC calculated by a key shared between MS and its access RS, while MAC management messages on relay link shall contain CMAC/HMAC calculated by a key shared between RS and the MR-BS. The access RS shall recalculate CMAC/HMAC accordingly when it relays MAC management messages.” 
However, during the registration phase, instead of forwarding the REG-REQ to the MR-BS, if the value of CMAC/HMAC is invalid for the REG-REQ message sent by the SS, the AR-RS must locally send the REG-RSP with Response = 1 (Message Auth. Failure) to the SS. Because of the HMAC/CMAC re-calculation, the MR-BS in the distributed security mode, which doesn't share the same HMAC/CMAC, cannot verify the legitimacy of the REG-REQ sent from the SS and response accordingly. 
In order to facilitate the incorporation of this proposal into IEEE 802.16j standard, specific changes to the draft standard P802.16j/D2 are listed below.
Specification Changes
[Insert the following text at line 12 of page 97 (subclause 6.3.9.9.2) as indicated:]
The AR-RS operated in local CID allocation mode shall perform the operations shown in Figure 94u and 94v, and the MR-BS shall perform the operations shown in Figure 94w.
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Figure 94x— Handling REG-REQ first reception at an AR-RS operated in local CID allocation mode
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Figure 94z— Handling REG-REQ at a MR-BS under local CID allocation mode
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