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 Introduction
     The proposal is aimed to reply to comments that strengthen the distributed authentication with the description of the SA management and the scheme to protect the MS’s PKM messages over the Relay Link.

         Within the distributed authentication, after the AR RS issues the PKMv2 REQ which requests the identity from the MS, the MS starts off the authentication process by issuing the MS’s PKM  RSP messages towards the AR RS which will eventually be relayed to MR BS. The MS’s PKM RSP messages shall be protected with  Messages Authentication Code (HMAC/CMAC) calculated from the AR RS’s HMAC/CMAC_KEY_UL in order for the MR BS to verify the relayed MS’s PKM messages is from an authenticated AR RS.  

          The  Security Association (SA) that contains the security pertaining to one or more MSs will be created on MS, AR RS and the MR BS in order to support secure communications across the IEEE 802.16 network. The same three types of SAs are defined with accordance to the SA definition in sec 7.2.1.1in IEEE 802.16e-2005: Primary, Static, and Dynamic. Each MS establishes a primary security association during the MS initialization process. Static SAs are provisioned within the BS. Dynamic SAs are established and eliminated, on the fly, in response to the initiation and termination of specific service flows. SAs are identified using SAIDs. Each MS shall establish an exclusive primary SAs with AR RS and the MR BS. The scheme for identifying the primary SAIDs is as the following table

	Location
	SAID Identification

	MS
	ACID (Access-link Basic CID) 

	AR-RS
	ACID (Access link Basic CID) 

	MR-BS
	ACID XOR RCID (Relay-link Basic CID) 


   Using the PKM protocol, an MS requests from its BS an SA’s keying material through the AR RS. The BS shall ensure that each client MS only has access to the SAs it is authorized to access.

2. Proposed text changes
++++++++++++ start text proposal ++++++++++++++++++++++++++++++++++

[Insert the followings after the end of section  7.1.7 ]

 Within the distributed authentication, after the AR RS issues the PKMv2 REQ which requests the identity from the MS, the MS starts off the authentication process by issuing the MS’s PKM  RSP messages towards the AR RS which will eventually be relayed to MR BS. The MS’s PKM RSP messages shall be protected with  Messages Authentication Code (HMAC/CMAC) calculated from the AR RS’s HMAC/CMAC_KEY_UL in order for the MR BS to verify the relayed MS’s PKM messages is from an authenticated AR RS.  

          The  Security Association (SA) that contains the security pertaining to one or more MSs will be created on MS, AR RS and the MR BS in order to support secure communications across the IEEE 802.16 network. The same three types of SAs are defined with accordance to the SA definition in sec 7.2.1.1 of IEEE 802.16e-2005: Primary, Static, and Dynamic. Each MS establishes a primary security association during the MS initialization process. Static SAs are provisioned within the BS. Dynamic SAs are established and eliminated, on the fly, in response to the initiation and termination of specific service flows. SAs are identified using SAIDs. Each MS shall establish an exclusive primary SAs with AR RS and the MR BS. The scheme for identifying the primary SAIDs is as the following table.

	Location
	SAID Identification

	MS
	ACID (MS Basic CID) 

	AR-RS
	ACID (MS Basic CID) 

	MR-BS
	ACID XOR RCID (AR RS Basic CID) 


   Using the PKM protocol, an MS requests from its BS an SA’s keying material through the AR RS. The BS shall ensure that each client MS only has access to the SAs it is authorized to access.

++++++++++++++++++++ End of text proposal +++++++++++++++++++++


  


