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Tunnel Burst Mode clarification for Distributed Scheduling

Jui-Tang Wang, Tzu-Ming Lin, Fang-Ching Ren, Chie-Ming Chou, Wern-Ho Sheen
ITRI/NCTU
1. Introduction
There are two security models, named centralized and distributed control, defined in security sublayer. However, no texts are specified to handle the security problems during MS/MRS handover in P802.16/D2. In distributed security control model, keys shall be distributed from MR-BS to target RS if target RS do not have the active keys for maintaining security sessions in handover process. 

2. Problem Description

The 802.16e specification provides an active key distribution mechanism for MS to shorten handoff process. Hence, the MR-BS in the 802.16j can pre-distribute directly active keys of MS to the target RS before MS (re)associate the target RS, and transfer active keys of MS to target RS after the MS (re)associates the target RS and then sends a request to the MR-BS. If the target RS possessed AK already, the MR-BS can distribute only the traffic keys to the target RS. In other words, the target RS can take AK kept in the target RS to accomplish authentication procedure with the MS and receive the traffic keys from the MR-BS.

There may be some case that MSs are severed by moving RS. When MRS handoff occurs, the RS may issue re-authentication to update security material of MSs that severed by Moving RS.

3. Text Proposal

---------------------------------------------------------Start of the Text--------------------------------------------------------

[Adopt the following text modification into the P802.16j baseline document]

[Add the following text in the end of Section 7.2.2.6]

MR-BS may process key pre-distribution to target RS before MS handoff occurs. Else MR-BS can transfer keys If target RS does not possess MS’s active AK, MR-BS shall deliver an active AK to the RS when receiving entry/re-entry request from MS.
If target RS does not possess MS’s active AK, MR-BS shall deliver active AK and traffic keys to target RS. Else, only traffic keys are transferred from BS to target RS. 

When RS handover is triggered, the RS may issue re-authentication to MSs that it serves to update the security materials of the MSs.

 ---------------------------------------------------------End of the Text--------------------------------------------------------
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