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Reducing Data Encryption Overheads in Distributed Security Mode by Enabling Encryption in Relay MAC PDU 
Wei-Peng Chen, Masato Okuda
Fujitsu Laboratories of America Inc., Fujitsu Laboratories Ltd.
1. Problem Description
The overheads of data encryption in AES-CCM mode are 12 bytes per MAC PDU including 4 bytes of PN and 8 bytes of integrity check value (ICV) (a.k.a. ciphertext MAC).  The amount of overheads is not negligible. In particular, such overheads in MR networks are increased proportionally to the number of hop counts. In this contribution, we propose to reduce the data encryption overheads by enabling data encryption function at relay MAC PDU level.
In the distributed security mode, the data encryption over relays links is based on the security association between Authenticator Relay RS (AR-RS) and MR-BS.  When AR-RS receives an (UL) MAC PDU from an SS, it first decrypts the MAC PDU with the SS’s TEK and then re-encrypts the MAC PDU with AR-RS’s TEK before forwarding it over relay links. Similarly, when AR-RS receives a (DL) MAC PDU from MR-BS, it first decrypts with AR-RS’s TEK and then re-encrypts with the SS’s TEK before forwarding it over the access link. Also, in P802.16j/D2, the packet tunnel mode is defined such that multiple MAC PDUs can be encapsulated into single relay MAC PDU by an ingress station and transmitted over relay links. The overheads of data encryption remain the same before and after tunnel encapsulation operation. For example, if a relay MAC PDU contains n MAC PDU, the total overheads of data encryption in AES-CCM mode are 12n bytes. 

2. Proposed Solution

To reduce the data encryption overheads of the encapsulated MAC PDUs in the distributed security mode, our proposal is: instead of encrypting all encapsulated MAC PDUs in a relay MAC PDU with the same AR-RS’s TEK separately and carrying multiple sets of PN and ICV, AR-RS or MR-BS may encrypt the entire relay MAC PDU payload and carry only single set of PN and ICV.  Therefore, the data encryption overheads in one relay MAC PDU always stay as 12 bytes regardless of the number of MAC PDUs encapsulated in the relay MAC PDU. 
To achieve this, we propose to add EC (Encryption Control) bit (one bit) and EKS (encryption key sequence) bits (2 bits) in the relay MAC header (Figure 22a in 802.16j/D2). Then AR-RS and MR-BS is able to enable or disable encryption of relay MAC PDU payload based on the information of EC and EKS. Then we propose to move QSH bit to the location of CE bit as CE bit has been removed from relay MAC header during #53 session. Then the 11th and 12th MSB bit can be used to carry EKS, same location in the 802.16e MAC header. 

Note that the functions of fragmentation and packing of relay MAC PDU(s) (see C802.16j-08/040r2) is compatible with this contribution in both centralized and distributed security mode. 

3. Conclusion
In conclusion, the proposed scheme is applicable to the configuration listed below:

(1) Non-transparent RS, (2) Distributed security mode, and (3) Packet tunnel mode

4. Text Proposal
6.3.2.1.1.1 Relay MAC header format

[Modify Figure 22a as follows]

(1) change bit 2 (RSV) to EC bit 
(2) move bit 12 (QSH) to bit 8 (CE) 
(2) change bit 11 (RSV) and bit 12 (QSH) to EKS 

[Modify the 4th row in Table 7a to include description of EC as follows]

: RSV EC : 1 bit : Shall be set to 0.  Encryption control. 
0 = Payload is not encrypted
1 = Payload is encrypted.
[Modify the 14th row in Table 7a to include description of EKS as follows]

: RSV EKS : 12 bit :  Shall be set to 0 Encryption key sequence. The index of the traffic encryption key (TEK) of AR RS and initialization vector (IV) used to encrypt the payload. This field is only meaningful if the EC field is set to 1.
 [Insert new subclause 7.5.1.2.6:]

7.5.1.2.6  Relay MAC PDU encryption with AES in CCM mode
In the distributed security control mode, when AR RS is either an ingress or egress station of a tunnel, the payload of relay MAC PDUs in the tunnel may be encrypted based on AR RS’s TEK. Only single set of PN and integrity check value is included in the encrypted relay MAC PDU. If EC bit in relay MAC header is set to 1, the payload of relay MAC PDU is encrypted and the EKS field identifies which AR RS’s TEK is used. The same AES-CCM encryption rules specified in 7.5.1.2.1 – 7.5.1.2.5 are applied to the tunnel data unit of relay MAC PDU, i.e. including only concatenated MAC PDU encapsulated in the relay MAC PDU but not extended subheaders and subheaders. Both extended subheaders and subheaders of relay MAC PDU are not considered as part of relay MAC PDU payload and not encrypted. PN is placed after subheaders of relay MAC PDU, if present. The nonce construction used for encryption contains the relay MAC header in which all subheader flags are considered as zeros and the length field excludes the length of extended subheaders and subheaders, if present. 

  


