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                        Security Key Management in the event of HO 
1. Overview  
      In 16jdistributed authentication model, whereby the TEK for a particular MS is generated and maintained by the AR-RS,  in the event of the optimized HO, in order to expedite the fast handover and reduce the delay introduced by the authentication and re-keying process, there is no specified procedures to follow in current IEEE 802.16j security. In IEEE 802.16e, there are existing scheme that provides fast TEK delivery between the BS and the target BS which assumes that BS has the trust on the target BS and the links between two BSs are over trusted domain( see section 7.8.1 of IEEE 8201.6e). Nonetheless, the presumed trust model can not be directly applied to IEEE 802.16j relay largely due to the facts 
         1) The relay links are vulnerable to wireless attacks and can not be trusted 

         2) The MR-BS only maintains the AK context and no MS’s TEK in distributed authentication model

      In this proposal, we proposed an fast HO security protocol in the context moving MS between two AR-RSs. The significance of the fast HO security protocol 

2.  Fast ho security protocol

      When in the event of MS’s HO, assuming the MS is moving to the target RS which is anchored to the MR-BS which has already held the MS’s security context during the MS’s connection with the old AR-RS, i.e AK context.  At the re-entry of the MS, the BS anticipates the target RS’s location and sends down the MS’s live AK context and derive the CMAC/HMAC and also the KEK key set based on the same derivation algorithms specified in the 16e-2005.  Figure 1 shows the Fast HO security protocol context:  
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Figure 1 Fast HO security protocol contexts

The protocol contains a few steps in order to generate and deliver the TEK to the moving MS without significantly interrupting the established conversation session in a secure fashion.
The HO security transfer protocol contains a few steps in order to generate and deliver the TEK to the moving MS without significantly interrupting the established conversation session in a secure fashion.
· Step 1: In the event of MS Handover, when the MR-BS receives the MOB_HO-IND message,  the MR-BS updates the target RS( tRS) with the cached active AK context including the SAID  information plus the cached CMAC_KEY_COUNT associated with that particular MS. The SA-AK_UPDATE Message contained the MS’s AK contexts and the CMAC_KEY_COUNT defined in the section  7.2.2.2.9 of IEEE 802.16e-Rev2

· Step 2: The target RS shall run the same KDF functions to derive the necessary AK key sets, including the HMAC_Prekey_*/CMAC_Prekey_*/KEK and GKEK for the MS in handover. The derived HMAC_Prekey_*/CMAC_Prekey_*/KEK should be identical to the key sets possessed by MS at the handover time. The target RS shall first check the AK expiration timer, if timer reaches its max, regardless of the HO process bit settings, the full re-authentication shall be initiated
· Step 3: The target RS randomly generates the TEK pair by running pseudo-random functions. New TEK pair shall be used for encryption between MS and the target RS. The PN for AES-CCM encryption algorithm shall be reset to 0
· Step 4:If the target RS has not received MS’s information from the BS, including the security context 

          The target RS should request the full re-authentication and omit the expedited HO process

· Step 5: In receiving the RNG-REQ, the target RS should  append the SA-TEK-UPDATE message as TLV in the RNG-RSP to the MS. Where the SA-TEK-UPDATE contains the new TEK for the MS in handover, HMAC/CMAC digest should be attached. Note: The TEK within the SA-TEK-UPDATE messages shall be AES Key Wrap protected by the KEK from the AK context. This method requires no modification as in section 7.8.1 of IEEE 802.16e-Rev2 which has specified the same message TLV for HO 
 Step 6 The MS may disregard the old TEK pairs (TEK0/TEK1)  regardless of its timer and employ the new TEK from the target RS to encrypt the traffic. For the AES-CCM encryption, the PN for both UL and DL  shall be set to zero and incremented by 1 when MS MPDU is encrypted and transmitted
3. Changes to the specification

      [Insert following paragraph into section 7.2.2.7  MS HO Security Context Transfer ]
            In the event of MS’s HO, assuming the MS is moving to the target RS which is anchored to the MR-BS which has already held the MS’s security context during the MS’s connection with the old AR-RS, i.e AK context.  At the re-entry of the MS, the BS anticipates the target RS’s location and sends down the MS’s live AK context and derive the CMAC/HMAC and also the KEK key set based on the same derivation algorithms specified in the 16e-2005
            The HO security transfer protocol contains a few steps in order to generate and deliver the TEK to the moving MS without significantly interrupting the established conversation session in a secure fashion.
· Step 1: In the event of MS Handover, when the MR-BS receives the MOB_HO-IND message,  the MR-BS updates the target RS( tRS) with the cached active AK context including the SAID  information plus the cached CMAC_KEY_COUNT associated with that particular MS. The SA-AK_UPDATE Message contained the MS’s AK contexts and the CMAC_KEY_COUNT defined in the section  7.2.2.2.9 of IEEE 802.16e-Rev2
· Step 2: The target RS shall run the same KDF functions to derive the necessary AK key sets, including the HMAC_Prekey_*/CMAC_Prekey_*/KEK and GKEK for the MS in handover. The derived HMAC_Prekey_*/CMAC_Prekey_*/KEK should be identical to the key sets possessed by MS at the handover time. The target RS shall first check the AK expiration timer, if timer reaches its max, regardless of the HO process bit settings, the full re-authentication shall be initiated
· Step 3: If tRS does not retain the active TEK keys,the target RS randomly generates the TEK pair by running pseudo-random functions. New TEK pair shall be used for encryption between MS and the target RS. The PN for AES-CCM encryption algorithm shall be reset to 0
· Step 4:If the target RS has not received MS’s information from the BS, including the security context 

          The target RS should request the full re-authentication and omit the expedited HO process

· Step 5: In receiving the RNG-REQ, the target RS should  append the SA-TEK-UPDATE message as TLV in the RNG-RSP to the MS. Where the SA-TEK-UPDATE contains the new TEK for the MS in handover, HMAC/CMAC digest should be attached. Note: The TEK within the SA-TEK-UPDATE messages shall be AES Key Wrap protected by the KEK from the AK context. This method requires no modification as in section 7.8.1 of IEEE 802.16e-Rev2 which has specified the same message TLV for HO 
·  Step 6 The MS may disregard the old TEK pairs (TEK0/TEK1)  regardless of its timer and employ the new TEK from the target RS to encrypt the traffic. For the AES-CCM encryption, the PN for both UL and DL  shall be set to zero and incremented by 1 when MS MPDU is encrypted and transmitted.
 +++++++++++++++++++++++++End of text proposal++++++++++++++++++++++++
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