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Authenticator Relay RS terminology clean up
Mike Hart

UK Broadband Ltd.
Introduction

Currently two different terminologies exist to describe an RS: authenticator relay RS and RS operating in distributed security mode.  To prevent ambiguity and to align the terminology with that used in general throughout the draft, it is proposed that the term AR RS be removed and replaced with an RS operating in centralized security mode, as appropriate.

Proposed changes to the draft
Change the following sections as indicated:
1.6 Multihop relay

Two different security models are defined (see clause 7). The first one, referred to as the centralized security

model, is based on key management between an MR-BS and an SS. The second security model, referred to

as the distributed security model, incorporates authentication and key management between an MR-BS and a non transparent access-RS and

between thean access-RS and an SS.
4. Abbreviations and acronyms

AR RS authenticator relay RS

Table 7a—Description of relay MAC header fields

	Syntax
	Size
	Notes

	EKS
	2 bits
	Encryption key sequence. The index of the traffic encryption key (TEK) of the access RS operating in distributed security modeAR RS and initialization vector (IV) used to encrypt the payload. This field is only meaningful if the EC field is set to 1, otherwise it shall be set to zero.


6.3.2.3.9.29 PKMv2 AK transfer message

In an MR system with an RS operating in distributed security modecontrol, the MR-BS shall send SS’s AK in the PKMv2 AK Transfer message to

MS's the access AR-RS operating in distributed security mode , when the AK is delivered to the MR-BS.
Table 80a—PKMv2 AK Transfer message

	Attribute
	Contents

	Key Sequence Number
	AR RS AK sequence number

	SAID
	MS/subordinate RS’s primary SAID

	SAID 
	AR RS primary SAID

	AK-Parameters
	AK related parameters defined in 11.9.42

	Frame Number
	An absolute frame number in which the old PMK and all its associate AKs should be discarded

	(one or more) SA-Descriptor(s)
	Each compound SA-Descriptor attribute specifies SAID additional properties of the SA

	PKMv2 configuration settings
	PKMv2 configuration defined in 11.9.36

	Nonce
	A random number generated in an MR-BS

	HMAC/CMAC Digest
	Message authentication digest


6.3.2.3.9.30 PKMv2 AK transfer ACK

AR-An RS operating in distributed security mode shall send PKMv2 AK Transfer Ack message to the MR-BS in reply to PKMv2 AK Transfer message in order to securely acknowledge key reception.

Table 80b—PKMv2 AK Transfer ACK

	Attribute
	Contents

	Key Sequence Number
	AR RS AK sequence number

	SAID
	RS primary SAID

	Key Sequence Number
	MS/subordinate RS’s AK sequence number

	SAID
	MS/subordinate RS’s primary SAID

	Nonce
	A same random number included in the PKMv2 AK Transfer message

	HMAC/CMAC Digest
	Message authentication digest


6.3.9.9.2 MR-BS and RS behavior during registration

When an RS performs registration, MR-BSs and RSs shall follow the same steps in previous subclause 6.3.9.9 with the following modification.
The  AR-RS operatinged in distributed security and local CID allocation mode shall perform the operations shown in Figure 94e and the MR-BS shall perform the operations shown in Figure 94f.

Figure 94e—Handling REG-REQ first reception at an AR-RS operating in distributed security and local CID allocation mMode

7.1.7 Distributed security modecontrol in a multihop relay system

When an access RS is operating in distributed security modeith distributed security control in multihop relay system, the authentication key established between SS and MR-BS is distributed to this access RS.

During the network registration entry registration process, an RS can be registered configured registered to operate in distributed security modeas an AR RS based on its capability and willingness

to become the AR RS. An AR RS operating in this mode relays initial PKM messages between the MR-BS and SS/subordinate RS. When the MSK for a subordinate RS/SS is established, the MR-BS shall securely transfer the relevant Authorization

Key (AK) of the SSstation to the AR access RS. The AR RS derives all necessary keys and starts an SA-TEK 3-way

handshake with the SS/subordinate RS if PKMv2 is used.

The access AR  RS operating in distributed security mode runs a secure encapsulation protocol with the MR-BS and SS. TEKs are different for relay and access link and distributed by the MR-BS and the  access AR RS respectively. After processing subheaders, if needed,

anthe access AR RS shall re-encrypt the relayed MAC PDU.

During distributed authentication, the Security Association (SA) that contains the security pertaining to an SS will be created between an SS, AR an RS operating in distributed security mode and the MR-BS in order to support secure end-to-end communication. Each SS shall effectively establish an exclusive primary SA with the AR RS, interacting with the AR RS as if it were a BS from the SS’s perspective. Each AR RS shall establish an exclusive primary SA with MR-BS. The scheme for identifying the primary SAIDs is as the following table.

	Location
	SA Identification

	SS
	SAID (SS Basic CID)

	AR Access RS 
	SAID (Access RS Basic CID) , SAID (SS Basic CID)

	MR-BS
	SAID (Access RS Basic CID) , SAID (SS Basic CID)


7.5.1.2.6 Relay MAC PDU encryption with AES in CCM mode

In the case of when an access RS operating in distributed security mode it , when an AR RS is either an ingress or egress station of a tunnel, the payload of relay MAC PDUs in the tunnel may be encrypted based on the AR RS's TEK. Only a single set of PN and integrity check values are included in the encrypted relay MAC PDU. If the EC bit in the relay MAC header is set to 1, the payload of the relay MAC PDU is encrypted and the EKS field identifies which AR RS's TEK is used. The same AES-CCM encryption rules specified in subclauses 7.5.1.2.1 to 7.5.1.2.5 are applied to the tunnel data unit of relay MAC PDU, i.e. including only concatenated MAC PDUs encapsulated in the relay MAC PDU but not extended subheaders and subheaders. Both extended subheaders and

subheaders of a relay MAC PDU are not considered part of a relay MAC PDU payload and are therefore not

encrypted. A PN is placed after the subheaders of the relay MAC PDU, if present. The nonce construction

used for encryption contains the relay MAC header in which all subheader flags are considered as zeros and

the length field excludes the length of extended subheaders and subheaders, if present.
7.5.2.5 Encryption of AK with AES Key Wrap

This method of encrypting the AK shall be used for SAs with the TEK encryption algorithm identifier in the

cryptographic suite equal to 0x04. MR-BS encrypts the value fields of the AK in the AK Transfer messages

it sends to ARthe access RS operating in distributed security mode. This field is, first, padded with 32-bit nonce and then encrypted using AES Key Wrap Algorithm.

11.8.4.2 Authorization policy support

Change the TLV table in 11.8.4.2 as indicated:

Type Length Value

25.2 1 Bit #0: RSA-based authorization at the initial network entry

Bit #1: EAP-based authorization at the initial network entry

Bit #2: Authenticated EAP-based authorization at the initial

network entry

Bit #3: Reserved. Set to 0

Bit #4: RSA-based authorization at re-entry

Bit #5: EAP-based authorization at re-entry

Bit #6: Authenticated EAP-based authorization at re-entry

Bit #7: Reserved. Set to 0
Insert the following at the end of 11.8.4.2:

During the registration process, RS could be registered as Authenticator Relay(AR) RS based on its capability

and willingness to become the AR RS as indicated in the bit 3 and 7 of the authorization policy support field.

Bit 3 & 7 default value is set to 0, meaning not capable of or not configured to be the Authentication Relay

(AR), 1 means the RS is capable of and willing to be the Authenticator Relay(AR).

11.8.4.7 Authentication mode support

	Type
	Length
	Value

	47
	1
	Bit #0: Indication of support of centralized security mode if set to 1

Bit #1: Indication of support of distributed security mode if set to 1

Bit #2 -#7: reserved

In SBC-RSP, only one bit shall be set.


In the SBC-RSP message, only bit #0 or bit #1 shall be set to indicate the security mode of operation that the RS shall use.
11.7.8.10 MR-BS and MS MAC Feature Support
In the REG-RSP, only bit #8 or bit #9 will be set to indicate the security mode of operation that the RS shall use

  


