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Reducing Message Authentication Overheads in Distributed Security Mode by Sharing CMAC/HMAC in Management Tunnel
Wei-Peng Chen, Masato Okuda
Fujitsu Laboratories of America Inc., Fujitsu Laboratories Ltd.
1. Problem Description
The amount of overheads of message authentication (CMAC or HMAC) in each MAC management message is not negligible. The length of a CMAC tuple TLV is 15 or 21 bytes. The length of an HMAC tuple is 23 bytes. The length of a short HMAC tuple is 15, 17, or 19 bytes. In particular, these overheads in MR networks are increased proportionally to the number of hop counts. In this contribution, we propose to reduce the overheads of message authentication by sharing the message authentication code for all the MAC management messages which are encapsulated within the same relay MAC PDU.
In the distributed security mode, the authentication of MAC management messages over relays links is based on the security association between access RS and MR-BS.  When an access RS receives an (UL) MAC management message with a message authentication code from an SS, it first authenticates the MAC management message with the SS’s CMAC_Key_U and then generates a new CMAC tuple based on access RS’s CMAC_Key_U before forwarding it over relay links. Similarly, when an access RS receives a (DL) MAC management message with a message authentication code from the MR-BS, it first authenticates the message with access RS’s CMAC_Key_D and then generates a new CMAC tuple based on the SS’s CMAC_Key_D before forwarding it over the access link. 
Multiple MAC management messages from the connections belonging to the same management tunnel can be encapsulated into single relay MAC PDU by an ingress station and transmitted over relay links. The overheads of message authentication code remain the same before and after tunnel encapsulation operation. For example, if a relay MAC PDU contains n MAC management messages, the total overheads of data encryption of CMAC tuple are 15n bytes. 

2. Proposed Solution

To reduce the message authentication overheads of the encapsulated MAC management messages in the distributed security mode, our proposal is: instead of using individual message authentication code to authenticate each MAC management in a relay MAC PDU,  access RS or MR-BS may authenticate the entire relay MAC PDU with only single set of a message authentication code.  In the case of CMAC, the CMAC tuple overheads for all the MAC management messages in one relay MAC PDU always stay as 15 bytes regardless of the number of MAC management messages. 
The message authentication code in 802.16 uses the form of TLV attached in the last part of a MAC management message. To maintain the same structure, we propose a new MAC management message dedicated to carrying MAC management messages in a management tunnel. The new message is only applicable to the management tunnel connection and is used only in a relay MAC PDU. In this new message, the ingress station replace all the original message authentication codes of individual management messages by only one message authentication code which is used to authenticate the entire relay MAC PDU. 
3. Conclusion
In conclusion, the proposed scheme is applicable to the configuration listed below:

(1) Non-transparent RS, (2) Distributed security mode, and (3) Tunnel mode

4. Text Proposal
[modify the fourth row table 7a in 6.3.2.1.1.1]
	EC/AC
	1 bit
	Encryption control if CID in the relay MAC header is T-CID.

0 = Payload is not encrypted

1 = Payload, except subheaders inserted on the relay link, is encrypted.

Authentication control if CID in the relay MAC header is MT-CID.

0 = Payload starting with MAC hearder defined in Table 3.
1 = Payload starting with MT_Transfer message defined in Table xx.


 [Insert the following new row at the end of table 38 in 6.3.2.3]

Table 38 — MAC management messages

	Type
	Message name
	Message description
	Connection

	96
	MT_Transfer
	Transfer of MAC management messages in management tunnel
	Management tunnel


[Insert the following new subclause at the end of 6.3.2.3:]

6.3.2.3.X MT_Transfer message
MT_Transfer message is applicable to a management tunnel connection in distributed security mode. That is, this message can only be used in a relay MAC PDU. A realy MAC header instead of a generic MAC header is placed before MT_Transfer message. An ingress station of a management tunnel may carry multiple MAC management messages from the connections belonging to the same management tunnel in an MT_Transfer message and deliver the message in a relay MAC PDU over the relay link to the egress station.  This message is transmitted by the MT-CID of the management tunnel.

Table xx MT_Transfer message Format

	Syntax
	Size
	Note

	MT_Transfer_ Format(){
	
	

	    Management Message Type = 96
	8 bits
	─

	   Number of management messages
	8 bits
	

	for ( i = 0; i < Number of management messages; i ++) {
	
	

	    Management message without its HMAC/CMAC TLV 
	Variable
	Each message includes a MAC header 

	}
	
	

	HMAC/CMAC TLV
	Variable
	TLV Specific


Number of management messages


The number of the MAC management messages encapsulated in this message

Management message without its HMAC/CMAC TLV

Individual MAC management message encapsulated in this message. The original HMAC/CMAC TLV in the management message is removed before it is encapsulated into this message. 
  The MT_Transfer message shall include the following parameter encoded as TLV tuples:

HMAC/CMAC Tuple (See 11.1.2)

[Insert new subclause 7.1.7.2:]

 7.1.7.2 Sharing HMAC/CMAC in management tunnel

Multiple MAC management messages from the connections belonging to the same management tunnel can be transported by the ingress station in a relay MAC PDU. Instead of carrying individual HMAC/CMAC tuple, if present, for each individual management message, the ingress station may send an MT_Transfer message carrying multiple MAC management messages with only one HMAC/CMAC tuple to authenticate the entire relay MAC PDU. The EC/AC bit in the relay MAC header shall be set to 1 and CID in the relay MAC header shall belong to MT-CID.  
 [Insert the following paragraph in the end of subclause 7.5.4.4.1:]

In the case when one CMAC value is shared by the concatenated MAC management messages in a relay MAC PDU as specified in 7.1.7.2, the calculation of the CMAC value of the CMAC tuple in an MT_Transfer message is the same as the method described above. The CMAC_key_* used in the CMAC value calculation are the CMAC_key_* shared between the access RS and MR-BS. The MAC management message used in the calculation of the CMAC value covers the entire MT_transfer message, i.e. the entire relay MAC PDU.
[Add the following message to the scope in Table 600:]
MT_Transfer
[Add the following message to the scope in Table 602:]
MT_Transfer

  


