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MAC Overview

Introduction
Key Features
Reference Protocol Stack
Relationship to Other Layers
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| ntroduction

* Protocol based on DOCSIS 1.1

— Annex L of submission describes changes made based on BWA
regquirements

« Maodificationsto support BWA system requirements
— Addition of MAC Message format for ATM cells
— Support for ATM cell header suppression
— De-coupling of mini-dot size from symbol rate
— Support for higher symbol rates
— Addition of downstream fragmentation
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Key Features

* Point to multi-point MAC protocol
— Continuous downstream broadcast
— Burst TDMA upstream (with multiple upstreams possible)
» Timedivided into continuous stream of mini-slots
» Contention-based access for latency tolerant applications
» Reservation-based access for low-latency applications
» Message formats allow efficient scheduling of different message types
— Supports fragmentation, concatenation, and payload header suppression

— MAC User Data Formats
« Variable-length MAC PDU
 ATM cdl (with header suppression) MAC PDU

o Full set of MAC management messages
— Network access, entry, and ranging
— Upstream bandwidth allocation
— Dynamic connection creation/modification/del etion
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Key Features

(continued)

Service Flows
— Provides mechanism to manage upstream and downstream QoS
— Integral to bandwidth allocation process (using mini-s ots)
— Multiple service flows per SS
» each can have adifferent set of QoS parameters
Upstream controlled by variety of scheduling services
— Best Effort
— Polling
— Unsolicited Grant
QoS Parameters used in conjunction with scheduling services
— Provides ability to bound delay and jitter
— Specifies bandwidth
Scheduling algorithms not defined by the MAC
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Reference Protocol Sack

o Support for Ethernet/802.3
» Support for ATM and adaptation layers
e Optiona Security Layer

IP STM, etc. MPEG-2
APPLICATION Digital
802LLC ATM AAL Audio/
PRESENTATION Video
SESSION ATM
TRANSPORT
802.16 MAC
NETWORK MAC Security (optional)
DATA LINK / DT ,/—”'/ !
T~ =" 1
I e T I
PHYSICAL ' -t '
802.16 PMD (upstream) MPEG TC (downstream)
PHY
PMD (downstream)
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Relationship to Other Layers

* Upper Layer Relationships (MAC Service Definitions)

— Data Service Interface
 request transmission and indicate reception
 synchronize upper layers with grants
 synchronize upper layers with master clock

— Control Service Interface
 service flow construction complete (indication)
 creation/deletion/modification of service flows (request/response/indicate)

 Lower Layer Relationships (PHY Interfaces)
— Upstream Burst Characteristics and Control
— Downstream transmission Characteristics and Control
— Feedback for calibration and ranging algorithms

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 8



Message Formats

Mac Header Formats
MAC PDU Formats
MAC Management Messages
Dynamic Service Messages
Concatenation and Fragmentation
Payload Header Suppression
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MAC Header Formats

FC_TYPE determines type of PDU:

00 Variable-length PDU (802.3)
01 ATM cells
10 Reserved
11 MAC-specific (Management)

FC_PARM further modifies FC_TYPE

Jan 10-14, 2000

MAC HEADER DATA PDU
FC MAC_PARM | LEN (SID) EHDR HCS
1 byte 1 byte 2 bytes 0~255 bytes 2 bytes
FC TYPE FC PARM EHDR_ON EH_TYPE EH_LEN EH_VALUE j
2 bits 5 bits 1 bit 4 bits 4 bits 0~15 bytes repeat \

IF EHDR present (EHDR_ON=1), MAC_PARM = Length of EHDR
and LEN = Length of EHDR plus PDU

IF EHDR not present (EHDR_ON=0),
LEN = Length of PDU

|EEE 802.16.1mp-00/01
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MAC PDU Formats

MAC HEADER DATA PDU

Variable-length PDU (FC TYPE=00) e

DA SA TYPE/LEN USER DATA
6 bytes 6 bytes 2 bytes 0~1500 bytes

ATM PDU (FC TYPE=01)

ATM Cell 1 ATM Cell n-3 ATM Cell n-2 ATM Cell n-1 ATM Cell n
| "+ EC PARM=00000 - "~ FCPARM=00001 - - .
|
| ATM Cell w/o Header ATM Cell w/Header
: Suppression (52 bytes) Suppression (49 bytes)

' MAC Message (FC_TYPE=11)

MAC Management Message (encapsulated in ISO 8802-2 frame)

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 11



MAC Mgmt Messages (downstream)

Time Synchronization (SYNC)

— conveys system time for MAC domain
Upstream Channel Descriptor (UCD)

— defines burst characteristics of upstream channel
Upstream Bandwidth Allocation Map (MAP)

— allocates upstream bursts in units of mini-slots

— defines acknowledgement time for requests

— Informs SS of still-pending requests
Range Response (RNG-RSP)

— conveys frequency, time, and power calibration to SS
Registration Response (REG-RSP)

— conveys network entry and QoS information/acceptance

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 12



MAC Mgmt Messages (upstream)

» Range Request (RNG-REQ)
— used by SSduring initial and station maintenance intervals
— arrival provides closed-loop timing information
* Registration Request (REG-REQ)
— contains one or more QoS configurations
— contains network access parameters
— contains authenticating information relative to configuration information
* Registration Acknowledge (REG-ACK)
— Acknowledgement of SSfor REG-RSP contents
o Grant Request (REQ)
— used to request a data grant

— transmitted by SS during arequest interval
 during broadcast intervals. supports Best Effort services
 during unicast intervals: supports Polling services

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 13



Dynamic Service Messages

* Dynamic Service Addition (DSA-REQ, DSA-RSP, DSA-ACK)
— Used to add a new service flow to an existing SS

* Dynamic Service Modification (DSC-REQ, DSC-RSP, DSC-ACK)
— Used to modify an existing service flow of a SS

* Dynamic Service Deletion (DSD-REQ, DSD-RSP, DSC-ACK)
— Used to delete an existing service flow from a SS

o Canbeinitiated by either the BS or SS

* Three step negotiation
— Request - initiates the process
— Response - respond with confirmation or negotiated parameters
— Acknowledge - respond with confirmation (not used for deletion)
— Used to support I P telephony and other dynamic applications

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 14



Concatenation (upstream)

Concatenation
MAC Header

MAC Frame #1

MAC Frame #2

MAC Frame #n
(MAC Hdr + opt PDU)

FC  |MAC_PARM
(1 byte) (1 byte)

LEN HCS
(2 bytes) (2 bytes)

* Oneor more MAC messages can be concatenated

(MAC Hdr + opt PDU) | (MAC Hdr + opt PDU)

FC_TYPE =11
FC PARM = 11100
EHDR_ON =0

LEN = sum of all MAC Frames + concatenation header

— any type of message (user or management) can be concatenated
— al must use the same service flow

o Example use:

— concatenation of short Data PDUs to improve upstream efficiency

Jan 10-14, 2000
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Fragmentation

o Applicablein both directions
— 4-bit sequence counter to check for lost fragments
— each fragment carries a separate fragment CRC (FCRC)
— each fragment carries a separate fragment HCS (FHCYS)
— carries keying information to support encryption
e Upstream
— Initiated whenever agrant isless than request length
— built-in mechanism to piggy-back additional requests
— carries SID to alow identification of fragment
 Downstream
— Initiated by scheduling mechanism to support QoS requirements
— same format as upstream message
— carries FSID to allow identification of fragment

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 16



Fragmentation

FRAG HDR
FC EFDR LEN EFDR HCS
=0xC7 LEN=6 (6 bytes) 2 bytes
\
0x45 VER FSID 0x00 RSV
1B 1B s 2B . 1B , 1B \
I ! | |
YYYY0000 ETXXXXXXX 00FLSSSS

YYYY = Key Sequence Number
E = Enable BPI; 1 = enable, 0 = disable
T =Toggle; 0 = even; 1 = odd
F = Set on First fragment; cleared otherwise
L = Set on Last fragment; cleared otherwise
SSSS = 4-bit sequence number

Jan 10-14, 2000

MAC HDR

PDU

Fragment Paylpad (includes original MAC Header)/},

|

Sy

FRAG HDR| FHCS

Payload (first) FCRC

FRAG HDR| FHCS Payload{mid) | FCRC
FRAG HDR| FHCS 7 AFCRC

|EEE 802.16.1mp-00/01

FHCS = Fragment HCS
FCRC = Fragment CRC
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Payload Header Suppression
(variable-length PDUS)

DEFINITIONS
PHSI - Index MAC Header
PHSR - Rule(s)

PHSF - Replacement Field
PHSM - Mask for PHSF
PHSS - Size (length)
PHSV - Verify

Suppressed [Unsuppressed

header header Payload Source frame

Associate packet with a PHS Rule

Verify suppressed bytes match PHS Field
(optional)

Mask out specific bytes from next step

Extended Header carries PHSI _
Suppression ) Remove non-masked bytes

A |
Unsuppressed
PHS Database (maintained by BS and SS) MAC Header |EH hgapder Payload

PHSR | PHSE | PHSM | PHSS -

Transmitted frame

Get PHS Index from EH

Mask out specific bytes from next step

A

Rebuild Rebuild using PHS Field

Suppressed [Unsuppressed
header header

MAC Header Payload Destination frame

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 18



Payload Header Suppression

(ATM)

FC_PARM=00000

Unsuppressed Header (cell length = 52 bytes) e HEC a|W3_yS Suppressed

GFC/VPINPC/PTICLP Payload (48 bytes) _ PHY-Iayer FEC assumed

> 3 o
< 4 bytes No ATM cell synchronization
needed
— rebuilt at receiving station

FC_PARM=00001 e
Suﬁpressed Header (cell length = 49 bytes) * Header Suppr on

GFC |PT/CLP|  Payload (48 bytes) — Appliestoall cellsinaburst
-— — Support for single ATM cell bursts

L byte — VPI/VPC suppressed

— GFC/PT/CLP fields packed
» supports Adaptation Layers

— VPI/VPC rebuilt at recelving station
* |ast non-suppressed VPI/VPC used

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 19



MAC Operation

Downstream Access
Upstream Access
Allocation Maps and Scheduling Services
Upstream Scheduling Examples
Piggy-back Requests
Fragmentation of Concatenated Frames
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Downstream Access

o All traffic broadcast to all SSinaMAC Domain
o SSmust examine downstream for its address
— Ethernet/802.3 MAC address used to identify destination SS
— ATM VPI/VPC fields used when transporting ATM Cells
— FSID used to support addressing of fragmented MAC payloads

* QoSiscontrolled by scheduling algorithmsin the BS
— BSdirectly controls the downstream

— BSmeets al QoS requirements via scheduling

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 21



Upstream Access

* Timing based on mini-dots

— Length independent of modulation symbol rate

— Timing relative to downstream SY NC MAC message
e Burst sizein units of mini-dots

— Typical mini-slot size: 8, 16, or 32 bytes

— Multiple mini-slots assigned to a station for a burst
» Burstincludes PHY layer overhead

 MAP messages allocate mini-slotsto SS
* Available mini-slot usages.
— Contention (collision or polled)
— Unsolicited (reservation-based or polled)
— Transmission with contention
— Maintenance (initial and ranging)
» Reservation request in upstream MAC burst

Jan 10-14, 2000 |EEE 802.16.1mp-00/01
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Scheduling Services

* Best Effort (BE)
— contention request/grant mechanism
— traditional IP traffic

» Unsolicited Grant (UGS)
— constant grants allocated to SS without contention
— CBRtraffic

* Unsolicited Grant with Activity Detection

— switch between UGS and rtPS based on activity
— VolP with activity detection

* Red-Time Polling (rtPS)

— periodic unicast request opportunities
— VBRtraffic

* Non-Rea-Time Polling (nrtPS)
— non-periodic unicast request opportunities

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 23



Allocation MAP Example

Received from the BS on the downstream channel
The MAP MAC msg. describes the permitted use of the upstream channel

MAP PDU

CL 1OO< > T 1 1000000

<
Upstream Opportunities

<<—ini-slots —

) _ 4 . .
C‘SS Tx opportunlty/ request contention area \_ SS Tx opportunity

A / [/ ase

- AN - unmapped
previous map / slots described by the current map \ slots

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 24



Unsolicited Grant Service (UGS) Example

J Defined by previous map ) Defined by current map R Defined by next map
> o™ <
| SS 2 | | SS 2 ’ SS 2 |z,ml882 |m | SS 2 | | SS 2 |
| | L1 I P I 2 | | |
90 100 110 120 130 140 150 160 170 180 190 200
mini-slots
Current Map Message
Mini-slot Start Time = 130 Us ng SS #2 as an exampl e
SID luc Offset — Grant Interval every 20" mini-slot
SS2 | DataGrant 0 — Grant Sizeis 10 mini-sots
YR R=e— 10 — Interval Usage Code (IUC) isunicast for SS #2
only
SS 3 Data Grant 15 _
— |UC isfor adata grant
SS2 Data Grant 20 o
* Upstream data transmission
54 | DaaGrant %0 « Independent of user PDU content
0 Null 35  Piggy-back and contention requests not allowed

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 25



Real-Time Polling (rtPS) Example

= = granted = =

[%)] [%)] : [%)] [%)]

(&) [H) : [H) (&)

S S v S S

o o O o

(O] (&) (O] (O]

04 o 04 04

o ~ ss2 [Z g | | ss4 ~

9| | | | 9] I |~ |@ I | @ |
90 100 110 120 130 140 150 160 170 180 190 200 . .
) P R _mini-slots

Defined by previous map Defined by current map Defined by next map

Current Map Message

Using SS #2 as an example:

Mini-slot Start Time = 130

— Polling Interval every 30" mini-slots
» Fixed duration

» Short interval since unicast (5 mini-slots)

— IUC isunicast for SS#2 only

— Polled ITUC specifies arequest message only

* upstream transmission granted separately

— Data Grant based upon Polled Request
— Grant size varies based upon Request

* independent of user content

SID lUC Offset
SS 2 Data Grant 0
ANY Request 10
SS 3 Data Grant 15
SS 2 Request 20
SS 4 Data Grant 25
0 Null 35

Jan 10-14, 2000
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Non-Real-Time Polling (nrtPS) Example

f%? granted

> v

]

o SS 2 ANY |0 |2 |0

: AL .
| @ | | | | | \ | | | | a2 | L | |
90 100 110 1000 1010 1020 1040 1060 2000 2010 2020 i clots
* Defined by previous map ) Defined by current map " Defined by next map g

Using SS #2 as an example:
Current Map Message
— . — Very similar to real-time Polling service
Mini-slot Start Time = 1000 _ ] _
— Minimum instead of nominal polling interval
SID IuC Offset _
» typically lessthan one second
SS2 Data Grant 0 . . : .
ata =ren » Short interval since unicast (5 mini-slots)

ANY | Request 10 — SScan aso use contention intervals to gain upstream

SS 3 Data Grant 20 acecess

SS5H Data Grant 25

SS 4 Data Grant 30

0 Null 35

27
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UGSwith Activity Detection Example

SS2 (request initiates UGS in next MAP)

SS2 (No activity)
N
7 ANY o |2 x SS 2
n » n | |
| | | \ || | | |
90 100 110 1000 1010 1020 1040 1060 1080 1100 1120 . .
) P - ~mini-slots
Defined by previous map Defined by current map Defined by next map

Current Map Message

Mini-slot Start Time = 1000
SID luc Offset
SS2 Request 0
ANY Request 5)
SS 3 Data Grant 20
SS5 Data Grant 25
SS 4 Data Grant 30
0 Null 35
Jan 10-14, 2000

Using SS #2 as an example:
— SS2 inactivity detected by BS
* nouseof unsolicited grants

— BSprovides unicast request opportunities toSS2
* Unsolicited grants are stopped

— SS2 becomes active by requesting an upstream grant
— BSrevertsto UGS upon seeing the request

|EEE 802.16.1mp-00/01 28



Best Effort (BE) Service Example

2 granted

[H) :

S v

o

(O]

e ™ <

2,1 LA s 88 ]

@ | | | \ I I g | | |
90 100 110 1000 1010 1020 1040 1060 2000 2010 2020 . .
) P - ~mini-slots

Defined by previous map Defined by current map Defined by next map

Current Map Message

Mini-slot Start Time = 1000
SID luc Offset
SS2 Data Grant 0
ANY Request 10
SS3 Data Grant 20
SS5 Data Grant 25
SS 4 Data Grant 30
0 Null 35
Jan 10-14, 2000

— Multiple SS use contention interval to request grant
» random starting offset into interval
» acknowledgement viafollowing map(s)
— datagrant
— datagrant pending
» contention resolved using truncated binary exponential back-
off to pick next request slot

— 2 mapsrequired per upstream data transmission

|EEE 802.16.1mp-00/01 29



Data transmitted

Piggy-back Requests

Piggy-back request granted

N

(90] <
oy il i AR E ]
n n
I I I I | | & | L | I
90 100 110 1000 1010 1020 1040 1060 2000 2010 2020

—mini-slots

| »

Defined by previous map

Current Map Message

Mini-slot Start Time = 1000
SID luc Offset
SS2 Data Grant 0
ANY Request 10
SS3 Data Grant 20
SS5 Data Grant 25
SS 4 Data Grant 30
0 Null 35
Jan 10-14, 2000

- »

Defined by current map Defined by next map

— Used to request additional bandwidth
* reguest occurs in extended header of MAC PDU
* Not subject to contention

— Can be used to eliminate the “2 Map” handshake if datais
ready to be transmitted by the SS

|EEE 802.16.1mp-00/01 30



Fragmenting Concatenated Messages

VL1 VL?2 VL3 VL4 Concatenated frames
FRAG1 FRAG2 FRAG3 FRAG4 Fragmented frames
| CBR1| SS2 | Fragll CBR1| Frag2 |§ l$ | CBR1 | Frag4| FragB| CBR1 | ANY |
< | »
| | . | , | I | | I
90 100 110 120 130 140 150 160 170 180 190 200

mini-slots

» Dividesastream of variable-length messages into a set of fixed-sized

packets to simplify the scheduling based on QoS requirements

— concatenate variable-length frames
— fragment them into packet lengths that are easier to schedule

— interleave the fragments with the USG and rtPS services
 does not introduce latency or jitter into the USG or rtPS services
 excellent technique for scheduling Best Effort services

Jan 10-14, 2000
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Quality of Service (QoS)

Basic Features
Service Flow Object Model
Classifiers
QoS Parameters
ATM QoS Mappings
Latency and Jitter

Jan 10-14, 2000 |EEE 802.16.1mp-00/01
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Basic QoS Features

» Every connection is defined as a Service Flow
— Can be statically provisioned
— Can also be created, modified, and deleted dynamically

o Service Flow
— Unidirectional - upstream and downstream defined separately
— Shapes, polices, and prioritizes traffic based upon QoS parameters
— Assigned QoS characteristics
o Upstream Scheduling Service

* QoS Parameters. max bandwidth, priority, nominal grant interval, etc.
» Supporting capability use:

— fragmentation
— payload header suppression
— concatenation

— piggy-back requests
» Scheduling algorithms not defined by MAC protocol

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 33



Service Flow Object Model

Upper Layer Entity {e.qg., bridge, router) Upper La":s;tEe?n;é:t'f] - bridge,
. 4
MAC
Mgmt
MSQS\
"—H Primary SFID (optional)
T~ . Ingress Classifier
Downstream SFID 2 Downstream
Classifier
¥
o SFIDn G
Downstream RF Mgmt
Service Flows Msgs
Primary SID had
" v
SID 2 Upstream
Upstrea Upstream Cr i
Classifie e Classifier
L]
SIDn  |lg—le
Upstream Service
BS Flows SS E

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 34



Classifiers

o Classifiersare used to assign data to the appropriate Service Flow
— Applied at both the upstream and downstream ingress points
— Allows multiple Subscriber flows through a SS to use different QoS levels
— No requirement that the classification process be implemented in a
specific manner
» Classifications can be based upon content from different protocol
layers
— Layer 2
» Protocol types
« ATM VPI/VPC, 802.3 addresses
— Layer 3
» |Pclassifiers
— Layer4
« TCP/UDP classifiers

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 35



QoS Parameters

Service Flow Unsolicited Real-Time Unsolicited Non-Real-Time | Best Effort
Parameter Grant Polling Grant w/Activity | Polling
Detection

Traffic Priority N/A N/A N/A Optional Optional
Maximum Optional Optional Optional Optional Optional
Sustained Traffic
Rate
Maximum Traffic | N/A Optional Optional Optional Optional
Burst Size
Minimum N/A Optional Optional Optional Optional
Reserved Traffic
Rate
Unsolicited Mandatory Optional Mandatory N/A N/A
Grant Size
Assumed Min Optional Optional Optional Optional Optional
Reserved Rate
Packet Size
Maximum N/A Optional Optional Optional Optional
Concatenated
Burst
Nominal Polling N/A Mandatory Optional Optional N/A
Interval
Tolerated Poll N/A Optional Optional N/A N/A
Jitter
Nominal Grant Mandatory Optional Mandatory N/A N/A
Interval
Tolerated Grant Optional N/A Optional N/A N/A
Interval
Grants per Mandatory Optional Mandatory N/A N/A
Interval

Jan 10-14, 2000 | EEE 802.16.1mp-00/01
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ATM QoS Mapping

ATM Service

BWA MAC Service

BWA MAC QoS Parameters

CBR

Unsolicited Grant

Grant Size

Grants per Interval
Nominal Grant Interval
Tolerated Grant Jitter

rtVBR

real-time Polling

Minimum Reserved Traffic Rate
Maximum Sustained Traffic Rate
Maximum Traffic Burst

Nominal Polling Interval
Tolerated Polling Jitter

nrtVBR

Non real-time Polling

Minimum Reserved Traffic Rate
Maximum Sustained Traffic Rate
Maximum Traffic Burst

Nominal Polling Interval

GFR

Best Effort

Minimum Reserved Traffic Rate

ABR

Best Effort

Minimum Reserved Traffic Rate
Maximum Sustained Traffic Rate
Maximum Traffic Burst

UBR

Best Effort

Jan 10-14, 2000

|EEE 802.16.1mp-00/01

37



Jitter

For USG, each grant must start within the tolerated jitter parameter
— Measured from start of the grant interval

|deal interval start given by: t, =t,+1* Grant_Interval
Actual interval start, t’ must meet: t; <=t <=t + Tolerated jitter
Timing resolution in uS; accuracy to BS master clock

Unsolicited Grants t
t+ Tolerated jitter

t /\» .
—» ’47 4>‘ <— Tolerated_jitter

l4«—— Grant_interval > Grant_interval —>|

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 38



Latency

* Unsolicited Grant Service

— latency is bounded by continuous allocation of upstream grants

— Inefficient if grants not used

— when combined with Activity Detection, gives best of UGS and polling
o Polling Service(s)

— introduces latency but is more efficient for bursty traffic

— requests are short relative to unsolicited data grants
 real-time requests provided at a nominal interval in rt-PS

— only allocates grants when necessary
 Best Effort
— variable latency

— Nno guarantee on delay
 caused by contention for requests

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 39



Networ k Access

Network Entry Sequence Diagram
Initial Ranging & Synchronization
Network Access and Authentication
Periodic Ranging
Security
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Network Entry Sequence Diagram

BS SS

Search for downstream channel »| Acquire DS
SYNC, UCD messages p| BS Time and Burst Profiles
MAP message (with Initial Maintenance IE) »| Find Tx Opportunity
< RNG-REQ Attempt network entry
Calibrate SS information RNG-RSP (initial correction for time, frequency, power) »| Adjust local parameters
< Request information from DHCP server Establish connectivity
Get address, configuration parameters, ToD, etc. »| Establish configuration
< REG-REQ (QoS parameters, etc.) Request configuration
Authenticate Configuration REG-RSP (Authorization) »| Enter network
¢ REGACK Acknowledge configuration
4 Normal operation >

Diagram does not show exception conditions
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Initial Ranging & Synchronization

 Acquire MAC domain information
— Search for valid downstream channel

— Search for SY NC message(s)
» aligns SStimedirectly to BStime

— Search for UCD message(s)
» determines upstream channel characteristics

— Search for MAP message(s)
» definesInitial Maintenance intervals

o SStransmits RNG-REQ message to BS
 BSdeterminesinitial corrections for time, frequency, & power
o BStransmits RNG-RSP message for SS
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Network Access and Authentication

* Occursonce SS has performed Initial Ranging

o SS obtains requests information from DHCP server
— SSIP Address

— Configuration Profile (from TFTP server)
» contains network access and QoS profile(s)

— Time Of Day
 used for time stamping logs and key refresh
* not related to system time synchronization

o SSdownloads new firmware version (optional)
o SSretrieves configuration profile(s)

— SS generates REG-REQ using these profile(s)

— BSauthenticates the profiles and responds with REG-RSP

— SSresponds with REQ-ACK to acknowledge negotiated configuration
SS enters network and begins forwarding traffic
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Ranging

» Ranging Parameters for Upstream Transmission
— RF Power
— Timing
— Freguency
— Equalizer coefficients (optional)
» Ranging Types
— Initial
* When SS enters the network
— Maintenance
» Scheduled at regular intervals
— Both types have identical functionality
 [nitial ranging must allow for SS transmission without time synchronization
* BS can generate RNG-RSP without areguest from a SS
— used to quickly calibrate a SS
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Security

 DOCSIS Basdline Privacy Plus Interface (BPI+)
— Optional (implementation and use)
— Optional by Service Flow
e Authentication
— RSA Private/Public Key
— Digital X.509 Certificates
o Privacy
— DES Encryption using Cipher Block Chaining mode
— Only user payload is encrypted

Jan 10-14, 2000 |EEE 802.16.1mp-00/01 45



Conclusions

Benefits
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Benefits

e Supports BWA system requirements

e Derived from existing standards

o Scalesto support high transmission rates

* Available OPNET modeling and field data
» Good independence from PHY layer

e Optional security protocol

o Support for multiple bearer servicesto each SS
« Efficient usage of bandwidth

o Ability to bound delay and jitter

o Statistical multiplexing gain

o System timing derived solely from BS
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Additional Information

Modifications from DOCSIS
Security Message Formats
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Modifications From DOCS S

 Added MAC PDU definitionsfor ATM
— Supports single and multiple ATM cell transfer
— Suppresses header components to achieve more efficiency
* De-coupled mini-sot size from symbol rate
— Mini-dot size fixed to small number of bytes regardless of symbol rate
— SYNC message carries Upstream ID to identify clock
— Allows use of higher symbol rates
» Added downstream fragmentation
— Same format as upstream fragmentation
— UsesLEN field of EH Header to distinguish from encryption only
— New Fragmentation SID (FSID) defined to support re-assembly
* Added additional data grant Interval Usage Codes
— Now have 4 IUCs; each can have different burst characteristics
— Supports FEC specifically for ATM cells
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Security Message Formats

» Example of format for unfragmented, variable-length PDU

1 byte 1 byte 2 bytes 1 byte
Typsa LEN KEY SEGQ Version | g [ q o =l D;?'f"m't _ ReguestResened
=4 = | LpSireamidownaiream [upsireamidownstreanm
BFl+ EH
elerment alher EH elerments
15 bytas)
Fo ELEN LEM Extended Header HCS Packet PO
i1 byte) {1 byte) {2 bytes) {5-240 bytes) (2 bytes) {18-1518 bytas)
Encrypted
- L >
FC TYPE| FC PARM | EHDR_ON o S, TypesLen *—I';“f r'-r"}ﬂl‘“ CRC
= 00 = 00000 =1 i& bytes) | {6 bytes) | (2 bytes) | 1 h;,;H {4 bytes)
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