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Secure, Cooperative, Scalable and Multi-Dimensional Scheduling – A SDD Proposal for 802.16m
1. Introduction

IEEE 802.16m has produced System Requirements Document (SRD).  Specifically, we are interested in the following requirements:
· Requirements on security
· Section 6.5: “IEEE 802.16m shall include a security function which provides the necessary means to achieve: protection of the integrity of the system (e.g. system access, stability and availability), protection and confidentiality of user-generated traffic and user-related data (e.g. location privacy, user identity), and secure access to, secure provisioning and availability of services provided by the system”
· Requirements on priority and preemption for the government and public safety
· Section 5.8: “IEEE 802.16m shall be able to support public safety first responders, military and emergency services such as call-prioritization, pre-emption, push-to-talk”
· Requirements on coexistence with other networks
· Section 5.4: “IEEE 802.16m shall be capable of coexisting with other IMT-Advanced technologies”
· Section 8.3.2: “Depending on the bands where IEEE 802.16m is expected to be deployed, different coexistence requirements (also due to unknown outcome of WRC 2007 for IMT-Advanced) should be envisaged.”
· Requirements on advanced antenna techniques
· Section 5.7: “IEEE 802.16m shall further support single-user and multi-user MIMO techniques”
· Requirements on interference management
· Section 6.4.2: “IEEE 802.16m shall support interference mitigation schemes.”  “IEEE 802.16m shall support flexible frequency re-use schemes.”
· Requirements on QoS
· Section 6.3: “IEEE 802.16m shall support QoS classes, enabling an optimal matching of service, application and protocol requirements (including higher layer signaling) to radio access network (RAN) resources and radio characteristics. This includes enabling new applications…”
· Requirements on multi-hop Relay
· Section 8.1: “IEEE 802.16m should provide mechanisms to enable multi-hop relays including those that may involve advanced antenna technique transmission”

We are interested in the following two deployment scenarios:
· Frequency reuse
· Deployment with multi-hop relay networks.

To support these requirements and scenarios, we have developed a SDD proposal.  The main concepts of our SDD proposal are described in this document.

2. Objectives and Main Features 
The objectives of our proposal are listed below:
· Enhance the security for both data and management traffic

· Achieve frequency reuse factor of 1 for intra-cell as well as inter-cell – improve spectrum efficiency

· Achieve “low-complexity” intra-cell and inter-cell relay to relay communications

· Achieve cognitive coexistence with same or other technologies

· Achieve priority access

· Facilitate BS mobility

· Optimize H-ARQ performance in a multihop network

The main features of our proposal are listed below:
· Security suite

· Cooperative diversity

· Cooperative multi-dimensional resource scheduling

· Hierarchical cooperation with scalable throughput

· Dynamic tone activation/deactivation to facilitate coexistence

· Mobile BSs

· Multi-Rate coding

The following provides more description on each of our main features.

2.1. Security
We propose to develop a security suite for the improvements of security in 802.16e.  The improvements include:
· Protection from PHY attack (scrambling and jamming)

· Efficient security algorithms and protocols for inter and intra roaming

· Management message protection (encryption and integrity protection)

· MAC header protection (encryption and integrity protection)

· Key management enhancement with secure and efficient key establishments and distribution

· Certificate revocation enhancement

· Mitigations of network attacks including authentication attacks (BS and SS impersonations and passive eaves dropping attack), replay attacks (key reuse attack), denial of service (packet forgery), weak key attack, and man-in-the-middle-attack

2.2. Frequency Reuse
We propose to develop mechanisms to achieve frequency reuse factor of 1 in both intra-cell and inter-cell.  The following mechanisms will be explored.
· Cooperative relays
· Low-complexity electronically rotatable antennas at the BS
· Cooperative multi-dimensional resource scheduling.  The resources include frequency, time, power (transmit and battery), space (locations or antenna patterns) and hops.  Note that zone switch is a special case of proposed cooperative multi-dimensional resource scheduling.
2.3. Relay to Relay Communication
Relay to relay communication is defined as: A relay is allowed to communicate with another relay directly or a group of relays are allowed to communicate with another group of relays directly under the supervision of BSs.  The direct communication can occur in intra-cell or inter-cell.  The throughput for relay to relay links can be scaled linearly with the number of relays using the following techniques:
· Cooperative diversity

· Hierarchical cooperation

· Intra-cell and inter-cell virtual MIMO

An example of intra-cell and inter-cell virtual MIMO is shown in the following figure.  As can be seen from this figure, two relays communicate with another two relays using virtual MIMO in a cell; four relays in one cell communicate with another four relays in another cell using virtual MIMO.
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2.4. Coexistence

The following provides a list of techniques applicable to coexistence.
1. Frequency
a. (Fixed) Spectrum allocation/coordination: Allocate separate spectrum (no sharing)
b. DFS and DCS: Mandatory in LE bands
c. Dynamic subchannel group allocation
d. Dynamic subchannel activation/deactivation
e. Dynamic subcarrier activation/deactivation
f. Dynamic channel bandwidth adjustment
g. Transmit Spectrum Mask (802.16 and WiMAX Forum)
2. Time
· Extended quite period (EQP) and Adaptive EOP in 802.16h
· Listen before talk in 802.16h
3. Space
· Exclusion zone
· Antenna array and cooperative relay
4. Power

· Transmit power control
5. Combinations of above techniques

In this contribution, we focus on the techniques using frequency.  Technique a) Spectrum Allocation/Coordination is the only technique used by licensed band to avoid interference.  Technique b) DFS (DCS) has been specified in 802.16.  It is mandatory only for unlicensed band.  However, licensed band operation may need to consider to deploy DFS since there are other non-commercial radios that need to coexist.  Our proposal is to extend DFS (DSC) to licensed band.
Instead of moving the frequency to a different band, is it possible to activate and deactivate a group of subchannels (segment), a subchannel or a subcarrier dynamically to facilitate coexistence?  The practical applications include: disable certain tones in a channel to mitigate interference and adapt the channel size (e.g. change channel size from 20 MHz to 5 MHz).
The following examines if the current 802.16 standards can support techniques c, d and e.  The preamble cannot be turned off, and it is across all the subcarriers.  The FCH and MAPs cannot be turned off, and they are also across all the subcarriers.  The DL PUSC for the first zone is mandatory.  However, we can dynamically activate/deactivate UL subchannels using “UL allocated subchannel bitmap” in UCD.  We also can dynamically activate/deactivate DL segments (subchannel groups) using “Used Subchannel bit map” in FCH and zone switching IE (in DL MAP).  We propose to add the following enhancements to support techniques c, d and e.
· Add “DL allocated subchannel bitmap” to DCD

· Add “UL allocated subcarrier bitmap” to UCD

· Add “DL allocated subcarrier bitmap” to DCD

In summary, we have provided a summary of coexistence techniques to be considered by 802.16m.  The first set of proposed techniques is easy to add to the current 802.16 standards.  The impact of the proposed techniques to subchannelization schemes will be addressed in future sessions.  We will also provide contributions on other proposed techniques in future sessions.

2.5. Priority Access

Please refer to contribution C802.16m-07_253 for more details.
2.6. BS Mobility
In order to support BS mobility, BSs need to coordinate with each other such that a) interference is properly managed (via coexistence techniques mentioned in this document) and b) handoff region is properly maintained.
3. Conclusion

We have presented our main concepts on “Secure, Cooperative, Scalable and Multi-Dimensional Scheduling” to 802.16m.  We would like these concepts to be considered by 802.16m.  We are looking for others to collaborate on these concepts with.  If you are interested, please contact us.
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Figure 1: Intra-Cell and Inter-Cell Virtual MIMO
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