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1. Introduction

In this contribution a method to enable enhances security services is provided.  MAP protection is required to protect SS/MSs from malicious users trying to masquerade as a legitimate BS.  The approach in this contribution also provides some authentication service much earlier than is traditionally avaliable in the in legacy system [1].  This approach consists of:  

· BS uses installed certificate or randomly generated key-pair to calculate a signature over MAPs, and adds signature as an IE to MAP

· BS transmits installed certifcate or randomly generated public key in a control channel

· SS/MS uses this certificate information in control channel to verify the signature in the MAP

There are some issues to consider when evaluating this approach.  The type of certificate used affects the overhead impact when using this apprach.  In [3] Elliptic Curve Cryptography (ECC)-based certificates are suggested to be used in 802.16m networks.  ECC based certificates may mitigate overhead issues, as they could be made to be smaller than RSA-based certificates currently used in the legacy system.  

Another issue is the control channel the BS uses to transmit the information.  If the BCH is used, then the certificate would be applied on a cell-wide basis.  Every SS/MS then verifies the same signature that is installed in the MAPs.  If the USCCH is used, then the certificate would be applied to single SS/MS or a group of SS/MSs.  Each certificate then corresponds to a unique signature in MAP, so mutliple certificates would be transmitted in the control channel and multiple signatures sent with MAPs.  

Determination of the appropriate certificate and the size of the signature is FFS.

2. Text Proposal

[---------------------------------------------------Start of Text Proposal--------------------------------------------------] 

12 Security

[Insert the following subsection into Section 12]

12.x Authorization, Authentication Procedures

[Insert the following subsection into Section 12.x Authorization, Authentication Procedures]

12.x.x Authentication Procedure During Initial and Re-acquisition of System Parameters

[Insert the following text into subsection 12.x.x Authentication Procedure During Initial and Re-acquisition of System Parameters]

Optionally, service providers may elect to utilize a pre-ranging authentication procedure.  The purpose of the procedure is to protect SS/MSs from malicious users trying to masquerade as a legitimate BS.  This approach consists of:  

· BS uses installed certificate to calculate a signature over MAPs, and adds signature as an IE to MAP

· BS transmits installed certifcate in a control channel

· SS/MS uses this certificate information in control channel to verify the signature in the MAP

A pre-installed certificate or randomly generated key pair can be used to calculate signature.  RSA PKCS #1 certificate or an ECC based certificates may be be used.  Broadcast Channel (BCH) or Unicast Services Control Channel (USCCH) may be used to transmit the information certificate/key information.  If the BCH is used, then the certificate would be applied on a cell-wide basis.  Every SS/MS then verifies the same signature that is installed in the MAPs.  If the USCCH is used, then the certificate would be applied to single SS/MS or a group of SS/MSs.  Each certificate then corresponds to a unique signature in MAP, so mutliple certificates would be transmitted in the control channel multiple signatures sent with MAPs.  

Determination of the appropriate certificate and the size of the signature is FFS.

[---------------------------------------------------End of Text Proposal--------------------------------------------------]
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