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1. Introduction

Specification [1] requires that the IEEE802.16m should be optimized for system performance.  This contribution proposes the CS location for Data Encryption & authentication functionality to improve the overall system performance. This proposal considers the future requirements on system evolution and still optimizes the air resource use in robust manner for IEEE 802.16m.  

2. Background & Rational 

In [2] the MAC CS layer specifies three service specific convergence sub-layers (CS) such as ATM CS, Packet CS and generic packet CS.   In [2] the MAC Security sub-layer is responsible for encryption of PDUs, data authenticity and privacy key management between the BS and MS.  In [3] the security management functionality (Key management etc) has been made part of RRCM layer.  However, the encryption & authentication functionalities remain at the MAC CPS layer.  This location of the DE & authentication functionality at MAC-CPS is an implausible position for the following reason.

· Following functionality division may result in a significant interlayer communication, inter-layer –dependency resulting in delays, data interruption and inconsistent states/ information when setting up a connection or when transferring (HO) a connection.  

a. CS layer classifies SDUs coming from higher layer as per the QoS requirements, associates them with SAID and CID 

b. RRCM has security management functionalities – Key management, connection management.  

c. MAC-CPS has Data encryption and authentication at MAC-CPS layer 

· HO performance may be deteriorated by the DE & authentication functionalities in MAC-CPS layer –as all the three layers (MAC-CS, RRCM, CPS) would be involved in transferring the user related context (for example PN number) to the target BS.   

· MAC-CPS segments CS SDUs into ‘n’ MAC PDU and then applies the data encryption & authentication to these PDUs.  Thus ‘n’ time increase in the overhead.  This is illustrated in figure 2. 

· Additionally encryption & authentication functionality at MAC-CPS layer is inadequate for the reason of future traffic growth & mobility aspect of the service flows.  .  
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Accordingly, we believe that the data encryption and data authentication function should be moved to CS layer.

3. Proposed DE & Authentication functionality location for 802.16m

We propose to move the security functionalities, in particular, the data encryption and authentication to the CS layer.  We propose that the CS layer generates the PN (packet number) also.  Figure 3 shows the processing of CS SDU at CS SS layer.  

Applying the data encryption & authentication to the CS-PDU at CS layer offers following various benefits as follows: 

· HO Performance (delays and inconsistencies)  improvement 

· Efficient use of air resources, as DE is applied to CS SDU rather than fragmented MAC PDUs

· Less processing overhead 

· Considers future traffic growth

· Less inter-protocol layer communication

.


[image: image2]
Proposal

We propose following text to be included in the Security Section of the SDD

“Data encryption and data authentication functionality is located at the MAC-CS layer.  CS layer allocates & maintains the PN number when associating the security association (SA) to the concerned radio connection.”
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Figure 2 showing the CS SDU processed by MAC-CPS layer & MAC CPS SS layer.  SDU1 is segmented in 3 parts thus requiring 3 PN numbers & header, thus increase in overhead is proportional to 憂�number of fragmentation. For n = 3 this is extra 12bytes overhead 
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Figure 3 showing the CS SDU encrypted and authenticated by SS layer at CS layer.  
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