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Small Cleanups for Security Section of IEEE 802.16m SDD 
1. Explanation
Three comments from the security RG group were not addressed due to lack of time.
The comments make changes similar to changes elsewhere in the document in agreed resolutions that had specific modifications made and were approved with unanimous consent. It would be logical to make the same modifications to these comments and apply them to the SDD text to fulfill the purpose of the unhandled comments consistent with the RG decisions.

2. The Unhandled Comments

Comment 3:


Commenter: Jan Suumaki


Type: Editorial


Where: Page 3, Line 7, Section 10.5.1


Comment:

If standalone signaling header protection is adopted (Chapter 10.5.5.3.3), then it would be better to mention also to Security Architecture chapter..


Suggested Remedy:

The following sentence:

"It does this by applying cryptographic transforms to MAC PDUs carried across connections between MS and BS."

is proposed to be changed with:

"It does this by applying cryptographic transforms to the MAC PDUs (user traffic or management messages) or standalone signaling headers carried across connections between the MS and the BS."

Discussion:

The comment is correct. The remedy could be improved with better wording to identify transport PDUs in place of ‘traffic’.

Comment 10:

Commenter: Jan Suumaki


Type: Editorial


Where: Page 5, Line 20, Section 10.5.2


Comment:

In latest Rev2 version combined RSA+EAP authentication is removed from the specification. Also this combination is not required in the reference system.

Also in the reference system, RSA authentication is defined but not required.

In general the usage of SS and MS should be unified (this applies all sections in Security chapter).

Suggested Remedy:

If only EAP is supported, then following paragraph is proposed to use instead of current one:

"Authorization is the process of one station authenticating the identity of another. In the reference system this process is mutual, i.e. the BS authenticates the identity of SSthe MS an the SSMS authenticates the identity of the BS. In the reference system, only RSAEAP-based authentication is definedrequired. [However, in IEEE 802.16m, ECC (Elliptic Curve Cryptography)-based authorization should be supported as well.] Credentials used for RSA [and ECC] authorization will be based on X.509 certificates (IETF RFC 3279, 3280). RSA [or ECC]-based authorization can be coupled with EAP authentication.  EAP authentication (IETF RFC 3748) provides and additional level of authentication with an operator-selected EAP method (e.g EAP-TLS, EAP-SIM)."

If both RSA and EAP is supported, then following paragraph is proposed to use instead of current one:

 "Authorization is the process of one station authenticating the identity of another. In the reference system this process is mutual, i.e. the BS authenticates the identity of SSthe MS an the SSMS authenticates the identity of the BS. In the reference system, RSA-based and EAP-based authentications isare defined. [However, in IEEE 802.16m, ECC (Elliptic Curve Cryptography)-based authorization should be supported as well.] Credentials used for RSA [and ECC] authorization will be based on X.509 certificates (IETF RFC 3279, 3280). RSA [or ECC]-based authorization can be coupled with EAP authentication.  EAP authentication (IETF RFC 3748) provides and additional level of authentication with an operator-selected EAP method (e.g EAP-TLS, EAP-SIM)."


Discussion:

The comment is correct. However SS is the appropriate term to cover both fixed and mobile, that the security text applies to. The editorial instructions need amending to address the actual text going into the SDD draft rather than the text that was in the earlier version of the RG draft.

Comment 24:


Commenter: Jan Suumaki


Type: Technical


Where: Page 12, Line 14, Section 10.5.3.1


Comment:

Key hierarchy and detailed AK, KEK and CMAC derivation figure could be useful in this chapter.

Additionally sentence "The CMAC key is derived..." - line 27 would be better to locate before the figure.

Suggested Remedy:

Either figure 1 or 2 (depending RSA authentication support) to be added from C80216m-08/036 - Chapter 3 after line 14.


Discussion:

The proposed diagrams are too detailed and cover stage 3 details that are yet to be decided. It would be better to produce more appropriate stage 2 diagrams in the next round. So this comment should be rejected and brought back at the next round with improved diagrams.

3. Proposed SDD Text changes.
In the 802.16m SDD:


Modify Section 10.5.1 changing
It does this by applying cryptographic transforms to MAC PDUs carried across connections between MS and BS.

To:

It does this by applying cryptographic transforms to transport and management MAC PDUs and standalone signaling headers carried across connections between the MS and the BS."

Modify section 10.5.2 as follows

Authorization is the process of one station authenticating the identity of another. In the reference system this process is mutual, i.e. the BS authenticates the identity of the SS and the SS authenticates the identity of the BS. In the reference system, only RSAEAP-based authentication is definedrequired. EAP authentication (IETF RFC 3748) provides authentication with an operator-selected EAP method (e.g EAP-TLS, or EAP-SIM)."
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