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Introduction
In current IEEE 802.16e system, an adversary could track the behaviors and locations of a user via spoofing the transmitted MS ID and assigned CIDs. An MS ID (e.g., a MAC address) is a unique identity for each MS. We provide an example to hide the MS ID during the network entry.
Example for MS ID Privacy 
To enable MS ID privacy, the permanent MS ID and CID shall be protected during the initial network entry. The temporary MS ID and CID are used at the ranging and the SBC-negotiation procedures through the plain-text messages. The permanent MS ID and the associated CID are used at the authentication and the registration procedures, respectively, through the encrypted messages. Through the above procedures, the relationship between the MS ID and the CID is hidden.

[image: image1]
Fig. 1. Initial network entry procedure using temporary MS ID and temporary CID.
Proposed Text
[Add the following section 10.x “MS ID privacy enabled network entry”]
-------------------------------  Text Start  ---------------------------------------------------

10.x MS ID privacy enabled network entry
To enable MS ID privacy, the permanent MS ID (e.g. MAC address) and the associated CID shall be protected by either using temporary MS ID/CID or exchanging MS ID/CID through the encrypted messages during the initial network entry. Figure XXX illustrates an example of MS ID privacy enabled network entry.

[image: image2]
Fig. XXX. Initial network entry procedure using temporary MS ID and temporary CID.
-------------------------------  Text End  ---------------------------------------------------
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