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1. Introduction

The Reference System [1] is defined to form a Broadband Wireless Access (BWA) networks.  These networks consist of Base Stations (BSs), which provide network accessibility for Subscriber Stations (SS) or Mobile Stations (MS).  An SS/MS connects to the backhaul for real-time and non-real time services.  The recent emergence of the IEEE 802.16j [2] and work on relaying within the 16m working group [3] advocate the incorporation of Relay Stations (RSs) into BWA networks.  RSs add multi-hop relaying into BWA networks so that a SS or MS is able to connect to a BS in a multi-hop fashion, extending the coverage/capacity of the BS.  Like the MS, the RS may have the capability to be mobile and the RS’s mobility is determined by application scenarios.

However, due to mobility, networks with multi-hop relaying functionality need to have adequate built-in security to support network deployments with dynamic topologies before they can become widely acceptable.  New system vulnerabilities may become exploitable.  The existing IEEE 802.16 security [4] is implemented with a design of a security sublayer at the bottom of the MAC protocol’s internal layering.  This design is based on the assumption that all BSs/RSs are static and thus it is unable to effectively support secure MS/RS mobility. When a SS accesses an available BS/RS, an adversary may attack the network by redirecting the SS’s connection towards a wrong destination. The attacker may also masquerade as a genuine RS/BS to launch a variety of mobility attacks, such as registration poisoning, and bogus handover. These mobility attacks drastically degrade the efficiency of packet forwarding, lower the packet delivery rate, or may degrade the network connectivity. 

The proposed Distributed Trust Relationship (DTR) and Polynomial-based key generation are suggested as a mechanism to enhance the security of these networks and ensure robust deployments where the BWA network topology is dynamically changing.

2. DTR & Key Generation

2.1 Distributed Trust Relationship for Mobility

Distributed trustworthiness among BSs, RSs, and MSs is the foundation of security in a mobile environment.  Most of attacks in the 802.16m network infringe the trust relationship in some form or the other.  In order to ensure the mobility security, a Distributed Trust Relationship (DTR) model across the network is desired.  The DTR model should consider the nature of mobility and the basis of trust relationships to enable a mutual inter-component authentication (e.g., BS/RS↔BS/RS or BS/RS↔SS).  To achieve this, the 802.16m network should require each BS/RS to provide authentication information upon entering the network.  If a BS/RS does not have a security binding with the network, the BS/RS must register with the network to get its identity verified before initiating communication.  Similarly, before entering a network the MS should also verify the authenticity of the BS/RS, and verse visa. 

IEEE 802.16 employs Security Associations (SAs) to maintain the security state relevant to a connection, but such SAs are hopwise without the flexibility in terms of mobility.  DTR can be used to extend the 802.16 standard to support secure multi-hop transmission in a dynamic topology.  In this case, security authentication and confidentiality build on the network layer in a distributed manner. Figure 1 illustrates a DTR example that RS1 newly attaches to RS2 and accordingly changes its security attachment to RS2. It is noted that the network components in Figure 1, for example, include RS1, RS2, RS3, BS, and AAA server. Considering that RS1 has an SA (i.e., SA5 in Figure 1) with the authentication server that can only be accessed by the BS, a discovery of trustworthy infrastructure enables RS1 to construct an SA with RS2 as shown in Figure 1.  If RS2, RS3, and BS1 have been mutually authenticated with other, then the mutual authentication process can be carried out between RS1 and RS2.

In order to establish DTR, the SA among the network components allows to be transited in a security chain manner.  As shown in Figure 1, SA4 is true when SA3 and SA2 exist.  From a logical viewpoint: IF (SA3 && SA2 && SA1 && SA6) THEN SA5 has to be true.  In other words, the SA between RS1 and RS2 (SA5) can be established if the SA1, SA2, SA3 exist and the mutual authentication between RS1 and AAA (SA5) can be successfully carried out.  In the same way, we can have SA8 to support the connection request from the MS after verifying its credential.  If SA8 is verified, SA7 is established for connecting to RS1. DTR establishment provides a procedure from which SAs for groups of stations can be created dynamically and on-the-fly.  
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Figure 1. Security Association and DTR Discovery

2.2 Polynomial-based Key Generation

After a successful authentication, the RS and the MSs are authorized to get access to the network.  Additional security mechanisms should be employed to protect the connection among BS/RS/MSs by packet encryption and decryption.  A secure tunnel over wireless connection can be further established at the end of the authentication.  Through this tunnel, a pair of BS/RS/subscriber station can further generate a pair-wise session key between them by using a key generation scheme.  We can build an identity (ID)-based pair-wise key establishment approach using bivariate polynomial-key generation mechanism, which can be embedded into the IEEE 802.16 security.  The basic idea is that a pair of symmetrical keys for every node pair can be calculated by a polynomial-key generating algorithm.  The polynomial-key generating algorithm only involves linear combination with low computation overhead, facilitating node mobility (e.g., migration of a group of subscriber stations from a RS to a new RS).  Polynomial-based key generation is an approach where an authorized server distributes a shared secret to a set of nodes so each node can compute a shared key for secure connection with every other node.  In other words, once the node has a polynomial function, every entity (i.e., BS/RS/subscriber station) can compute a shared secret key with another entity by only exchanging their IDs.  

The theoretical analysis and its robustness of such an approach are studied in [5] and [6].  Specifically, we use a bivariate polynomial-key generation approach that enables any two entities in a network to setup a unique pair-wise key between them.  Suppose there is a k-degree bivariate polynomial
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where the coefficients 
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 is a prime number that is large enough to accommodate a cryptographic key.  The k-degree bivariate polynomial
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 is generated in secure manner for security purpose.  The constructed bivariate polynomial by Eq. (1) is a symmetric polynomial, which has a symmetric property such that:
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Therefore, two entities evaluate the polynomial function by using their own IDs (i.e., x) and the peer ID (i.e., y) respectively, then they yield the same value (i.e., the shared key).  Each entity (i.e., BS/RS/SS) has a unique ID (i.e., p = x or y) that is distinct to other entities in the network.  For example, consider two RSs, RSi and RSj. RSj calculates the pair-wise session key 
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At the same time, RSi evaluates its polynomial function 
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The bivariate polynomial’s symmetric property yields
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. Therefore, RSi and RSj have established a shared pair-wise key by two independent calculations, yielding:
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Every pair of entities generates a different shared key due to uniqueness of its identity.  Once polynomials are generated for all network components, any two entities can easily compute their shared keys without further interaction between them.  This facilitates the network mobility because no extra keying process is required when network topology is changed.  It is noted that every entity cannot calculate the shared key of other pairs of entities even if the entity has the knowledge of the IDs of other pairs.  This is because every entity has a secret and unique polynomial function.  Even if the entity is physically compromised, the attacker has no knowledge of the key of other entities.  In the 802.16m network, the polynomial-based key generation will be developed in a sophisticated way.  To achieve scalability for reducing polynomials, the network can be divided hierarchically into groups.  The network includes three layers, with BSs on the top level, RSs on the second level, and MSs in the bottom level.  On the top level, BSs in a large scale network can be further divided into subgroups.  Therefore, the polynomials are only exchanged among the group, reducing the security overhead.  The security compromising in a lower level will not affect the security robustness in the upper layer.  In each level, the compromising of an entity will not affect the security of other entities.  

In mobility scenarios, there are two cases to consider: (i) nodes (e.g., MS/RS) leaving a group; and (ii) a new node joining a group.  When a member node of a group leaves re-keying is not immediately necessary.  Re-keying is only needed if the number of nodes that leave the group is < t, where t is the degree of the polynomial function, because every pair of pairwise keys is independent of the other keys.  On the contrary, when a new node tries to join the group, a new shared secret must be distributed to the group.  We can mitigate this by having overlapping lifetimes for the old group key and the new group key, because the shared secret (i.e. polynomials) used to generate those keys are different for each group.  Simply put, old group members can use the old key between themselves before the new group members are keyed.

To achieve the above security features in supporting mobility, substantial work is needed to determine which polynomial generation algorithms are optimal.  One option is for the polynomials to mirror the hierarchical nature of the network topology to hierarchical key generations. Bivariate polynomial as shown in Eq. (1) is only applicable in a flat network structure. Polynomials with more variables, therefore, should be developed for a hierarchical network structure (e.g., four variables for a network with two levels [6]).  Other options may be possible, but final selection is FFS.
3. Conclusion

In this contribution we have presented new concepts that can help enhance the robustness of the security sublayer in 802.16m networks.  It is suggested that the new concepts regarding distributed trust relationships be inserted into SDD Section 12, wherever description of security associations are discussed.  It is suggested that the concepts regarding polynomial-based key generation be inserted into SDD Section 12, wherever description of group KEK and TEK derivation is discussed.

4. Text Proposal

[---------------------------------------------------------Start of Text Proposal-------------------------------------------------]

12 Security

12.x Dynamic Creation & Mapping of Security Associations

12.x.1 Dynamic Creation & Mapping of Group Security Associations

A distributed trust relationship (DTR) model is used to establish SAs for groups, where mobility can have a dynamic effect on group membership.  An example illustration of the DTR model is shown in Figure 1.

[Insert Figure 1 from Section 2.1 of this proposal]

Figure 1

Figure 1 illustrates a DTR example that RS1 attaches to RS2 and changes its security attachment to RS2.  Considering that RS1 has an SA (i.e., SA5 in Figure 1) with the authentication server that can only be accessed by the BS, a discovery of trustworthy infrastructure enables RS1 to construct an SA with RS2 as shown in Figure 1.  If RS2, RS3, and BS1 have been mutually authenticated with other, then the mutual authentication process can be carried out between RS1 and RS2.

From a logical viewpoint: IF (SA3 && SA2 && SA1 && SA6) THEN SA5 should be true.  In the same way, we can have SA8 to support the connection request from the MS after verifying its credential.  DTR establishment provides a procedure from which SAs for groups of stations can be created dynamically and on-the-fly.  

12.y Key Derivation

12.y.1 Group KEK and TEK Derivation

In order to facilitate generation of keying material on a group basis an identity (ID)-based pair-wise key establishment approach using bi-variate polynomial-key generation mechanism shall be used.  The polynomial-key generating algorithm only involves linear combination with low computational overhead, facilitating re-keying in instances where there is node mobility and dynamic group membership.  

Polynomial-based key generation is an approach where an authorized server distributes a shared secret to a set of nodes so each node can compute a shared key for secure connection with every other.  In other words, once the node has a polynomial function, every entity (i.e., BS/RS/subscriber station) and can compute a shared secret key with any other entity by only exchanging their IDs.  

In mobility scenarios there are two cases to consider, when nodes leave a set and when a new node joins a set.  When a member node of the set leaves re-keying is not immediately necessary.  Re-keying is only needed if the number of nodes that leave the set is < t, where t is the degree of the polynomial function, because every pair of pairwise keys is independent of the other keys.  However, when a new node tries to join the set, a new shared secret must be distributed to the group.  This is mitigated by having overlapping lifetimes for the old group key and the new group key, as the shared secret (i.e. polynomials) used to generate those keys is different for each group.  Simply put, old group members can use the old key between themselves, while the new group members must use the new key.  

More work is needed to determine which polynomial generation algorithms are optimal.  One option is for the polynomials to mirror the hierarchical nature of the network topology.  Other options may be possible, but final selection is FFS.

[---------------------------------------------------------End of Text Proposal-------------------------------------------------]
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�I don’t understand this.


� Right now you’re just starting (w/ regard to the SBIR) this polynomial key generation work.  The point is that we don’t preclude, or lock in vendors to implementing one algorithm and/or set of inputs that can be used to generate the polynomials.  Once we understand better, how to generate the polynomials we can give recommendations on algorithms to use when we submit technical text.
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