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1. Introduction

In the previous session, Plenary Session #56 Denver, a couple of contributions ([3], [4]) were introduced discussing novel methods for ensuring MS privacy.  We believe that those solutions warrant review as they introduce a level complexity that may not be feasible to incorporate into the [2].  This contribution introduces an alternative solution for providing MS ID privacy during initial ranging and network entry procedures.

2. Text Proposal

[---------------------------------------------------Start of Text Proposal--------------------------------------------------] 

12 Security

[Insert the following subsection into Section 12]

12.x MS ID Privacy protection during Network Entry

[Insert the following text into subsection 12.x MS ID Privacy protection during Network Entry]

Each SS/MS has an X.509 certificate that is bound to the MAC address.  The addition of a secondary certificate or use of an internal algorithm to (randomly) generate a key pair to protect MS ID privacy during network entry.   This secondary key pair would then be used to hash the MS MAC address.  Then the hashed MAC address and MS public key would be signed by the private key, and sent to BS during transmission of RNG-REQ.  

When transmitting RNG-RSP, BS can further ensure confidentiality in either one of two ways.  One, would be for BS to transmit the hashed MAC address in RNG-RSP message.  It is then up to the SS/MS to verify the hashed MAC address upon receiving the RNG-RSP.  The other method would be for the BS to not indicate the hashed (or clear) SS/MS MAC address in the RNG-RSP.  The BS would then simply indicate status (Successful/Continue) via a simple flag and uniqueness of RNG-RSP message by transmitting frame # and frame opportunity(that original RNG-REQ was received on) to MS. 

[---------------------------------------------------End of Text Proposal--------------------------------------------------]
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