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1. Introduction

RSA cryptography generates keys by taking two large prime numbers.  The inherent security is in the difficultly of recovering this key via factorization of large integers.  It is generally accepted that RSA keys should be a minimum of 1024 bits.  Discrete logarithm cryptography (DLC) is another area of cryptography where security is provided by difficulty in solving logarithmic equations over large finite groups.  ECC is a subset of DLC, where the discrete logarithm solution over an equation (plane curve).  The elliptic curve equations can over finite groups on prime fields (Fp) or binary fields (F2m).  For prime fields, where p is a large/odd prime > 3, curves are of the form y2 = x3 + a*x + b.  For binary fields, the order of the field is a power of 2, the curves are of the form y2 + x*y = x3 + a*x2 + b.

ECC keys can be smaller than RSA keys, because it is believed that the solution to a discrete logarithm is fundamentally more complex than the factorization of large integers.  For example, the ECC key size equivalent of a 1024 bit RSA key is 160 bits [3].  Table 1 [6] and Table 2 [7] shows some (practical) performance data for ECC and RSA operations (ECDSA is the ECC equivalent of DSA).  The measurements were executed on 8bit Atmel Atmega128-series microcontrollers.

	Algorithm
	Signature
	Key Exchange

	
	
	
	
	

	RSA 1024
	304
	11.9
	15.4
	304

	ECDSA 160
	22.82
	45.09
	22.3
	22.3

	RSA 2048
	2302.7
	53.7
	57.2
	2302.7

	ECDSA 224
	61.54
	121.98
	60.4
	60.4


Table 1: Energy cost of digital signatures 

and key exchange computations (mJ)
	
	Operation Time [s]
	Speedup (ECC:RSA)

	RSA 1024
	10.99
	1

	ECC 160
	0.81
	13.6

	RSA 2048
	83.26
	1

	ECC 224
	2.19
	38


Table 2: Operation speedup 
Currently RSA-based authorization, or RSA + EAP authorization/authentication is supported in 802.16 networks [1].  The X.509 certificates have RSA encryption keys, between 1024 and 2048 bits.  We propose to add elliptic curve cryptography (ECC)-based authorization to the suite of security protocols in IEEE 802.16m.  This requires the use of ECC-based X.509 certificates that support key lengths of 160 - 224 bits.  The structure of the certificates will have to be adjusted to match ECC requirements, and a new CA capable of supporting X.509-based ECC certificates will have to be created [8].  The ECC authorization should be added to the cryptographic suite of protocols and should be the preferred method, while maintaining use of RSA authorization for legacy MS.

2. Text Proposal

[---------------------------------------------------Start of Text Proposal--------------------------------------------------]

12 Security

12.x Authorization, Authentication Procedures

12.x.x Authorization via ECC/RSA-based Authentication

Manufacturer installed X.509 certificates can be formed from either RSA or ECC keys and signatures.  For RSA-based authentication, the rest of the authorization/authentication and key-agreement process will follow the procedures used in the legacy system.  For ECC-based authentication, procedures will be amended to make use of some form of Elliptic Curve Diffie Hellman key-agreement.
12.y Cryptographic Methods

12.y.y Public-key encryption of AK & Digital Signatures

AKs in Auth Reply messages shall be either RSA or ECC public-key encrypted, using the SS’s public key.  RSA-based certificates will follow the structure as defined in legacy system.  

ECC will use curves over prime fields, where the order of the field is no less 160 bit prime and no greater than 224 bit prime.  Example curves are listed in Appendix J, Section J.5.1 thru J.5.3 in ANSI X9.63-2001.  These examples can be used, but it is recommended that when creating certificates manufacturers calculate their own base points.

[---------------------------------------------------End of Text Proposal--------------------------------------------------]
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