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Secure and Robust Multicast and Broadcast Services in 802.16m
1. Security Vulnerability in Multicast and Broadcast Service (MBS)
Broadcasted messages in IEEE 802.16e are encrypted symmetrically with a shared key. Every member in the group has the key and thus can decrypt the traffic. Also message authentication is based on the same shared key. This algorithm has a vulnerability as every group member, in addition to having the ability to decrypt and verify the broadcast messages, can also encrypt and authenticate messages as if they originate from the ‘real’ BS. 

Another aspect which is much more problematic is the distribution of the Group Traffic Encryption Keys (GTEKs) when the optional Multi- and Broadcast Rekeying Algorithm (MBRA) is used. To transfer a Group Traffic Encryption Key (GTEK) to all group members, it is broadcasted but encrypted with the Group Key Encryption Key (GKEK). Due to broadcasting, the GKEK must also be a shared key and every group member knows it. Thus an adversary group member can use it to generate valid encrypted and authenticated GTEK key update command messages and distribute its own GTEK.  
Every group member would establish the adversary’s key as the valid next GTEK. Subsequently all traffic sent by the ‘real’ BS can no longer be decrypted by any MS. From an MS’s point of view, only the traffic from the adversary is valid. To force MSs to establish the adversary’s key, there are several possibilities. If the implementation does not work properly, a new GTEK update command will simply overwrite the previous GTEK. Therefore, in order to succeed, an adversary MS just needs to send a GTEK update message after the BS has broadcasted a GTEK update message.

If the implementation follows the standard, the both the GTEK update commands sent by the ‘real’ BS and the adversary MS will be accepted by other members in the group. Thus, the adversary MS will not succeed that easily. In this case, in order to make sure that other groups members do accept the real BS’s GTEK update command, the adversary MS can send a forged key update message partially modifying the message previously sent by the real BS. Such an update will fail authentication and will result in rejection at the other group members. At this point, the adversary MS will send its own GTEK update command message which will certainly be accepted.

In a unicast connection, this different keying material at the MS would be detected as the BS cannot decrypt data sent by the MS. This will result in a TEK invalid message destined to the MS which subsequently refreshes its keying material. Since the MBS is only unidirectional, the BS cannot detect that MS has different GTEKs. 

2. Proposed Security Mechanism
A security mechanism is proposed that prevents distribution of forged key update command messages by an adversary in Multi- and Broadcast Service. For this purpose, broadcast key updates are avoided. The GTEKs are generated as part of hash chain. The property of the hash function ensures security of the key generation and distribution. The sender authentication is also done with a very low computational overhead. 
The proposed security mechanism has O (1) (i.e. constant) message overhead, low computing requirements both at the BS and the MSs. Although, the period without forward secrecy can be long, this can also be reduced by key regeneration as and when an MS enters the multicast group.
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