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Proposal for IEEE 802.16m Protected Management PDUs
1.1 Introduction and Motivation

While data MPDUs in [1] benefit from cryptographic assurances of privacy, integrity and replay protection through the AES-CCM link cipher, management PDUs get only integrity and replay protection on some PDUs. Privacy is not assured.

It is a consequence of the resistance to the birthday attack of the encrypted ICV in CCM mode, that for the same level of integrity protection its ICV may be half the length of the equivalent plaintext ICV encoded in the integrity tuples in management PDUs.
Accordingly the overhead for AES-CCM, the HMAC tuple and the CMAC tuple are as follows:

AES-CCM


: 12 bytes
CMAC Tuple


: 16 bytes

CMAC Tuple in MDHO
: 22 bytes

HMAC Tuple


: 24 bytes

The smaller size of the AES-CCM overhead is a result of the smaller encrypted ICV and there being no TLV overhead of type and length.

So, by applying the AES-CCM cipher to management PDUs, we can achieve both the addition of privacy for management PDUs and reduce the cryptographic overhead on PDU size by up to 12 bytes per management MPDU with the existing link cipher specifications.
1.2 Design considerations
1.3 Separation of PKM and non PKM Traffic
The reasons for not encrypting management PDUs in the 802.16 design include the chicken-and-egg problem of key installation race hazards, where the packets carrying the protocol that realizes keys are themselves enciphered using those same keys.
In [1], the key management protocols are carried over PKM management messages.

In the existing published specification [1], encryption on data PDUs is enabled or disabled strictly on a per-CID basis. The EC bit carries no useful information since the receiver must check in its own security association state to see if a particular connection should be enciphered. The EC bit cannot be relied on to convey this information since when EC=0 there is no integrity assurance on the PDU.
For protected management PDUs, it is proposed to permit the encryption of PDUs to be per-PDU. PKM messages and other messages that need to be in plaintext (E.G. initial ranging codes and downlink broadcast data) shall not be encrypted.

The receiver must look at the EC bit for management PDUs to determine if it is enciphered and process it accordingly. It must also verify that received plaintext management PDUs are of types that are permitted to be plaintext.
An alternative approach to allow separation of encrypted from non encrypted management PDUs is to set up parallel non-enciphered management connections with the enciphered management connections to carry non enciphered traffic. In [1] this would incur map overheap, but the station/flow encoding assumed for 802.16m mitigates this overhead. A per PDU flow-ID in 802.16m PDUs fits well and simply with this option. The determination of this choice is FFS, given the unresolved state of the PDU design work.
Note that in 802.16m there are other proposals (E.G. C802.16m-08/906r1) that differently encode the information in the EC bit. It is a requirement of this proposal that management PDUs can be sent both encrypted or non encrypted, but it is not a requirement that the signaling follow the EC bit convention in [1]. It is only a requirement that the receiver can distinguish between the two by some means.
1.4 Use of Existing Link Ciphers and Keys
While the 802.16 protocol is flexible enough to permit multiple sets of unicast TEKs between an SS and BS, there is no motivation to do so. This capability has utility only in multicast and MBS traffic.

In 802.16m it is proposed that the normal practice of there being only one unicast SA between an SS and BS  be made a mandatory requirement and so the TEKs within that SA can be used to protect both unicast data and unicast management PDUs between the SS and BS without ambiguity.
1.5 Backward compatibility considerations for MPP
If necessary, backward compatibility can be achieved by ensuring that management PDU protection (MPP) is negotiated during SBC for systems compliant with [1]. It should be made mandatory for 802.16m compliant systems.
The proposal makes use of the default unicast link cipher, presently AES-CCM, with the normal keying mechanisms in PKMv2. 802.16m may modify AES-CCM and/or PKM, E.G. there are proposals to reduce the size of the PN. In that case, it is the new link cipher and key management that would be used.  This proposal requires that there is not a special case link cipher for management PDUs, so that the normal data link cipher implementation may be used for both data PDU protection and MPP.
1.6 Proposed SDD text
Insert the following text into clause 3 - definitions
-------------------------------  Text Start  ---------------------------------------------------
MPP
Management PDU Protection

-------------------------------  Text End  ---------------------------------------------------
Insert the following text into Security sub-clause 12 of the SDD [2]:
-------------------------------  Text Start  ---------------------------------------------------
12.x IEEE 802.16m Management PDU Protection
IEEE 802.16m provides cryptographic assurances of the privacy, authenticity, integrity and replay resistance of management PDUs.

Management PDU Protection is enabled by default for authenticated 802.16m stations. 
When enabled non PKM, unicast management messages between an MS and BS shall be protected under the negotiated unicast link cipher (typically AES-CCM).
Management PDUs protected by MPP shall not contain an integrity TLV.
There shall be only a single unicast SA (Security Association) in 802.16m. The keys from that SA used to protect data PDUs shall also be used to protect management PDUs.

-------------------------------  Text End  ---------------------------------------------------
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