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Proposal for IEEE 802.16m generic MAC Management Message  
1. Introduction and Motivation
WiMAX has defined two L2 services that require network initiation. Carrying these services over L3 causes the network initiation to fail when they interact with a firewall that impedes L3 network initiated packets. The services currently defined by WiMAX that have this problem are location based services and OMA-DM OTA bootstrap and notification.

The problem can be avoided if the service is provided at layer two. However there is no extensible carrier for this class of service at layer 2.

Location based services are an important requirement for 16m. Assisted GPS is a key aspect of any location determination system. With GPS, the MS can position itself provided it has the satellite fixes. But many a times, the satellite fixes are not readily available (eg: cold start situation) and this can cause considerable latency in obtaining the MS location. One way to solve this problem is to provide GPS assistance data to the MS from the terrestrial 16m network via the 16m BS. The GPS assistance data may originate from an assistance server in the network, which is out of scope of the LBS specification.

Other specific instances of non-generic management pass through messages in 802.16 include the EAP_Transfer packet and the MOB-MIH-MSG packet that carries L2.5-esque protocols from M-SAP to M-SAP without further interpretation.

The purpose of this contribution is to provide a mechanism for notifications at the MAC layer. Notifications are messages pushed by the network to the MS in an unsolicited manner (aka network initiated). While notifications can be performed at IP or application layers, it is generally not a reliable approach to do so, since unsolicited messages at these layers will be blocked by firewalls running on the MS. Hence L2 notification is a more reliable approach since L2 is typically “below” the firewall and such L2 messages will not be intercepted by firewalls on the MS.

There is a security concern if we provide a generic pass through that it may be abused as a transport for L3 data. As such if any generic L2 pass through is defined, the services it may carry need to be strictly enumerated and other encodings (E.G. of a type byte indexing the service) must be rejected.

2. Proposal 

The proposal is to provide a generic MAC management message (L2_transfer) at the Layer2 that acts as a generic service carrier. 
 The L2-Transfer message carries generic L2 service protocols.

	Syntax
	Size
	Notes

	L2_Transfer() {
	
	

	  Management Message Type = xyz
	8 bits
	

	  Protocol Type
	8 bits
	

	  Length
	16 bits
	

	  Payload
	
	Contents depend on the protocol type

	  TLV Encoded Information
	Variable
	To carry the HMAC/CMAC Tuple

	}
	
	


Protocol Type Field

The Protocol Type field indicates the protocol that is carried in the payload field. If the protocol type field is of an unknown type, the message shall be discarded. The type field shall be chosen from table xxx below.
Table XXX --- L2-Transfer message protocol type field encodings.

	Protocol Type
	Meaning
	Notes

	0
	Reserved
	

	1
	Device provisioning bootstrap message to MS
	Payload Format for this message could be from OMA-DM, WiMAX Initial bootstrap [2]

	2
	GPS assistance delivery to MS
	Payload Format for this message could be from IETF HELD [3] or RRLP.

	3
	BS(es) geo-location unicast delivery to MS
	Payload Format from IEEE 802.16rev2 [1] 

	4
	802.21 MIH transfer
	Payload Format from IEEE 802.21 [4]

	5
	EAP transfer
	Payload Format from IETF

	6-255
	Reserved
	


Length Field

The length shall encode an integer equal to the length of the payload in octets.

Payload field

The payload field shall contain the protocol payload determined by the protocol type field.

TLV Encoded Information

The TLV Encoded Information field shall contain the HMAC/CMAC tuple, except when the message is carried on the broadcast management connection, where it shall not contain the HMAC/CMAC tuple.
3. Proposed Text for SDD
Insert the following text into Medium Access Control sub-layer sub-clause (i.e. Chapter 10 in [3]):
-------------------------------  Text Start  ---------------------------------------------------

802.16m provides a generic MAC management message at the L2 called L2_transfer that acts as a generic service carrier for various services including, but not limited to: Device provisioning bootstrap message to MS, GPS assistance delivery to MS, BS(es) geo-location unicast delivery to MS, 802.21 MIH transfer, EAP transfer
-------------------------------  Text End  ---------------------------------------------------

4. References
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[3] HTTP enabled location determination, IETF draft, Geopriv WG
[4] IEEE 802.21 specification
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