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Control Plane Signaling Protection for IEEE 802.16m
Gene Beck Hahn, Ki Seon Ryu and Ronny Yong Ho Kim
LG Electronics
1. Problem Definition
The IEEE 802.16 standard addresses the integrity and confidentiality aspects of data. The standard, however, does not treat the confidentiality issue of management messages. The use of MAC (Message Authentication Code) in legacy systems only proves the originator of messages and ensures integrity of the messages. If the confidentiality of management messages is not properly protected, the system may be compromised by unauthorized actions. Such disruptions can be caused by malicious attackers generating false information and impersonating legal equipments. For example, MOB_MSHO-REQ message is used by MS to request many information about HO operation mode, neighbor BS ID, HO authorization policy, CID and SAID, etc. Also, MOB_BSHO-REQ message is used by BS to send MS information about HO operation mode, neighbor BS ID, HO authorization policy, CID and SAID, etc. If those messages are opened to malicious attackers, the systems will be vulnerable to various attacks.
Similar works have been made by IEEE 802.11w since IEEE 802.11i only provides the protection of data frame. The goal of IEEE 802.11w is to provide a unified solution required to protect IEEE 802.11 management frames. The solution proposed by IEEE 802.11w uses the existing security mechanisms rather than designing new security schemes or new management frame formats.
As we can see on the works made by IEEE 802.11w, the necessity of confidentiality support over management messages has been proved. The threat is, again, disclosure of confidential information in management messages to unauthorized parties. In this contribution, we propose a method to protect MAC management messages for IEEE 802.16m systems. Our scheme utilizes the key hierarchies and ciphersuites defined in legacy IEEE 802.16 systems. That is, the confidentiality protection is applied to the management messages after the setup of TEK materials. Our scheme does not require mandatory application of confidentiality support over all management messages, result of which affects system efficiency while increasing the network overhead. By using the capability negotiation, MS and BS can know whether the selective confidentiality support is applied or not. If selective protection for MAC management messages is enabled, the negotiated ciphersuite can be used to encrypt the management messages.
2. IEEE 802.16m Control Plane Signaling Protection
As stated above, mandatory support of management message protection will degrade the system performance and network efficiency. Information needed for the selective protection of management messages is EC (Encryption Control) field in GMH (Generic MAC Header). EC bit in GMH indicates whether the corresponding payload shall be encrypted or not. Regardless of the type of flow ID, the setting of EC bit avoids the application of same SA (Security Association) to all payloads in the same flow ID.
Obviously, selective protection over management messages occurs after authorization is finished. It is infeasible to protect management messages prior to the setup of TEK. Thus, management messages prior to the authorization and key establishment phase cannot be protected. The MS and BS adopt the ciphersuites that are defined for IEEE 802.16 systems. In other words, the management messages are protected by the same ciphersuites and TEK as those used to protect data. The confidentiality support over management messages enhances the security features of legacy systems besides the use of MAC. 
The negotiation of whether confidentiality shall be selectively applied to management messages or not is made via the exchange of capability negotiation messages. The capability negotiation messages contain additional parameter to support confidentiality protection over management messages. The negotiation of selective support for confidentiality mode is also used via handoff related management messages.
Figure 1 shows the proposed method of management message protection. If the type of flow ID is transport, this procedure is not be applied. However, when the type of flow ID is management, the management messages sent within the same flow ID are selectively protected according to the type of messages. The management messages to which the encryption is selectively applied are determined among the management messages that shall contain CMAC tuple. Hence, the selective application of confidentiality protection can vary based on the type of management messages and the timing where the respective management messages are used.
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Figure 1: Procedure of management message protection

The information needed to indicate the protection level is contained in GMH. If the protection level means both confidentiality and integrity, encryption is selectively applied to management messages in addition to MAC. If the protection level only implies integrity, however, there are two options. In one case, only MAC is applied to the management messages. In another case, neither encryption nor MAC is applied to the management messages. In this way, the selective confidentiality support can protect against the disclosure of management messages. The proposed scheme improves the security sublayer of legacy 802.16 MAC by defining enhancements to the security of management messages.
Text Proposal for IEEE 802.16m SDD

============================= Start of Proposed Text =============================

12. Security 

12.2 Confidentiality Support

12.2.1 Management Message Protection
In IEEE 802.16m, the selective protection over MAC management messages is required. For doing this, the management messages are classified based on whether CMAC tuple is contained within the management messages or not. For example, the management messages requiring confidentiality and integrity are MOB_BSHO-REQ/RSP, MOB_MSHO-REQ and MOB_HO-IND. Also, the management messages requiring only integrity are RES-CMD, TFTP-CPLT and MOB_MIH-MSG. The application of selective confidentiality protection varies based on the type of management messages and timing where the management messages are used. Figure 1 depicts the proposed procedure of management message protection. If the type of flow ID is transport, this procedure is not be applied. However, in case the type of flow ID is management, the management messages sent within the same flow ID are selectively protected according to the type of messages. 
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Figure 1: Procedure of management message protection

The information needed to indicate the protection level is contained in GMH. If the protection level requires both confidentiality and integrity, encryption is selectively applied to management messages in addition to MAC. If the protection level only implies integrity, however, there are two options. In one case, only MAC is applied to the management messages. In another case, neither encryption nor MAC is applied to the management messages. In this way, the selective confidentiality support can protect against the disclosure of management messages. The proposed scheme improves the security sublayer of legacy 802.16 MAC by defining enhancements to the security of management messages. It is expected that the proposed method introduces marginal increment to the costs while offering the selective protection over management messages. However, the costs don’t represent originating costs compared to the existing protection method of management messages.
============================= End of Proposed Text =============================
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