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1. Problem Definition
The threat to location privacy is made from active or passive attacks to compromise the MS (Mobile Station) MAC address. There are few ongoing works to offer strong level of user identity and location confidentiality. Ideally, the user identity and location information shall be protected against various types of attacks. There have been many works illustrating the necessity of location privacy support in wireless networks [3][4][5][6]. When the location privacy is not supported, attackers can find where a user is, and can further use this information to track the user. This is because a user’s communications can be easily correlated in case all communications come from the same address and the address can be used to trace user’s movements. Currently, there are few safeguards on location privacy although location-based services are emerging as the future killer applications in wireless devices. The wireless privacy protection act of 2003, currently under consideration by US congress, proposes to revise the communications act of 1934, “To require customer consent to the provisions of wireless call location information.” 
In legacy IEEE 802.16 systems, MAC address is a globally unique value for each IEEE 802.16-based device. In many situations, MAC address is treated as a means for authentication or as an identifier to grant a varying level of network privilege to a user. That is, MAC address of a user is matched to the authentication credentials and network permits the communication depending on a list of authorized MAC addresses [1]. Hence, the location of a user can be easily inferred from fixed MAC address. 
According to IEEE 802.16m SRD, IEEE 802.16m shall include a security function which provides the necessary means to achieve the protection and confidentiality of user-generated and user-related data (e.g., location privacy, user identity). In IEEE 802.16 systems, MS MAC address (i.e., user identity) is sent from MSs to BS in an unprotected way (during initial ranging), result of which violates security aspects of IEEE 802.16m SRD. Hence, low cost solution to protect the user and identity location in the legacy IEEE 802.116 systems shall be proposed [2].
2. IEEE 802.16m ID Management using Temporary Station Identifier
During initial ranging, BS allocates new temporary station identifier that can be used instead of MS MAC address. This can avoid the compromise of MS MAC address sent through air interface while minimizing network overhead incurred from the use of temporary station identifier. For doing this, network shall store the mapping of temporary station identifier and flow ID prior to the initiation of authorization phase. During authorization phase, the encrypted MS MAC address is used instead of temporary station ID. To identify MS, the further management messages are exchanged between MS and BS by using the permanent station identifier to identify MS after the authorization is completed.
Figure 1 depicts the allocation of temporary station identifier to MS during initial ranging. As we can see, BS uses temporary station identifier instead of MS MAC address to allocate resources to MS. The lightweight allocation procedure of temporary station ID meets the requirements of 802.16m SRD with regard to location privacy. By using the temporary station ID, MS MAC address is not revealed via air interface and thus can be protected.
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Figure 1: Network Entry Procedure to Support MS Location Privacy in IEEE 802.16m
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Figure 1: Network Entry Procedure to Support MS Location Privacy in IEEE 802.16m
For location privacy support, the temporary station ID is utilized instead of MS MAC address for initial network entry till the permanent station ID is allocated. The temporary station ID is assigned to MS by BS during initial ranging. Figure 1 shows allocation of temporary station ID to MS. This will avoid the compromise of MS MAC address sent via air interface while minimizing network overhead incurred from the use of temporary station ID. For doing this, BS manages the mapping of temporary station ID and flow ID prior to the initiation of authorization phase. Before the authorization, BS uses temporary station ID to allocate resources to MS. During and after the authorization phase, encrypted MS MAC address sent from MS to BS. BS assigns permanent station ID immediately after it receives encrypted MAC address from MS. To allocate resources to MS, BS then utilizes permanent station ID. Through the use of such temporary station ID, identity privacy is ensured during initial ranging. The lightweight assignment procedure of temporary station ID meets the requirements of IEEE 802.16m SRD regarding location privacy. 
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