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1. Problem Definition
According to 802.16m SRD, 802.16m shall include security functions for enhanced key management and the impact of security procedures on the performance of system functions shall be minimized [2]. 
In legacy systems, 2 bit EKS is included in GMH to identify the index of TEK and IV (Initialization Vector). This is to identify more than two sets of TEK materials. However, MS and BS maintain just two sets of active TEKs per SAID, corresponding two successive generations of keying material. The two generations of TEKs shall have overlapping lifetimes. Each TEK becomes active halfway through the lifetime of its predecessor and expires halfway through the lifetime of its successor. Once a TEK’s lifetime expires, the TEK becomes inactive and shall no longer be used. 
In the legacy system, 2 bit EKS is only useful in case the packet encrypted using old key (TEK 1) is arrived at a BS after updating new TEK materials (TEK2, TEK3) at BS. However, it will never happen that the packet encrypted using TEK1 arrives after TEK1 lifetime at BS is expired. This stems from the fact that TEK1 grace time is very long (e.g., in legacy system, minimum (5 min), default (1 hour), max (3.5 days)). Hence, 1 bit EKS is enough to identify two active sets of TEK materials [1]. 
2. Use of 1 bit EKS field
Figure 1 shows the flow of TEK management at AMS and ABS. The right-hand side illustrates the BS’s management of an SA’s TEKs and the left-hand side presents the MS’s management of an SA’s TEK respectively. The key reply messages sent by BS contain TEK parameters for the two active TEKs. As we can see in figure 1, TEK grace time is activated before the current TEK is expired and new TEK is updated. That is, through operation of MS’s TEK state machines, MS shall request a new set of TEK material a configurable amount of time, the TEK grace time, before the MS’s latest TEK is scheduled to expire. 

In detail, during the TEK 1 active time, the TEK 1 grace time starts immediately when a new TEK request message is sent from MS to BS. When MS receives the updated keying materials, i.e., the TEK 1, TEK 2 pairs through key reply message, it uses TEK 2. However, in this point, the TEK 1 grace time is not expired. When BS transmits the key reply containing TEK 1, TEK 2 pairs, the TEK 2 is already activated and TEK 1 is no longer used at BS. That is, the active lifetime of TEK 1 is already expired. On the MS side, the active lifetime of TEK 0 is already expired long before key request message for TEK 2 is sent to BS. Hence, both MS and BS can maintain maximally two sets of active TEK materials. 
Since the TEK grace time is very long, it will never happen that MS and BS shall manage three sets of TEK due to HARQ retransmission. That is, after new TEKs (TEK 1, TEK 2) are updated at BS, the packet encrypted using TEK 0 will not be transmitted to BS. Hence, 1 bit is enough to identify the two active sets of TEK materials in 802.16m.
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Figure 1: TEK Management in ABS and AMS
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============================= Start of Proposed Text =============================

10.6.3.3 Key Usage  
The TEK usage does not differ from ‘Reference System’.

In encryption, used KEY_COUNT shall be identified by the receiver (AMS or ABS). EKS field carries the 2-bit 1-bit key sequence of associated TEK. Alternative EKS design and usage is FFS.

============================= End of Proposed Text =============================






























































































  


