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AMS Location Privacy in IEEE 802.16m
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LG Electronics
1. Introduction
The MAC address is a globally unique value for 802.16-based devices. In general, MAC address is treated as a means for authentication or for granting the varying level of network privileges to AMSs. That is, MAC address is matched to authentication credentials and network permits communication based on a list of MAC addresses [1][2]. However, MAC address (AMS ID) is transmitted in the clear during initial ranging. In reference system, there is no explicit mans by which the identity or location of AMS is protected. Hence, the identity or location information of AMS is easily inferred from fixed MAC address, result of which violates the security aspects of 802.16m SRD. According to the 802.16m SDD, the detailed method for location privacy support remains FFS. Therefore, the low cost solution to protect the identity or location of AMS in 802.16m shall be proposed [2]. How to protect the MAC address in initial ranging needs more study. However, the mapping between AMS MAC address and station ID shall be solved. This is because by monitoring ranging procedures, an intruder can obtain the mapping between MAC address and station ID, based on which performs specific attack to that specific user.
In order to solve the problem above, Temporary Station Identifier (STID) is assigned during initial ranging process. The detailed procedure is illustrated in Figure 1. During initial ranging, AMS sends a ranging code to ABS. Also, AMS sends a RNG-REQ to identify itself to BS. The protection of MAC address within RNG-REQ needs further study. The BS then assigns a temporary STID via RNG-RSP. This avoids the compromise of mapping between AMS MAC address and STID while minimizing the overhead incurred from the use of temporary STID. For doing this, ABS keeps the mapping of STID and temporary STID. After being assigned, the temporary STID is used for the subsequent network entry procedures until the STID is allocated. The temporary STID is then released and normal STID is used for all remaining transactions. 
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Figure 1: Initial Ranging Procedure to Support AMS Location Privacy in IEEE 802.16m
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10.6.2 Authentication and Authorization Protocol
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Figure 1: Initial Ranging Procedure to Support AMS Location Privacy in IEEE 802.16m
Figure 1 presents the assignment of temporary station ID to MS during initial ranging. This avoids the compromise of mapping between AMS MAC address and station ID while minimizing overhead incurred from using temporary station ID. The temporary station ID is then used for the subsequent network entry procedures until station ID is assigned. During authorization, ABS assigns a station ID to AMS. The temporary station ID is released immediately after station ID is allocated, and the station ID is used for all remaining transactions. By using such temporary station ID, AMS is guaranteed to be given the location privacy in 802.16m. The lightweight assignment of temporary station ID meets the requirements of 16m SRD regarding location privacy. 
============================= End of Proposed Text =============================
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