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1  Introduction

This contribution proposes changes for the section “10.6 Security” in IEEE 802.16m System Description Document [1]. 
This contribution proposes editorial changes to figures 18 and 19 in section 10.6.3.2.

- Figure 18: In SDD text term ‘key agreement’ is used, but figure 18 uses 3-way exchange. Figure term is changed to key agreement to align with text.

- Figure 19: TEK derivation is missing from BS side. ‘Local CMAC derivation’ is changed to ‘Local CMAC & TEK derivation’ 
Also clarification is added that if the Security Association (SA) is used for the management connections, then the KEY_COUNT parameter of the SA is used for both CMAC and TEK derivation. So SA will have only one shared KEY_COUNT parameter. This sharing of the KEY_COUNT is needed due selective protection for the management messages (TEK and CMAC key updates shall be synchronized).
If the SA is used only for transport connections, then the KEY_COUNT parameter of the SA is used only for TEK derivation.

2  Proposed Changes to SDD
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
10.6.3.1 Key Derivation

…

TEK is derived at AMS and ABS by feeding identity parameters into a key derivation function. Parameters such as AK, Security Association ID (SAID), NONCE, KEY_COUNT, BSID, AMS MAC address can be used. NONCE is generated by ABS and distributed to AMS. If more than one TEK is to be created for an SA, separate KEY_COUNTs are maintained for each TEK.

The CMAC key is derived locally by using the AK, the KEY_COUNT and SAID of SA concerned with control plane/management signaling, as well as other identity parameters.

The KEY_COUNT parameter of the SA, which is mapped to management connections, is shared between the CMAC and the TEK derivation.
…

10.6.3.2 Key Exchange

…
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Figure 18 Initial or Re-authentication - Key Derivation and Exchange
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Figure 19 Key Update Procedure
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
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Note! CMAC and TEK shall always updated at the same time if they shares the same KEY_COUNT parameter



