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Subheader and Security Extended Headers
Sungcheol Chang and Chulsik Yoon
ETRI

Introduction
The 16m SDD describes MAC header formats for Generic MAC Header (GMH) and Extended Header. GMH has been designed to be simple and its size is 2 bytes. There were several contributions for fragmentation and packing function in the past few 802.16m meetings. However, MAC headers for transmission and retransmission do not have been actively discussed, and hence, this contribution proposes header information required for fragmentation/packing and retransmission functions.
Fragmentation and Packing
The 16m SDD designates fragmentation and packing extended header following general format of extended header. The extended header consists of Last(1), Type(TBD), Contents(TBD, dependent on Type) and it is used to transmit traffic data. However, the extended header contains redundant information such as Last(1) and Type (TBD) since the both should appear in every MAC PDU. In order to remove the redundancy, this contribution proposes a new subheader residing between extended headers and data payload, i.e., a series of SDUs/SDU fragments. The subheader has concatenation information for the series of SDUs/SDU fragments constituting data traffic. Figure 1 shows the format of the subheader for first transmission. In the figure, Num = n indicates (n+1) SDUs/SDU fragments are concatenated in a payload. LFC (Last Fragmentation Control) indicates the fragmentation state of the last SDU/SDU fragment. This LFC field enables an SDU fragment to be in the last position of a payload. A MAC PDU can have at most a single subheader.
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Figure 1 Subheader format for first transmission

Figure 2 shows an example of PDU constructions and subheaders for them. In this figure, 4 SDUs are mapped to 5 MAC PDUs. FSN (Fragmentation Sequence Number) increases by one. In the MAC PDU of FSN=x+3, the variable part exists in the subheader because Num=2. LFC(=first fragmentation) indicates that the last in the MAC PDU is SDU fragment.
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Figure 2 An example of PDU constructions
Error and Retransmission with rearrangement
When transmission of a MAC PDU fails at first transmission, retransmission with rearrangement is required to optimize the resource utilization. In this case, the fixed size ARQ block is used for the retransmission. The retransmitted data identified by FSN can be fragmented into several fragments in the unit of fixed size ARQ block. The subheader for retransmission requires retransmission information of the fragments. The subheader format for retransmission shown in Figure 3 includes Retx FC (Fragmentation Control) and Retx BSN (Block Sequence Number). Retx FC indicates the fragmentation state of the rearranged data and Retx BSN indicates sequence number of the first ARQ block of the rearranged data.
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 Figure 3 Subheader format for retransmission
Figure 4 shows an example of retransmission with rearrangement for FSN=x+3 as the case of Figure 2. The retransmitted data includes a subheader used for first transmission because the subheader contains concatenation information of SDUs/SDU fragments. After the failure of the first transmission, the retransmitted data is fragmented into three MAC PDUs. PKT-S1 is fragmented into two MAC PDUs after the transmission failure. At the receiver PKT-T1, PKT-T2, PKT-S2, and PKT-S3 are reassembled into the first transmitted data. Retx BSN indicates sequence number of ARQ blocks in the data of FSN=x+3.
[image: image4.emf]Subhea

der

FSN = x + 3

FC = Last Fragmentation

Num = 2

LFC = First Fragmentation

First 

Transmission

A blocksB blocksC blocks

GMH 

and 

Subhea

der

GMH 

and 

Subhea

der

GMH 

and 

Subhea

der

Second 

Transmission

Subhea

der

FSN = x + 3

Retx FC = Continuing 

fragmentation

Retx BSN = A

FSN = x + 3

Retx FC = First fragmentation

Retx BSN = 0

FSN = x + 3

Retx FC = Last fragmentation

Retx BSN = A + B

Third 

Transmission

GMH 

and 

Subhea

der

a blocks

Subhea

der

a blocks

FSN = x + 3

Retx FC = First fragmentation

Retx BSN = 0

GMH 

and 

Subhea

der

FSN = x + 3

Retx FC = Continuing fragmentation

Retx BSN = a

GM

H

PKT-S1

PKT-S2

PKT-S3

PKT-T1

PKT-T2


Figure 4 An example of retransmissions with rearrangement for FSN=x+3 in Figure 2
Extended Header for Security
Security information is required prior to an encrypted text. This contribution proposes that two extended headers contain security information including PN(Packet Number) and EKS(Encryption Key Sequence). The one is PDU security extended header that the encrypted text is determined from the length field of GMH. Its encrypted text is limited in MAC PDU. The other is burst security extended header, which has the security information and length information. The length field contains the length of encrypted text, which can span over multiple MAC PDUs within a burst. When the receiver receives a burst security extended header, it decodes the encrypted text indicated by the length information in the extended header, and then, continues to parse the plain text.
Figure 5 shows usages of PDU security extended header and burst security extended header. The burst security extended header has security information of the encrypted text over two MAC PDUs. A burst security encryption header is enough to encrypt a burst of a security association.
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Figure 5 PDU Security EH and Burst Security EH
Proposed Text
[Add new section after 10.12.2]
10.12.2.x  PDU security extended header
PDU security extended header contains security information including PN, EKS, etc. The following plaintext within a PDU is encrypted. The format of PDU security extended header is FFS.
10.12.2.x  Burst security extended header
Burst security extended header contains security information including PN, EKS, length, etc. The following plaintext within a burst is encrypted. The format of burst security extended header is FFS.

[Remove the section 10.12.2.1]
10.12.2.1  Fragmentation and packing extended header

Fragmentation and packing extended header format is FFS.
[Add new section after 10.12.2]
10.12.3  Subheader

The inclusion of subheader is indicated implicitly if the length of the payload is longer than the total length of Extended Headers. A payload includes a subheader consisting of a fixed part and a variable part. The subheader format is shown in Figure xx.
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Figure xx Subheader format with fixed and variable parts for first transmission
· RI (Retransmission Indication): Indicates the first transmission of the payload if RI = 0 and the retransmission of the payload if RI = 1.

· FSN (Fragmentation Sequence Number): Indicates fragmentation sequence number of a series of SDUs/SDU fragments. 
· FC (Fragmentation Control): Indicates the fragmentation state of the first SDU/SDU fragment:
00: No fragmentation

01: Last fragmentation

10: First fragmentation

11: Continuing (middle) fragmentation.

· Num: Indicates the number of SDUs/SDU fragments. A SDU fragment can be only in the first or last one.

· LFC (Last Fragmentation Control): Indicate the fragmentation state of the last SDU/SDU fragment:
0: No fragmentation

1: First fragmentation

· Length k: Indicates the length of the k-th SDU/SDU fragment. The length of the last SDU/SDU fragment is calculated from the length field in GMH and 
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· Reserved: Padding to byte.
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Figure yy Subheader format for retransmission

· Retx FC (Retransmission Fragmentation Control): Indicates the fragmentation state of the retransmitted series of SDUs/SDU fragments.
· Retx BSN (Retransmission Block Sequence Number): Indicates sequence number of the first ARQ block of first SDU/SDU fragment, where the sequence number is counted within the first transmitted series of SDUs/SDU fragments identified by the FSN field.
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