                                                     IEEE C80216m-09_0864r1

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Proposed AWD Text for AMS Privacy

	Date Submitted
	2009-04-27

	Source(s)
	Chengyan Feng
ZTE Corporation

	E-mail: feng.chengyan@zte.com.cn

	Re:
	IEEE 802.16m-09/0020. ”Call for Comments and Contributions on Project 802.16m Amendment Working Document”
Category:AWD/Area: Chapter 15.2.3 (Security)
Target topic: AMS Privacy

	Abstract
	This contribution proposes the texts for AMS privacy section to be included in the 802.16m amendment.

	Purpose
	To be discussed and adopted by TGm for the IEEE 802.16m amendment

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


AMS Privacy
Chengyan Feng
ZTE Corporation
1. Introduction
In this contribution, we propose the detailed AMS Privacy texts to Amendment Working Document(AWD). The text proposal is based on the current 802.16m SDD (80216m-08_003r8).
2. Text Proposal

======================== Start of Proposed Text =====================
15.2.3.6 AMS Privacy
AMS Privacy is achieved by protecting the mapping between the STID and the AMS MAC Address. In order to get the purpose, two types of STIDs are defined to an AMS during network entry - temporary STID (TSTID) and (normal) STID. A TSTID is assigned during initial ranging process, and is used until the STID is allocated. The STID is assigned during registration process after the successful authentication/ authorization, and is encrypted during transmission. The TSTID is released after STID is assigned. The STID is used for all the remaining transactions.
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Figure 1 Network Entry Procedure

The ABS assigns a STID to the AMS after the successful (re)authentication/(re)authorization, and then transmitted to the AMS in REG-RSP message. The REG messages should be encrypted if the management messages confidentiality protection is activated during SBC procedure. Otherwise, if the management messages confidentiality protection is not activated during SBC procedure, STID should be encrypted by KEK or TEK individually.

when HO, in order to fasten the HO procedure, STID should be sent in AAI_HO_CMD message during the HO preparation phase. When AMS re-entry from Idle mode, the ABS transmits the updated STID in RNG-RSP message. If the selective confidentiality protection is applied to the above two messages carrying STID, each meassage should be encrtyped; if not, the STID itself should be encrypted by KEK or TEK. 
============================== End of Proposed Text ===============
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