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Secure parameter allocation for AMS during idle mode entry
Chun-Yen Hsu, Kanchei(Ken) Loa, Chiu-Wen Chen, Youn-Tai Lee
Institute for Information Industry (III)
Introduction
This contribution provides a parameter allocation scheme for idle mode parameters that can facilitate privacy for idle mode AMSs.
During idle mode entry, ABS will signal the AMS idle mode parameters include paging cycle, paging offset, paging group ID and paging interval length. These parameters are transmitted using plain text over the air interface and can be overheard easily. To facilitate privacy, an ABS can transmit initial idle mode parameters instead of final idle mode parameters to the AMS. Having received the initial idle mode parameters, the AMS determines the final idle mode parameters accordingly. In this way, privacy can be maintained.

Detailed descriptions of the proposed scheme are provided in the next section.

Proposed scheme

Please see Figure 1 for reference. For an AMS that is going to enter idle mode, the paging controller determines the final idle mode parameters for the AMS. The final idle mode parameters are used for the paging controller to page the AMS during idle mode. The paging controller then generates the initial idle mode parameters as follows.
Paging cycleinitial <= fn(Paging cyclefinal)

Paging offsetinitial <= fn(Paging offsetfinal)

Paging group IDinitial <= fn(Paging group IDfinal)

Paging interval lengthinitial <= fn(Paging interval lengthfinal)
where fn(x) = (x + offset) mod (the space of x).

The offset is calculated as follow. 

offset = MSB16[AESCMAC_KEY_D(AMS’s MAC address)]. 

In the calculation of the offset, the AMS’s CMAC_KEY_D is treated as the Cipher Key of the Advanced Encryption Standard (AES) algorithm AES128 (FIPS197). The AMS’s MAC address is treated as the Input Block Plain Text of The AES128 algorithm. To prevent from long computation time, only the 16 MSBs are taken as the offset value.
In the above equations, since AMS’s CMAC_KEY_D is known only by the AMS and the trustable network, using the CMAC_KEY_D as an input to the calculation of the final parameters can ensure AMS’s privacy. Note that the offset value is updated each time the AMS’s CMAC_KEY_D is updated.
After the initial idle mode parameters are derived, the paging controller transmits the initial idle mode parameters to the AMS through the air interface. Having received the initial idle mode parameters, the AMS derives the final idle mode parameters as follows.
Paging cyclefinal <= fn-1(Paging cycleinitial)

Paging offsetfinal <= fn-1(Paging offsetinitial)

Paging group IDfinal <= fn-1(Paging group IDinitial)

Paging interval lengthfinal <= fn-1(Paging interval lengthinitial)
where fn-1(x) = 
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After the AMS enters idle mode, the final idle mode parameters are used to for the network to page the AMS.
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Figure 1. Secure parameter allocation scheme.
Proposed Text
[insert the following text to 15.2.x.1]
For an AMS that is going to enter idle mode, the paging controller determines the final idle mode parameters for the AMS. The paging controller then generates the initial idle mode parameters as follows.

Paging cycleinitial <= fn(Paging cyclefinal),

Paging offsetinitial <= fn(Paging offsetfinal),

Paging group IDinitial <= fn(Paging group IDfinal),

Paging interval lengthinitial <= fn(Paging interval lengthfinal),

where fn(x) = [x + offset] mod (the space of x). 
The offset is calculated as follow. 

offset = MSB16[AESCMAC_KEY_D(AMS’s MAC address)]. 

In the calculation of the offset, the AMS’s CMAC_KEY_D is treated as the Cipher Key of the Advanced Encryption Standard (AES) algorithm AES128 (FIPS197). The AMS’s MAC address is treated as the Input Block Plain Text of The AES128 algorithm.
Then the paging controller transmits the initial idle mode parameters to the AMS through the air interface. Having received the initial idle mode parameters, the AMS derives the final idle mode parameters as follows.

Paging cyclefinal <= fn-1(Paging cycleinitial),

Paging offsetfinal <= fn-1(Paging offsetinitial),

Paging group IDfinal <= fn-1(Paging group IDinitial),

Paging interval lengthfinal <= fn-1(Paging interval lengthinitial),
where fn-1(x) = 
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The network shall page the AMS using the final idle mode parameters.
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