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1 Introduction
This contribution proposed the structure of the security chapter for the WirelessMAN-OFDMA Advanced System, AAI (IEEE 802.16m) amendment and content for the main Advanced System security topics.
References to IEEE 802.16 chapter 7 (Security) and other chapters would be used in the Advanced System amendment when applicable. 

Only chapter 5 is actual text proposal for the amendment. Other chapters provide additional explanations and supporting material. 

2 Security amendment structure
Below shows proposed section structure for the security amendment section.

15.2.x Security

15.2.x.1 Security architecture

15.2.x.2 Authentication

15.2.x.2.1 EAP authentication

15.2.x.2.2 Key agreement

15.2.x.2.3 Authentication state machine

15.2.x.2.3.1 States

15.2.x.2.3.2 Messages

15.2.x.2.3.3 Events

15.2.x.2.3.4 Parameters

15.2.x.2.3.5 Actions

15.2.x.3 Key management protocol version 3

15.2.x.3.1 Key maintenance and exchange

15.2.x.3.1.1 Initial network entry

15.2.x.3.1.2 Network re-entry

15.2.x.3.1.3 Re-Authentication

15.2.x.3.1.4 Key Update

15.2.x.3.2 Key derivation

15.2.x.3.2.1 AK derivation

15.2.x.3.2.2 CMAC derivation

15.2.x.3.2.3 TEK derivation

15.2.x.3.2.4 Key hierarchy

15.2.x.3.3 Key usage

15.2.x.3.3.1 AK usage

15.2.x.3.3.2 TEK usage
15.2.x.3.3.3 CMAC key usage

15.2.x.3.3.4 Key Lifetime

15.2.x.3.4 Key state machine

15.2.x.4 Security association
15.2.x.5 Security context

15.2.x.5.1 AK context
15.2.x.5.2 PMK context
15.2.x.6 Security context and SA maintenance
15.2.x.6.1 PMK and AK switching

15.2.x.7 Cryptographic methods

15.2.x.7.1 Encryption methods

15.2.x.7.1.1 AES in CCM mode

15.2.x.7.1.2 AES in CTR mode

15.2.x.8 Control plane signaling protection

15.2.x.8.1 Management message protection

15.2.x.9 AMS privacy

3 Network re-entry optimizations
Network re-entry or handover optimizations have significant impact to security design, e.g. to the authentication or key state machines.

In 802.16e/Rev2 parameter ‘Handover Process Optimization’ is used for network re-entry optimizations; both idle mode re-entry and handover.

This parameter name is a bit misleading because it may used also in other scenarios than just handover, thus it is proposed to rename parameter to more generic ‘Network Re-entry Optimization’. The content of this parameter shall be different compared to .16e/Rev2 because the Advanced System has different key handling (local derivation and Nonce exchange). Also there may be major differences in re-entry phases, for example Advanced System has the following phases:

- Capability negotiation for security parameters are made within ‘pre-authentication capability negotiation’, which includes capabilities needed for performing authentication phase. This pre-authentication capability negotiation may be executed during ranging (RNG-REQ/RSP).
- Capability negotiations made after authentication is made only within one step i.e. registration step (REG-REQ/RSP).

So basic capability negotiation (SBC-REQ/RSP) used in 802.16e may be merged to ranging (RNG-REQ/RSP) and registration (REG-REQ/RSP) 
Additionally, due local derivation, there is no need for separate key agreement (3-way handshake) and key exchange procedures during initial network entry (initial authentication) or re-authentication. Nonce needed for local derivation can simply transferred already in key agreement phase, because Nonce is not needed to be secure.

Chapter ‎6 proposes details for ‘Network Re-entry Optimization’ parameter. These assumptions are used e.g. in key agreement section 15.2.x.2.2 of proposed amendment text. 
4 Key lifetime handling

This contribution proposes simplified key lifetime handling. 

In practice there is no need for different key lifetimes between SAs. And also if key update would be done at the same time for all SAs it would reduce overhead. 
Thus this contribution suggests that key lifetime is common PKM configuration parameter and shared between all SAs. This would simplify AMS and ABS operation because only one timer for key refresh is needed maintain. 

Additionally, if TEK / CMAC key lifetime is reseted during network re-entry and re-authentication, then unnecessary key update procedures can be avoided. Both new CMAC keys and TEKs would be anyway derived in those operations. Also after handover target ABS does not need to know remaining TEK lifetime, because timer is restarted. Thus remaining lifetime is not needed to exchange between serving and target ABS.

5 Proposal for security amendment text
##########################################################################################
15.2.x Security
The security functions provide subscribers with privacy, authentication, and confidentiality across the WirelessMAN-OFDMA Advanced System (AAI) network by applying cryptographic transforms to MAC PDUs transmitted between an AMS and an ABS. 

This section defines security methods used for the AAI.
AAI security methods shall be used when the AMS operates in the MZone of mixed mode ABS or ABS supports only the AAI mode.  The Reference System security methods shall be used when the AMS operates in the LZone of the mixed mode ABS or the AMS is connected to the YBS. Transition mechanisms between the AAI and Reference System security methods are described in section xxx 
<Editors Note: These transitions mechanisms could be defined either in handover or security sections>   
15.2.x.1 Security architecture
The security architecture of the AAI consists of the following functional entities; the AMS, the ABS, and the Authenticator.

Figure X1 describes the protocol architecture of security services.
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Figure X1: Functional Blocks of AAI Security Architecture

The security architecture is divided into two logical entities:

· Security management entity

· Encryption and integrity entity

 Security management entity functions includes :

· Overall security management and control

· EAP encapsulation/decapsulation for authentication - see xxx
· Privacy Key Management (PKM) control (e.g. key generation/derivation/distribution, key state management);  AAI uses PKM version 3 (PKMv3) - see xxx
· Authentication and Security Association (SA) control - authentication is described in xxx and SA control in xxx
· Location privacy - see xxx

Encryption and integrity protection entity functions include:

· Transport data encryption/authentication processing

· Management message authentication processing

· Management message confidentiality protection


15.2.x.2 Authentication
Pairwise mutual authentication of user and device identities takes place between the AMS, the ABS and the Authenticator entities. 
Authentication is executed during initial network entry after pre-authentication capability negotiation. Security capabilities, policies etc. are negotiated in this pre-authentication capability negotiation.

Re-authentication should be made before lifetime of authentication materials/credentials expires. Data transmission may continue during re-authentication process, by providing AMS with two sets of authentication/keying material with overlapping lifetimes. Authentication procedure is controlled by authentication state machine, which defines allowed operations in specific states. 

The authentication procedure is consisted of the following phases:

1) EAP authentication

2) Key agreement
15.2.x.2.1 EAP authentication
EAP based authentication is made between the AMS and the Authenticator entities. The ABS transparently forwards EAP authentication messages between the AMS and the Authenticator. The PKM protocol is used to convey EAP authentication messages between the AMS and the ABS.

EAP authentication is defined in more detail in section 7.1.3.2

15.2.x.2.2 Key agreement

Key agreement procedure is executed between the AMS and the ABS after EAP authentication.

Key agreement procedure is mandatory during initial network entry and re-authentication, but optional in network re-entry or handover depending on the network re-entry optimizations, see sections 15.2.x.3.1.2 and 15.2.x.3.1.4  
The PKMv3 key agreement sequence proceeds as follows: 
a) During initial network entry or re-authentication, the ABS shall send PKMv3 SA-TEK-Challenge (including a random number BS_Random) to the AMS after protecting it with the CMAC Tuple. If the ABS does not receive PKMv3 SA-TEK-Request from the AMS within SAChallengeTimer, it shall resend the previous PKMv3 SA-TEK-Challenge up to SAChallengeMaxResends times. If the ABS reaches its maximum number of resends, it shall initiate another full authentication or drop the AMS. If AMS is in the midst of an EAP exchange and awaiting notification of completion of the exchange through PKMv3 EAP Transfer with EAP-Success, and the AMS instead receives SA-TEK-Challenge signed with a CMAC Tuple derived from the new key material then the AMS shall first treat the SA-TEK-Challenge as receipt of PKMv3 EAP Transfer with EAP-Success. Then the AMS shall process the SA-TEK-Challenge as if it had received the message after normally receiving the preceding PKMv3 EAP Transfer with EAP-Success

<Editor’s Note: Above paragraph does not really relate to key agreement procedure>. 
b) The AMS shall send PKMv3 SA-TEK-Request to the ABS after protecting it with the CMAC Tuple. If the AMS does not receive PKMv3 SA-TEK-Response from the BS within SATEKTimer, it shall resend the request. The AMS may resend the PKMv3 SA-TEK-Request up to SATEKRequestMaxResends times. If the AMS reaches its maximum number of resends, it shall initiate another full authentication or attempt to connect to another ABS. The AMS shall include, through the Security Negotiation Parameters attribute, the security capabilities during the pre-authentication capabilities negotiation. 
Upon receipt of PKMv3 SA-TEK-Request, the ABS shall verify the CMAC Tuple. If the CMAC Tuple is invalid, the ABS shall ignore the message. Then the ABS shall confirm that the supplied AKID refers to an AK that it has available. If the AKID is unrecognized, the ABS shall ignore the message. 
The ABS shall verify that the BS_Random in the SA-TEK-Request matches the value provided by the ABS in the SA-TEK-Challenge message. If the BS_Random value does not match, the ABS shall ignore the message. In case of initial network entry, the ABS shall verify the AMS’s security capabilities encoded in the Security Negotiation Parameters attribute against the security capabilities provided by the AMS during pre-authentication capability negotiation. If security negotiation parameters do not match, the ABS should report the discrepancy to higher layers.
c) Upon successful validation of the PKMv3 SA-TEK-Request, the ABS shall send PKMv3 SA-TEK-Response back to the AMS. The message shall include a compound  list each of which identifies the Static SAs, their SA identifiers (SAID) and additional properties of the SA (e.g. type, cryptographic suite, key lifetime) that the AMS is authorized to access. After the AMS has received the SA-TEK-Response message and verified the authenticity of the message the AMS shall start using the new AK context for all UL management messages. The AMS shall maintain the old context and use it to validate messages received from the ABS using this AK context for as long as the super-frame number included in the SA-TEK-Response message has not been reached. 
The ABS shall continue using the old AK context until it receives a management message from the AMS using the new AK context, after which it shall start using the new AK context for DL management messages. Regardless of having received any UL message authenticated using the new AK context, the ABS shall discard the old context upon reaching the super-frame number included in the last SA-TEK-Response message sent to the AMS. At this point in time the key agreement is considered to have successfully completed. In case of re-entry, the details of any Dynamic SAs that the requesting AMS was authorized in the previous serving ABS are also included.
In addition, the ABS shall include, through the Security Negotiation Parameters attribute, the security capabilities that it wishes to specify for the session with the AMS (these will generally be the same as the ones insecurely negotiated in pre-authentication capability negotiation).
A compound Key Material attribute included in SA-TEK-Response.  Own Key Material attribute is included for the each SA and it contains the Nonce corresponding to a particular SA. Multiple iterations of these attributes may occur  to re-creating and reassigning all active SAs for the AMS If any of the Security Associations parameters change, then those Security Associations parameters encodings  that have changed shall be added.
The CMAC Tuple shall be the final attribute in the message’s attribute list.
Upon receipt of PKMv3 SA-TEK-Response, an AMS shall verify the CMAC Tuple. If the CMAC Tuple is invalid, the AMS shall ignore the message. Upon successful validation of the received PKMv3 SA-TEK-Response, the AMS shall use the received  parameters appropriately. Verification of CMAC is done as per sub-clauses FFS.
The AMS also shall verify the ABS’s security negotiation parameters encoded in the Security Negotiation Parameters attribute against the security negotiation parameters provided by the ABS during per-authentication capability negotiation.. If security capabilities do not match, the AMS should report the discrepancy to upper layers. The AMS may choose to continue the communication with the ABS. In this case, the AMS may adopt the security negotiation parameters encoded in SA-TEK-Response message. After the AMS has received the SA-TEK -Response message and verified the authenticity of the message the AMS shall start using the new AK context for all UL management messages. The AMS shall maintain the old context and use it to validate messages received from the ABS using this AK context for as long as the super-frame number included in the SA-TEK-Response message has not been reached. The ABS shall continue using the old AK context until it receives a management message from the AMS using the new AK context, after which it shall start using the new AK context for DL management messages. Regardless of having received any UL message authenticated using the new AK context, the ABS shall discard the old context upon reaching the super-frame number included in the last SA-TEK-Response message sent to the AMS. At this point in time the key agreement is considered to have successfully completed.

<Editor’s Note: This paragraph is duplicate text to earlier paragraphs. Could the paragraph deleted?>
15.2.x.2.3 Authentication state machine
15.2.x.2.3.1 States
Stopped: This is the initial state of the FSM. Nothing is done in this state.

Not Authenticated: The Authentication FSM is not authenticated and waiting for an MSK from the EAP FSM to perform key agreement. The FSM also waits for a PKMv3 SA-TEK-Challenge message in this state. Upon receiving a PKMv3 SA-TEK-Challenge message, the AMS validates CMAC Tuple using  CMAC_KEY_D. Any PKMv3 SA-TEK-Challenge messages with invalid CMAC Tuple or without CMAC Tuple are discarded. 

SA-TEK-Response Wait: The Authentication FSM has sent a PKMv3 SA-TEK-Request and waits for a PKMv3 SA-TEK-Response message in this state. If it does not receive a PKMv3 SA-TEK-Response message within SATEK Timer, the AMS may resend the message up to SATEKRequestMaxResends times. Upon receiving a PKMv3 SA-TEK-Challenge message, the AMS resends a PKMv3 SA-TEK-Request message. Any PKMv3 SA-TEK-Challenge or SA-TEK-Response messages with invalid CMAC Tuple or without CMAC Tuple are discarded. 

Authenticated: The AMS has successfully completed EAP-based authentication and has valid PMK context and AK context derived from the MSK from the EAP FSM. Transition from SA-TEK-Response Wait into this state triggers the creation of TEK FSMs. 

If the AMS has a valid AK context, all the management messages shall be sent with CMAC Tuple or encrypted. Message  shall be discarded if the message does not have a valid CMAC Tuple or ICV verification fails. In this state the AMS may hold two AK contexts: the old AK context and the new AK context which is created during re-authentication. The old AK context is deleted in the super-frame number specified in the PKMv3 SA-TEK-Response message. In addition, the Authentication FSM also waits for a PKMv3 SA-TEK-Challenge message in this state before the AK expires. 

Reauth SA-TEK-Response Wait: The Authentication FSM has sent a PKMv3 SA-TEK-Request message for re-authentication and waits for a PKMv3 SA-TEK-Response message. If it does not receive a PKMv3 SA-TEK-Response message within SATEK Timer, the MS may resend the message up to SATEKRequestMaxResends times. 

In this state there are two AK contexts: the old AK context for the management messages which need  CMAC-Tuple and new AK context for key agreement messages during re-authentication. The new AK context is created as soon as EAP phase is completed. After the completion of the key agreement, the new AK context should be used. 

Reentry Authentication Wait: In this state the Authentication FSM has the AK context of the target ABS. The AMS should have the AK context of the target ABS in this state before it sends a RNG-REQ message with CMAC Tuple during HO or network re-entry. During HO or re-entry, the Authentication FSM is in this state when the AMS sends a RNG-REQ message. The state of Authorization FSM changes when the AMS receives a RNG-RSP message. The next state depends on the value of Network Re-entry Optimization parameter included in the received RNG-RSP message.
 If  Network Re-entry Optimization parameter indicates that the authentication and key agreement phase is not omitted, the Authentication FSM receives Start Authentication event which triggers to stop all the TEK FSMs, re-initialize the Authentication FSM and change the state to Not Authenticated. The attributes included in the RNG-RSP message also affects the next state. 
If Network Re-entry Optimization parameter indicates authentication and key agreement phase omitting and the Key Material parameter shall be included in the RNG-RSP unless key material is available prior HO / network re-entry , the FSM receives Reentry Completed event. The state of the Authentication FSM changes to Authenticated when the Reentry Completed event is issued.
15.2.x.2.3.2 Messages

< Editor’s Note: FFS whether needed>
15.2.x.2.3.3 Events

< Editor’s Note: FFS whether needed>
15.2.x.2.3.4 Parameters

< Editor’s Note: FFS whether needed>
15.2.x.2.3.5 Actions
< Editor’s Note: FFS whether needed>
15.2.x.3 Key management protocol version 3
The AAI uses the Privacy Key Management protocol version 3 (PKMv3) to achieve: 

· Transparent exchange of authentication messages
· Security key maintenance and exchange
· Security Association (SA) configuration and management
PKMv3 protocol provides mutual authentication and establishes shared secret between the AMS and the ABS. The shared secret is then used to exchange or derive other keying material. This two-tiered mechanism allows frequent traffic key refreshing without incurring the overhead of computation intensive operations.
The AAI uses the following security keys.
· Authorization Key (AK); This key is derived from the output of the EAP authentication, and it is used for deriving other keys needed in 802.16m. Key is refeshed during the re-authentication.

· Cipher-based Message Authentication Code (CMAC) key; CMAC is used for the integrity protection of the MAC management messages.

· Transmission Encryption Key (TEK); AES-CCM and AES-CTR methods uses TEK for the encryption and decryption of transport data and management messages (AES-CCM only). 

The derivation of those keys requires the following key material:
· KEY_COUNT; it is used for deriving CMAC keys and TEKs.

· Nonce; it is used for deriving TEKs.

Also additional identities are used to ensure uniqueness of keys; AMS MAC Address, BSID, SAID.

The rules for the KEY_COUNT:

· KEY_COUNT parameter length is 16bits

· KEY_COUNT is AK context specific. Each AK context maintains its own KEY_COUNT value.

· Initial KEY_COUNT value is 1 (after initial network entry).
· EKS field (2-bit) shall carry the 2-LSBs of the KEY_COUNT value. 
· In case of encryption there may exist two generations of TEKs. KEY_COUNT and thus EKS value shall be from the key generation that used for encryption.
· In case of integrity there is only one generation of CMAC keys for the AK context, but there may exist two active AK contexts. KEY_COUNT and thus EKS value shall be from the AK contexts that used for integrity protection.
· If only one generation of TEK(s) (only newer generation) is needed, then the KEY_COUNT is incremented by 1.

· In key update and re-authentication procedures only newer generation keys are derived. Previous newer generation key becomes older generation key to ensure continuous operation.

· If two generations of TEKs (both newer and older generation) are needed, then the KEY_COUNT is incremented by 2.

· In network re-entry procedure to the new ABS, both generations of keys shall be derived. 

· KEY_COUNT increment is done only once per operation, e.g. key update procedure. Re-transmission of PKM message shall not trigger KEY_COUNT increment.
· Re-authentication shall be initiated before the KEY_COUNT number space is exhausted in any SA.
· After re-authentication KEY_COUNT value shall be reset, but initial value is calculated by the following rules:

· Initial KEY_COUNT value shall be selected so that the value of the 2-LSBs of the KEY_COUNT is one bigger than prior re-authentication, i.e. initial KEY_COUNT = 2-LSBs of current KEY_COUNT value + 1. 

· Initial value is calculated separately for each SA because KEY_COUNT values may differ on each SA. For example key update procedure for different SAs may happen in different times or dynamic SA is established (dynamic SA uses value 1 as a initial KEY_COUNT value) 
The rules for the Nonce:

· Nonce parameter length is 128bits, i.e. equal to TEK length
· Each SA shall have it’s own Nonce (only one Nonce value per SA)

· When new Nonce is required the serving ABS shall generate unique (random) Nonce and transmit to AMS prior TEK derivation.

When deriving new keys the combination of AK, Nonce and KEY_COUNT shall never be reused.
15.2.x.3.1 Key maintenance and exchange

Security key maintenance means key and key material exchange needed for 802.16m security. Also keys shall be refreshed prior the expiration of the key lifetime. Security keys and key material shall be exchanged and derived in the following scenarios:

· Initial network entry; Initial authentication and key agreement and derivation to enable security features for the 802.16m.
· Network re-entry; Keys shall be re-derived during re-entry to avoid reusing the same key with same PN.  
· Re-authentication; Re-authentication shall be performed before the key lifetime of the AK expires. 
· Key update procedure; Key update shall be performed before the key lifetime of the TEK / CMAC keys expires.
However, if Security Policy negotiated during pre-authentication capability negotiation indicates that EAP authentication and PKM security are not supported, then none of security related operations are executed.

15.2.x.3.1.1 Initial network entry

The figure X2 present overall security operations during initial network entry.
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Figure X2: Security operations during initial network entry.

First is security capabilities negotiated within pre-authentication capability negotiation, see xxx.
Then the following step is the EAP authentication, which is made between the AMS and the Authenticator. The ABS will convey EAP authentication messages transparently. These PKMv3 management messages related to the EAP authentication are sent in plain, i.e. no protection to them.
After successful authentication the AMS and the Authenticator derives AK. This AK is forwarded from the Authenticator to the serving ABS within AK context.
Then the AMS and the ABS derives CMAC keys. CMAC keys are derived with KEY_COUNT value 1. Uplink and downlink direction has its own set of CMAC keys. 
Key agreement procedure is made according to section 15.2.x.2.2. During key agreement AK and negotiated security capabilities are verified, and Static SA(s) are setup. Also the ABS will send key material (Nonce) for each SA. 
After key agreement procedure two generations of TEKs are derived with KEY_COUNT values 0 (=older key generation) and 1 (=newer key generation). 
KEY_COUNT value in the AMS and the ABS for each AK context is 1 after key derivations. Also the Authenticator holds CMAC_KEY_COUNT with value 1, which corresponds to KEY_COUNT. The ABS has responsibility to update correct CMAC_KEY_COUNT value to the Authenticator. This CMAC_KEY_COUNT shall be always equal to KEY_COUNT.
PKMv3 key agreement management messages are integrity protected with CMAC Tuple. 

During service flow creation a SA may be mapped to the transport connection.

15.2.x.3.1.2 Network re-entry

Security operations during network re-entry depends on the information which the AMS and the ABS holds prior communication and whether the target ABS can re-use existing SAs and their configurations. 
In case of ABS to ABS handover, both the AMS and the target ABS may have all required security information (SAs, security contexts…) prior the network re-entry.  
In this case the serving ABS has been forwarded security configurations and material including KEY_COUNTs and Nonce(s) to the target ABS during handover preparation phase. Old Nonces are re-used when deriving security keys. If the target ABS is able to reuse existing security configurations, then the target ABS shall inform the AMS during handover preparation phase (via the serving ABS) about the support of seamless handover.   

If seamless handover is supported then both; the AMS and the target ABS shall derive all security keys prior communication. Two generation of TEKs are derived, thus KEY_COUNT is incremented by two prior derivation.

Additionally in zone switch from Lzone to Mzone, if the ABS can reuse existing SAs and security configurations, the ABS shall provide new Nonces and indicate seamless handover support. 
Otherwise, only new AK and CMAC keys are derived prior HO network entry and new TEKs are derived only after Nonce is exchanged during key agreement phase.
In other re-entry cases, e.g. idle mode re-entry or handover from the YBS:

· The AMS shall derive new AK and CMAC keys before starting communication towards the ABS. 
· The AMS shall include KEY_COUNT parameter into RNG-REQ.
Additionally in case of handover from the YBS initial KEY_COUNT value shall be current value of CMAC_KEY_COUNT + 2 to avoid re-using same CMAC keys. When the target ABS receives RNG-REQ, the ABS shall fetch the security context e.g. from the Authenticator unless the security context is already received during handover preparation phase from the YBS. 
If the target ABS can support existing security context, then the target ABS shall provide Key Material (Nonce) for each SA within RNG-RSP and set Network Re-entry Optimization bit#0 to value 1. Otherwise,  re-authentication shall be performed, and new security configurations and material will be negotiated on key agreement, see section 15.2.x.3.1.3. 
Note! KEY_COUNT shall be incremented again prior re-authentication procedure.

In every re-entry scenarios the AMS and the target ABS shall both generations of TEKs.  
RNG-REQ and RNG-RSP sent during re-entry shall be integrity protected with CMAC Tuple, but the sub-sequent MAC management messages may be also encrypted, see 15.2.x.7.1.
The target ABS has responsibility to update correct CMAC_KEY_COUNT value to the Authenticator. This CMAC_KEY_COUNT shall be always equal to KEY_COUNT.
15.2.x.3.1.3 Re-Authentication

The figure X3 present overall security operations during re-authentication.


[image: image3.emf]AMSABS

Local key

derivation

Local key

derivation

EAP re-authentication

AK and CMAC keys are derived locally. 

Key agreementNew AK is validated

Local key

derivation

Local key

derivation

Authenticator

EAP re-authentication

Local key

derivation

AK context

AK and, 

CMAC 

activation

AK and 

CMAC 

activation

TEKs are derived locally for each SA. 

Newer generation of TEK is derived.

After successful key agreement new 

AK and related CMAC keys are taken 

into use for all management 

messages.. 


Figure X3: Security operations during re-authentication.

The AMS shall initiate re-authentication before the PMK / AK lifetime elapses. The EAP re-authentication is made between the AMS and the Authenticator. The ABS will convey EAP authentication messages transparently.

After successful re-authentication the AMS and the Authenticator derives AK. This AK is forwarded from the Authenticator to the serving ABS within AK context.

Then the AMS and the ABS derives CMAC keys from the new AK. CMAC keys are derived according to rules defined in 15.2.x.3. Because only newer generation of TEK(s) is derived, KEY_COUNT is incremented by one prior key derivation. 

Key agreement procedure is made according to section 15.2.x.2.2. Negotiated SAs shall remain during re-authentication. ABS will send key material (Nonce) for each SA. After key agreement TEKs are derived by using re-initialized KEY_COUNT values. At this point previous newer generation of TEKs becomes the older generation, and previous older generation keys are discarded (if exists).

The ABS has responsibility to update correct CMAC_KEY_COUNT value to the Authenticator. This CMAC_KEY_COUNT shall be always equal to KEY_COUNT.
All PKMv3 management messages during re-authentication shall be integrity protect with CMAC Tuple. 
PKMv3 key agreement messages shall be protected with newly derived CMAC keys (associated to the new AK), but all other MAC management messages (including PKMv3 EAP re-authentication messages) shall be protected with CMAC keys associated to old AK. After successful completion of key agreement procedure, new AK and related CMAC keys are activated and taken into normal use; see details for PMK / AK switching from the section 15.2.x.6.1. 

15.2.x.3.1.4 Key Update

The figure X4 presents overall procedure for key update.
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Figure X4: Key exchange.

Key update procedure updates CMAC keys and TEK(s) for all SAs.

The AMS shall initiate key update procedure before the key lifetime elapses, see 15.2.x.3.3.4. Also key update procedure shall be initiated before the PN space for TEK of any SA or CMAC key is exhausted.

When the AMS initiates key update procedure, it sends PKMv3 Key Request to the serving ABS. ABS shall allocate new Nonce for the each SA and send it/them to the AMS with PKMv3 Key Reply.
The AMS and the ABS shall derive new TEK and CMAC keys after successful key update procedure. Only newer generation of TEKs are derived. Thus KEY_COUNT is incremented by one prior key derivation. Previous newer generation TEK becomes automatically to older generation keys. 
When the ABS sends PKMv3 Key Reply, it shall derive new CMAC keys and use them in sub-sequent management messages with integrity protection. And when the AMS receives PKMv3 Key Reply, it shall derive new CMAC keys and use them in sub-sequent management messages with integrity protection. 
In case of lost Key Reply message the ABS shall be able use also previous CMAC keys for integrity protection until CMAC key lifetime elapses. If the AMS receives management message with newer CMAC keys (EKS value of CMAC tuple is incremented), then AMS shall assume that PKMv3 Key Reply was lost. In this case AMS shall derive and take into use new CMAC keys immediately and retransmit PKMv3 Key Request protected with new CMAC keys.
The ABS has responsibility to update correct CMAC_KEY_COUNT value to the Authenticator. This CMAC_KEY_COUNT shall be always equal to KEY_COUNT.
PKMv3 management messages related to key exchange shall be integrity protect with CMAC Tuple.

15.2.x.3.2 Key derivation

The PKMv3 key hierarchy defines what keys are present in the system and how the keys are generated.
All PKMv3 key derivations are based on the Dot16KDF algorithm as defined in 7.5.4.6.1.

15.2.x.3.2.1 AK derivation

The product of the EAP exchange is the Master Session Key (MSK), which is 512 bits in length. This key is known to the AAA server, to the Authenticator (transferred from AAA server) and to the AMS.
The AMS and the Authenticator derive a PMK (Pairwise Master Key) by truncating the MSK to 160 bits.

The PMK derivation from the MSK is as follows:

PMK ⇐ truncate (MSK, 160)

Then this PMK is used to derive the Authorization Key (AK).

The AK shall be generated as follows: 
AK <= Dot16KDF(PMK, AMS MAC Address | BSID | “AK”, 160)
After AK derivation the Authenticator transmits AK context to the serving ABS.

15.2.x.3.2.2 CMAC derivation

Message authentication code keys are used to sign management messages in order to validate the

authenticity of these messages. AAI supports only Cipher-based Message Authentication Code (CMAC). There are different CMAC keys for UL and DL direction.
CMAC key derivation is made in two phases.

First is derived pre-keys; CMAC_PREKEY_U and CMAC_PREKEY_D. The CMAC pre-keys shall be generated as follows: 
CMAC_PREKEY_U | CMAC_PREKEY_D <= Dot16KDF(AK, AMS MAC Address | BSID | “CMAC_KEYS”, 256)
In next phase actual CMAC keys are derived.
CMAC_KEY_U <= AESCMAC_PREKEY_U(KEY_COUNT)

CMAC_KEY_D <= AESCMAC_PREKEY_D(KEY_COUNT)

Specifically, the preprocessed value of CMAC_PREKEY_* is treated as the Cipher Key of the Advanced

Encryption Standard (AES) algorithm AES128 (FIPS197). The KEY_COUNT is treated as the

Input Block Plain Text of this algorithm. The AES128 algorithm is executed once. The Output Block Cipher

Text of this algorithm is treated as the resulting CMAC_KEY_*. When KEY_COUNT is used as an

input of AES128 algorithm, 112 zero bits are prepadded before the 16-bit KEY_COUNT where the

KEY_COUNT is regarded as most-significant-bit first order. The AES input is also defined as

most-significant-bit first order.
15.2.x.3.2.3 TEK derivation

Prior TEK derivation AMS and ABS shall hold valid AK, Nonce and KEY_COUNT parameters.

The TEK shall be generated as follows: 
TEK <= Dot16KDF(AK | Nonce | KEY_COUNT | SAID | “TEK”, 128)
If two different generations of TEK are derived at the same time then different KEY_COUNT value shall be used derivation: TEKi and TEKi-1 where ‘i’ is used KEY_COUNT value during the derivation.

15.2.x.3.2.4 Key hierarchy


[image: image5.emf]MSK –512bit Primary Authorization Key

Truncate (MSK, 160)

MSK

PMK (160bits)

PMK

Dot16KDF 

(PMK, AMS MAC Address|BSID|”AK”,160)

AK


Figure X5: AK derivation
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Figure X6: CMAC derivation
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Figure X7: TEK derivation

15.2.x.3.3 Key usage
15.2.x.3.3.1 AK usage

AK usage is the same as in the Reference System. AK usage is specified in sections 7.4.1.1 - 7.4.1.3 and 7.4.2.1 - 7.4.2.2. 

15.2.x.3.3.2 TEK usage

TEK usage is the same as in the Reference System. TEK usage is specified in sections 7.4.1.4 - 7.4.1.5 and 7.4.2.3. 

15.2.x.3.3.3 CMAC key usage

CMAC key usage is specified in general on sections 15.2.x.2.2 and 15.2.x.3.1. 

15.2.x.3.3.4 Key Lifetime
Key lifetime is used for periodic refresh for TEK and CMAC keys. It is common PKM parameter and negotiated during pre-authentication capability negotiation. It is shared between all SAs of the single AMS.

Timer for key lifetime is started after establishment of SA(s) during initial network in both the AMS and the ABS. The AMS shall initiate key update before the timer elapses. After successful completion of key update the timer is reseted.

Newer generation TEK and CMAC keys have initial lifetime equal to negotiation life time parameter, but older generation TEK lifetime is divided by 2.  

Additionally, key lifetime timer is reseted during network re-entry and re-authentication.


15.2.x.3.4 Key state machine
<Editor’s Note: Mostly differences compared to the Reference System are just editorial or terminology related. However, group key related text is unnecessary for the Advanced System.

FFS, whether own text for the Advanced System is needed or just reference to existing key state machine is enough.>
15.2.x.4 Security association

Keying material is held within associations. AAI supports only unicast security associations (SA) that maintain keying material for unicast management or transport connections
If the AMS and the ABS decide “No authentication and PKM security” as their security policy, they do not have any security association. In this case, Null SAID shall be used as the target SAID field in DSA-REQ/RSP messages.
If authentication is performed but the AMS and the ABS decide to create an unprotected service flow / transport connection, the Null SAID may be used as the target SAID field in DSA-REQ/RSP messages.
The security association is described in Table Y1.

Table Y1—Security Association in PKMv3
	Parameter
	Size (bit)
	Usage

	SAID
	16
	The SAID, a 16-bit identifier for the SA. The SAID shall be unique within a ABS.

	SA Type
	-
	Static or Dynamic SA

	Cryptographic Suite
	-
	Negotiated cryptographic methods

	TEK0
	128
	The older generation of the TEK

	TEK1
	128
	The newer generation of the TEK

	NONCE
	128
	The NONCE for TEK derivation

	PN_U0
	22
	PN number for replay protection in uplink direction. Associated to the older generation TEK 

	PN_U1
	22
	PN number for replay protection in uplink direction. Associated to the newer generation TEK 

	PN_D0
	22
	PN number for replay protection in downlink direction. Associated to the older generation TEK 

	PN_D1
	22
	PN number for replay protection in downlink direction. Associated to the newer generation TEK 


15.2.x.5 Security context

The security context is a set of parameters linked to a key in each hierarchy that defines the scope while the key usage is considered to be secure.
15.2.x.5.1 AK context

The AK key has two phases of lifetime: the first begins at AK creation and the second begins after validation by the key agreement.

The phases ensure that when the AK is derived it will be defined with the AK pre-key agreement lifetime and after key agreement, this lifetime may be enlarged using the Key Lifetime parameter within the PMKv3 SA-TEK Challenge.

During re-authentication the AMS and the ABS may hold two AK contexts; the old AK context and the new AK

context which is created during re-authentication.
The AK context is described in Table Y2.

Table Y2—AK Context in PKMv3
	Parameter
	Size (bit)
	Usage

	AK
	160
	The authorization key, calculated as defined in 15.2.x.3.2.1

	AKID
	640
	AK Identifier = 
Dot16KDF(AK, 0b0000|AK SN|AMS MAC Address|BSID|“AK”, 64)

The AK SN in the Dot16KDF function is encoded in MSB first order.

	AK SN
	4
	AK Sequence Number (equals to PMK SN)  

	AK Lifetime
	-
	AK Lifetime (equals to PMK Lifetime)

	CMAC_KEY_U
	128
	Uplink CMAC key

	CMAC_KEY_D
	128
	Downlink CMAC key

	CMAC_PN_U
	32 / 22 FFS
	PN number for replay protection in uplink direction. 

	CMAC_PN_D
	32 / 22 FFS
	PN number for replay protection in downlink direction. 

	KEY_COUNT
	16
	Shared key counter for TEK and CMAC key derivation.


15.2.x.5.2 PMK context

The PMK context includes all parameters associated with the PMK. This context is created when EAP Authentication completes. PMK context is not used in the ABS.

The PMK context is described in Table Y3
Table Y3—AK Context in PKMv3
	Parameter
	Size (bit)
	Usage

	PMK
	160
	The pairwise master key, calculated as defined in 15.2.x.3.2.1

	PMK SN
	4
	PMK sequence number, when the EAP-based authentication is achieved and a key is generated. The 2 LSBs are the sequence counter. And the 2 MSBs set to 0.

	PMK Lifetime
	-
	The time this key is valid. Before this expires re-authentication is needed.

	KEY_COUNT
	16
	Shared key counter for TEK and CMAC key derivation.


15.2.x.6 Security context and SA maintenance
The ABS, the AMS and the Authenticator shall maintain PMK and AK contexts as follows:

a) PMK context: The AMS creates a new PMK context upon successful EAP (re-)authentication. The Authenticator creates a new PMK context upon its receipt via the AAA protocol. 

For the case of re-authentication, deletion of old PMK context at the Authenticator and the AMS is accomplished via the switchover mechanism described in sub-clause 15.2.x.6.1.The Authenticator and the AMS shall additionally delete PMK contexts and/or associated AK contexts in various situations including PMK / AK lifetime expiration, reclamation of memory resources, or as the result of other mechanisms beyond the scope of this specification.
b) AK context: Successful completion of the key agreement procedure causes the activation of AK context associated with the new PMK and the serving ABS under the current Authenticator. 
If the CMAC_PN_X reaches its maximum value, the associated AK becomes permanently deactivated. The ABS and the AMS shall maintain the AK context (i.e., replay counters etc.) as long as they retain the AK
If the AMS communicates simultaneously with serving ABS and one or more (candidate) target ABSs during handover, the AMS shall create and maintain own AK contexts and associated SAs for each ABS separately. Also the Authenticator shall be able to support multiple AK contexts for the single AMS, even if AK contexts are associated to single PMK context. 
15.2.x.6.1 PMK and AK switching

Once the key agreement procedure begins, the ABS and the AMS shall use the new AK and AK context matching the new PMK context for the key agreement messages. Other messages shall continue to use the old AK context until the key agreement completes successfully. Upon successful completion of the key agreement, all management messages to be transmitted shall use the new AK context. 
The old AK matching the old PMK context may be used for receiving packets before the “super-frame number” attribute specified in PKMv3 SA-TEK-response message.
See details of key agreement on section 15.2.x.2.2  
15.2.x.7 Cryptographic methods
15.2.x.7.1 Encryption methods

15.2.x.7.1.1 AES in CCM mode

<Editor’s Note: There some differences on Nonce generation between the Reference System and the Advanced System. Only differences could be described here and otherwise referred to the corresponding Reference System section> 
15.2.x.7.1.2 AES in CTR mode

<Editor’s Note: There some differences on Nonce generation between the Reference System and the Advanced System. Only differences could be described here and otherwise referred to the corresponding Reference System section> 
15.2.x.8 Control plane signaling protection

15.2.x.8.1 Management message protection
AAI supports the selective confidentiality protection over MAC management messages. During the pre-authentication capability negotiation, the AMS and the ABS negotiates the support for the selective confidentiality protection. If the selective confidentiality protection is activated, the negotiated keying materials and cipher suites are used to encrypt the management messages. 

The identification of the used protection method is based on the security state, validity of the AK / TEK and the existence of the CMAC extended header, thus no fields in GMH are needed for the identification. 
· No protection: If AMS and ABS have no shared security context (no valid AK), then the management messages are neither encrypted nor authenticated. Management messages before the successful completion of the authentication phase also fall into this category.
· CMAC based integrity protection; CMAC extended header is included as a last extended header in the MPDU carrying the management message. CMAC integrity protects both payload and header part. Actual management message is plain text. CMAC integrity protection is used when AMS and ABS shares security context (valid AK), but not valid TEK. It is also used for some management messages that shall not be encrypted, for example the MAC management messages used for the security related key management or error recovery. When CMAC extended header is present, the MAC management message carried in the payload is not encrypted.
· AES-CCM based authenticated encryption; ICV field is included after encrypted payload and this ICV integrity protects both payload and MAC header part. AES-CCM based protection is applied to the payload when AMS and ABS shares security context (valid AK) and valid TEK, and CMAC extended header is not presented in the MPDU.
Additionally the following rules are applied for the selective management message protection.

· PKMv3 management messages shall not be encrypted.
· Ranging messages (RNG-REQ/RSP) shall not be encrypted.
· AES-CCM is the only supported method for the management messages.
· Only Static SA may used for the management message encryption.
· Only one protection level shall be applied to single MPDU. For example if CMAC based integrity protection is used for the management message, the MPDU shall not carry any other data (management messages or user data) with other protection level.
15.2.x.9 AMS privacy

< Editor’s Note: This chapter would include / define:

- All principles and details related to MS privacy (location privacy)

>

##########################################################################################

6 Management messages for the WirelessMAN-OFDMA Advanced System
Because major changes are needed in WirelessMAN-OFDMA Advanced System for PKM messages due local derivation of keys and other differences compared to the Reference System.
· Some PKMv2 messages are not needed bacause they relates multicast / broadcast security. 
· RSA is not supported in the Advanced System

· Some parameters used in the Reference System PKMv2 management messages are obsolete in the Advanced System, and some new parameters are needed for the Advanced System.

Due the above reasons it would be simpler to define new PKM protocol version for the Advanced System. Otherwise each parameter in PKMv2 management message would require clarification whether it is applicable to Reference System or Advanced System or both.

The following management messages needed for PKMv3 (Note! messages are just explanatory):
	Message
	Content and Purpose
	Notes

	PKMv3 EAP-Start
	Initiation of EAP authentication.

Direction: AMS->ABS
	Only difference may be CMAC parameter depending existence of CMAC extended header

	PKMv3 EAP-Transfer
	Transfer of EAP payload

Direction: AMS<->ABS
	Only difference may be CMAC parameter depending existence of CMAC extended header

	PKMv3 SA-TEK Challenge
	Initiation of key agreement procedure.

Direction: AMS<-ABS
	Only difference may be CMAC parameter depending existence of CMAC extended header

	PKMv3 SA-TEK Request
	Key agreement - defining security capabilities of the AMS.

Direction: AMS->ABS
	Only difference may be CMAC parameter depending existence of CMAC extended header

	PKMv3 SA-TEK Response
	Key agreement - configuring SAs and providing other security material.

Direction: AMS<-ABS
	SA-TEK Update shall be replaced. Also Frame Number parameter cannot be used as such (different frame numbering mechanism in .16m).

	PKMv3 SA-Addition
	Dynamic SA addition

Direction: AMS<-ABS
	Only difference may be CMAC parameter depending existence of CMAC extended header

	PKMv3 Key-Request
	Key request - requesting new key material from the ABS.

Direction: AMS->ABS
	Nonce in PKMv2 has completely different meaning than in PKMv3 -> Nonce to be removed in PKMv3

	PKMv3 Key-Reply
	Key reply - providing new key material by the ABS.

Direction: AMS<-ABS
	Nonce in PKMv2 has completely different meaning than in PKMv3 -> Nonce to be removed in PKMv3. Also TEK and GKEK parameters to be removed. New parameter Key Material needed for PKMv3

	PKMv3 Key-Reject
	Key reject - rejecting key exchange

Direction: AMS<-ABS
	Nonce in PKMv2 has completely different meaning than in PKMv3 -> Nonce to be removed in PKMv3.

	PKMv3 Key-Invalid
	Key usage failure.

Direction: AMS<-ABS
	Corresponds to PKMv2 TEK-Invalid message in .16e.

	PKMv3 Auth-Invalid
	Authentication failure.

Direction: AMS<-ABS
	Corresponds to Authorization Failure message in .16e.


Obsolete PKMv2 messages:
· PKMv2 RSA-Request

· PKMv2 RSA-Reply

· PKMv2 RSA-Reject

· PKMv2 RSA-Acknowledgement 

· PKMv2 Group-Key-Update-Command

7 Parameters for the WirelessMAN-OFDMA Advanced System
The following parameters may be needed for PKMv3:

	Message
	Content and Purpose
	Notes

	CMAC Tuple
	CMAC tuple for the management message integrity protection.
	.16e: 11.1.2.2

Need in PKMv3 FFS, depending whether CMAC extended header is used

	PKM version
	Capability negotiation: 
PKM version
	.16e: 11.8.4.1

New version value for PKMv3.

	Authorization policy
	Capability negotiation: 
No authorization and EAP based authorization
	.16e: 11.8.4.2
Proposal: To be renamed ‘Security Policy’ in .16m.

Currently different bits for initial network entry and re-entry -> need for separation in .16m?

Note! This separation might not be possible in .16e in practice? 

	MAC mode
	Capability negotiation:
Supported / used integrity protection method
	.16e: 11.8.4.3
Only CMAC relevant for .16m

	PN window size
	Capability negotiation: 
PN window for allowed PN values
	.16e: 11.8.4.4
FFS, whether changes are needed due changes in PN handling and management message encryption?

	PKM flow control
	Capability negotiation: 
Max number of concurrent PKM transactions
	.16e: 11.8.4.5


	Max num of SAs
	Capability negotiation: 
Maximum number of Security Associations (SAs)
	.16e: 11.8.4.6

.16m should support at least two SAs (one for CCM and one for CTR)

	Display string
	Display string for failure PKM messages
	.16e: 11.9.1

.16m messages:

PKMv3 Key-Reject

PKMv3 Key-Invalid

PKMv3 Auth-Invalid

	Key lifetime
	AK / PMK or CMAC / TEK lifetime
	.16e: 11.9.4

AK/PMK - PKMv3 SA-TEK Challenge 
CMAC / TEK - Key Material attribute 

	Key Sequence Number
	AK / PMK sequence number.
	.16e: 11.9.5

	SAID
	SA Identifier
	.16e: 11.9.7

FFS, whether also STID could be used also as a part of SAID. -> STID+SAID is unique identifier of SA. Thus in handover case only STID is needed to update (similarly than Flow ID remains the same during whole operation)

	Error Code
	Error code for failure messages.
	.16e: 11.9.10

.16m messages:

PKMv3 Key-Reject

PKMv3 Key-Invalid

PKMv3 Auth-Invalid

OP: Whether changes are needed?

	Security Capabilities
	Supported cryptographic suites by the AMS -> sub attribute: 

Cryptographic-Suite-List
	.16e: 11.9.13

FFS, some changes may needed for parameter

	Cryptographic suites
	Negotiated cryptographic suites by the BS
	.16e: 11.9.14



	Cryptographic-Suite-List
	PKM:

See Security Capabilities
	.16e: 11.9.15



	SA-Descriptor
	SA configuration parameter
	.16: 11.9.16

FFS, some changes may needed for .16m

	SA-Type
	PKM:

SA-Type; Static or Dynamic
	.16e: 11.9.17



	PKM Configuration Settings
	Multiple PKM specific configuration parameters:
- Authorize wait timeout
- Reauthorize wait timeout
- Authorization grace time
- Operational wait timeout
- Rekey wait timeout
- TEK grace time
- Authorize reject wait timeout
	.16e: 11.9.18.x

FFS, some changes may needed for .16m

	MS-MAC Address
	MS MAC address
	.16e: 11.9.25

FFS, MS privacy method may affect to this

	CMAC Digest
	CMAC value for PKM messages
	.16: 11.9.26

FFS, depending whether CMAC extended header is defined 

	AKID
	Authorization key identifier
	.16e: 11.9.31

	EAP Payload
	Transparent EAP payload
	.16e: 11.9.32


The following parameters might not be needed in PKMv3:

· HMAC (11.1.2.1) and HMAC short tuples (11.1.2.3) - not supported even in the Reference System

· SA-TEK-Update (11.1.9) - not compactable with local derivation

· AUTH-Key (11.9.2) - RSA specific parameter

· TEK (11.9.3) - not needed in local derivation

· HMAC digest (11.9.6) - not supported even in the Reference System
· TEK Parameters (11.9.8) - not needed in local derivation

· CBC-IV attribute (11.9.9) - CBC not supported in .16m

· CA certificate (11.9.11) - RSA specific parameter
· SS certificate (11.9.12) - RSA specific parameter
· Nonce (11.9.19) - the purpose of this Nonce is different than for Nonce used for local derivation -> this parameter not applicable as such for .16m
· SS Random (11.9.20) - FFS whether needed in .16m?
· BS Random (11.9.21) - FFS whether needed in .16m?
· Encrypted Pre-PAK (11.9.22) - RSA specific parameter
· BS-Certificate (11.9.23) - RSA specific parameter
· SigBS (11.9.24) - RSA specific parameter
· Key push modes (11.9.27) - Multicast / group security specific

· Key push counter (11.9.28) - Multicast / group security specific

· GKEK (11.9.29) - Multicast / group security specific

· SigSS (11.9.30) - RSA specific parameter
· Auth result code (11.9.33) - RSA specific parameter
· SA service type (11.9.34) - FFS this is obsolete for 16m but part of SA-Descriptor parameter

· Frame number (11.9.35) - FFS whether needed in .16m? 

· Associated GKEK SN (11.9.36) - Multicast / group security specific

· GKEK-Parameters (11.9.37) - Multicast / group security specific

· MIH Cycle (11.9.38) - FFS whether MIH specific parameters are needed in PKM?
· MIH Delivery Method and Status Code (11.9.39) - FFS whether MIH specific parameters are needed in PKM?
Below are some parameters in more details. 

Note! Parameters are just explanatory.
15.?.? Security capabilities

15.?.?.? PKM version

The PKM versions supported by the AMS and the ABS.
	ASN.1 type
	Parameter Name
	Value
	Scope

	
	PKM Version
	Bit 0: PKMv1 (N/A)
Bit 1: PKMv2 (reference system security)

Bit 2: PKMv3 (advanced system security)

Bits 3-xx: Reserved
	Pre-authentication capability negotiation


15.?.?.? Security Policy

This parameter indicates security policy negotiated between the AMS and the ABS.

The ABS may negotiate this parameter downwards.

	ASN.1 type
	Parameter Name
	Value
	Scope

	
	Security Policy
	0: EAP authentication and PKM security operations are NOT supported/used
1: EAP authentication and PKM security operations are supported/used   
2-xx: Reserved
	Pre-authentication capability negotiation


15.?.?.? Selective Protection

This parameter indicates whether selective protection is applied to the management connections. 

The ABS may negotiate this parameter downwards.

If value is 0: No Selective Protection, then only CMAC protection may be applied to the management connections.

If value is 1: Then both CMAC and AES-CCM based protection may be applied to the management connections. 

	ASN.1 type
	Parameter Name
	Value
	Scope

	
	Selective Protection
	0: No Selective Protection 

1: Selective Protection supported/used   
2-xx: Reserved
	Pre-authentication capability negotiation


15.?.? Security Parameters

15.?.?.? Key Material

Key Material is compound parameter which defines key material for the SA required for TEK derivation.
	ASN.1 type
	Parameter Name
	Value
	Scope

	
	SAID
	Optional: SAID value: 0-255
	Ranging, 
Key Agreement,
Key Exchange

	
	Nonce
	Random Nonce value for TEK derivation: 128-bit
	


If SAID is omitted, then Nonce is associated to SAID in ascending order. First compound Key Material attribute is associated to the SA with lowest SAID, etc.

15.?.?.? SA Descriptor

SA Descriptor is compound parameter which defines negotiated SA attributes.
	ASN.1 type
	Parameter Name
	Value
	Scope

	
	SAID
	Security Association Identifier value: 0-255
	Key Agreement

	
	SA-Type
	0: Reserved
1: Static SA

2: Dynamic SA

3-xx: Reserved
	

	
	Cryptographic-Suite
	
	


15.?.? Other Parameters

15.?.?.? Network Re-entry Optimization
This parameter defines optimizations which shall be made during the network re-entry. Based on this parameter certain steps may be skipped during re-entry

Value 0 means that step shall be made (no omitting of step allowed)
Value 1 means that step shall not be made (omitting of step required)
	ASN.1 type
	Parameter Name
	Value
	Scope

	
	Network Re-entry Optimization
	Bit#0: Omit Re-Authentication and Key Agreement phase
Bit#1: …

<further network re-entry phases>
	Ranging
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