
C80216m_09/1069r1

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Proposed AWD Text for Cryptographic Methods

	Date Submitted
	2009-04-27

	Source(s)
	GeneBeck Hahn, KiSeon Ryu and Ronny YongHo Kim
LG Electronic Inc.                 LG R&D Complex, 533 Hogye-1dong, Dongan-gu, Anyang, 431-749, Korea
Jicheol Lee (Samsung)
	Voice: +82-31-450-7188

E-mail: gbhahn@lge.com, ksryu@lge.com and ronnykim@lge.com


	Re:
	IEEE 802.16m-09/xxx. ”Call for Comments and Contributions on Project 802.16m Amendment Working Document”
Target topic "Cryptographic Methods"

	Abstract
	This contribution proposes the text of cryptographic methods section to be included in the 802.16m amendment working document.

	Purpose
	To be discussed and adopted by TGm for the IEEE 802.16m amendment working document

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


Proposed AWD Text for Cryptographic Methods
Gene Beck Hahn, Ki Seon Ryu and Ronny Yong Ho Kim
LG Electronics
Jicheol Lee

Samsung
1. Introduction

This contribution proposes the amendment text to illustrate the IEEE 802.16m cryptographic methods and is intended as a section to be included in 802.16m amendment. The proposed text is developed so that it might be combined with 802.16 Rev2/D9 [1], it is compliant to the 802.16m SRD [2] and SDD [3]. This contribution follows the tentative outline and style guide presented in [4]. The text proposal is based on 802,16m SDD [3]. In Section 2, the changes with regard to 802.16m SDD are outlined, which is aimed at helping the understanding of the amendment text.

2. Modification from the SDD and Key Descriptions

The text proposed in this contribution is based on Subclause 10.6.5 in 802.16m SDD [3]. The modifications to the current SDD text are summarized below:

· Updated the security association management section. 
Subclause 10.6.5 of 16m SDD [3] defined a high level view of cryptographic methods. We added the detailed descriptions on the features of cryptographic suites and keying materials which shall be shared between AMS and ABS for specific SAID. 
· Inserted Subclauses 15.2.3.5.1, 15.2.3.5.2, 15.2.3.5.3 and 15.2.3.5.4.

We added the Subclauses 15.2.3.5.1, 15.2.3.5.2, 15.2.3.5.3 and 15.2.3.5.4 to depict the data encryption methods, derivation of NONCEs/KEK/message authentication keys, Dot16KDF and the control plane signaling protection respectively. Some of the cryptographic methods used in 802.16 Rev2/D9 [1], i.e., AES-CCM, AES-CTR shall still be used in 16m. Besides, the key derivations except NONCE follow the corresponding features of 802.16 Rev2/D9 [1]. Dot16KDF that is used for key derivation in 802.16 Rev2/D9 [1] shall be used in 802.16m. The Subcaluse for control plane signaling protection reflects the newly defined feature of 802.16m. 
· Inserted Subclauses 15.2.3.5.1.1, 15.2.3.5.1.1.1, 15.2.3.5.1.1.2, 15.2.3.5.1.1.3 and 15.2.3.5.1.1.4.
We added the Subclauses 15.2.3.5.1.1, 15.2.3.5.1.1.1, 15.2.3.5.1.1.2, 15.2.3.5.1.1.3 and 15.2.3.5.1.1.4 to explain AES-CCM mode, PDU payload format of AES-CCM, packet number of AES-CCM, CCM algorithm and receive processing rule of AES-CCM respectively. The use of AES-CCM except the PN size and NONCE construction follows the corresponding features of 802.16 Rev2/D9 [1]. 
· Inserted Subclauses 15.2.3.5.1.2 and 15.2.3.5.1.2.1.
We added the Subclauses 15.2.3.5.1.2 and 15.2.3.5.1.2.1 to explain AES-CTR mode, encrypted PDU payload format for AES-CTR respectively. The use of AES-CTR except the PN size and counter block construction essentially follows the corresponding features of 802.16 Rev2/D9 [1]. 

· Inserted Subclause 15.2.3.5.1.3.
We added the Subclause 15.2.3.5.1.3 to describe the multiplexing and encryption of MPDUs. This is a newly defined feature of 802.16m and exactly contains the texts in the corresponding section of SDD. 
· Inserted Subclauses 15.2.3.5.2.1 and 15.2.3.5.2.1.1.
We added the Subclauses 15.2.3.5.2.1 and 15.2.3.5.2.1.1 to describe CMAC and calculation of CMAC value respectively. Use of CMAC inherits the corresponding features of 16e except the newly defined parameter such as flow ID instead of CID.
· Inserted Subclause 15.2.3.5.4.1.
We added the Subclause 15.2.3.5.4.1 to give the detailed descriptions on the selective protection over MAC management messages. The Subclause includes the keying materials and ciphersuites required to protect the control plane signaling.  

3. References

[1] IEEE P802.16 Rev2 / D9, “Draft IEEE Standard for Local and Metropolitan Area Networks: Air Interface for Broadband Wireless Access,”
[2] IEEE 802.16m-07/002r7, “802.16m System Requirements Document (SRD)”
[3] IEEE 802.16m-08/003r7, “The Draft IEEE 802.16m System Description Document”
[4] IEEE 802.16m-08/043, “Style guide for writing the IEEE 802.16m amendment”
[5] IEEE 802.16m-08/050, “IEEE 802.16m Amendment Working Document”
4. Text Proposal for Security Sections of IEEE 802.16m Amendment

============================= Start of Proposed Text =============================

15.2.3.5 Cryptographic Methods
Cryptographic Methods specify the algorithms used in 802.16m. 

This Subclause specifies the cryptographic algorithms and key sizes used by the PKM protocol. All AMS and ABS implementations shall support the method of packet data encryption as defined in 15.2.3.5.1, protection of control plane signaling as specified in 15.2.3.5.5.
All inputs to key derivation and other supporting functions shall be byte aligned. Furthermore, each byte shall be in canonical form where the leftmost bit in each byte is the most significant bit and the rightmost bit is the least significant bit.

15.2.3.5.1 Data encryption methods
The AMS and ABS may support encryption methods and algorithms for secure transmission of MPDUs. AES algorithm is the only supported cryptographic method in 802.16m. The following AES modes are defined in the 802.16m:
· AES-CCM mode - provides also integrity protection
· AES-CTR mode
15.2.3.5.1.1 AES in CCM mode
AES-CCM is used to encrypt unicast management or transport connections associated with the SA that shall use the CCM mode of AES algorithm (NIST Special Publication 800-38C and FIPS 197). The PN size is 22 bits.
15.2.3.5.1.1.1 PDU payload format
The MAC PDU payload shall be pre-pended with a 3 byte PN (Packet Number) field, which includes 22 bits PN value. The PN shall be encoded in the MAC PDU least significant byte first. The PN shall not be encrypted. 
The plaintext PDU is encrypted and authenticated using the active TEK, according to the CCM specification. This includes appending an 8-byte integrity check value (ICV) to the end of the payload and encrypting both the plaintext payload and the appended ICV.

The ciphertext message authentication code is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38) is transmitted first and byte index 7 is transmitted last (i.e., LSB first).

The processing yields a payload that is 11 bytes longer than the plaintext payload. See Figure 1.
15.2.3.5.1.1.2 Packet Number (PN)
The PN associated with an SA shall be set to 1 when the SA is established and when a new TEK is installed. After each PDU transmission, the PN shall be incremented by 1. The use of PN on UL/DL connections follows the rule that is defined in 16e.

The AMS ensure that a new NONCE is requested and transferred before the PN on either the AMS or ABS reaches maximum value derived from 22 bits PN. If the PN in either the AMS or ABS reaches maximum value derived from 22 bits PN without new keys being installed, the transport communications on that SA shall be halted until new TEKs are installed. 
15.2.3.5.1.1.3 CCM algorithm
The NIST CCM specification defines a number of algorithm parameters..

‘Tlen’ shall equal 64 and t shall equal 8, meaning the number of bytes in the Message Authentication field shall be set to 8. Consistent with the CCM specification, the 3-bit binary encoding [(t-2)/2]3 of bits 5, 4, and 3 of the Flags byte in B0 shall be 011.

The size of q of the Length field Q shall be set to 2. Consistent with the CCM specification, the 3-bit binary encoding [q-1]3 of the q field in bits 2, 1, and 0 of the Flags byte in B0 shall be 001.

The length a of the associated data string A shall be set to 0. 

The nonce construction shall be FFS. 

Consistent with the CCM specification, the initial block B0 is formatted as shown in Figure 2.
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Figure 2: Initial CCM Block B0
Note that the ordering of the DLEN value is MSB first, consistent with the NIST CCM specification.

Consistent with the NIST CCM specification, the counter blocks Ctrj are formatted as shown in Figure 3.
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Figure 3: Construction of counter blocks Ctrj
15.2.3.5.1.1.4 Receive processing rules
On receipt of a PDU the receiving AMS or ABS shall decrypt and authenticate the PDU consistent with the NIST CCM specification configured as specified in 15.2.3.5.1.1.3..
Packets that are found to be not authentic shall be discarded.
Receiving ABS or AMSs shall maintain a record of the highest value PN receive for each SA.

The receiver shall maintain a PN window whose size is specified by the PN_WINDOW_SIZE parameter for SAs and management connections. Any received PDU with a PN lower than the beginning of the PN window shall be discarded as a replay attempt. The receiver shall track PNs within the PN window. Any PN that is received more than once shall be discarded as a replay attempt. Upon reception of a PN, which is greater than the end of the PN window, the PN window shall be advanced to cover this PN.
15.2.3.5.1.2 AES in CTR mode

AES-CTR mode is supported for unicast transport connections to encrypt the MAC PDU payloads.. The PN size is 22 bits. AES-CTR mode is defined in NIST Special Publication 800-38A and FIPS 197, RFC 3686.
15.2.3.5.1.2.1 Encrypted PDU payload format
CTR mode requires unique initial counter and key pair across all messages. This Subclause describes the initialization of the 128-bit initial counter, which shall be FFS. 


The construction of 128-bit Initial Vector is FFS. When incremented, this 16-byte counter shall be repeated as a big endian number.






15.2.3.5.2 Derivation of NONCEs, KEKs, and message authentication keys
The ABS derives AKs, TEKs, and NONCEs. A random or pseudo-random number generator shall be used to derive the NONCEs. Regardless of how they are generated, the NONCEs shall be unpredictable. Recommended practices to generate random numbers for use within the cryptographic systems are provided in IETF RFC 1750 [B30]. 
15.2.3.5.2.1 Cipher-based message authentication code (CMAC)
An ABS or AMS may support management message integrity protection based on CMAC - together with the AES block cipher. The CMAC construction as specified in NIST Special Publication 800-38B shall be used.
15.2.3.5.2.1.1 Calculation of CMAC value
The calculation of the keyed hash value contained in the CMAC Digest attribute and the CMAC Tuple shall use CMAC algorithm with AES. The DL authentication key CMAC_KEY_D shall be used for authenticating messages in the DL direction. The UL authentication key CMAC_KEY_U shall be used for authenticating messages in the UL direction. 










15.2.3.5.3 Dot16KDF

The Dot16KDF algorithm is a CTR mode construction that is used to derive an arbitrary amount of keying material from source keying material. 
Since the CMAC setting in the message authentication code in IEEE 802.16m is set to CMAC, the algorithm is defined as follows.

Dot16KDF(key, astring, keylength)

{



Result = null;



Kin = Truncate (key, 128);



For (i = 0; i <= int((keylength-1)/128) ; i++) {





result = result | CMAC(Kin, i | asting | keylength);



}



return Truncate (result, keylength);

}

The size of variables ‘i’ is 4 octets (32 bits) in most-significant-bit first order. ‘astring’ is a character string. The size of ‘keylength’ field is 4 octets (32 bits) in most-significant-bit first order.

The key is a cryptographic key that is used by the CMAC-AES. astring is an octet string used to alter the output of the algorithm. keylength is used to determine the length of key material to generate and is used in the digest input data to prevent extension attacks. 

15.2.3.5.4 Control Plane Signaling Protection
15.2.3.5.4.1 Management Message Protection
IEEE 802.16m supports the selective confidentiality protection over MAC management messages. Encryption is selectively applied to the MAC management messages whenever required by selected ciphersuites. 
In case the selective confidentiality protection is activated, the negotiated keying materials and ciphersuites are used to encrypt the MAC management messages. 
The information required for selective confidentiality support is contained in generic MAC header. Contrary to the transport connections where the established SA is applied to all data, an SA is selectively applied to the management connections based on the flow ID contained in GMH. 
The selective protection over MAC management messages is made possible after the successful completion of key agreement procedure. No additional keying material is defined for selective protection over management messages. In particular, the management messages are encrypted using the established TEKs between AMS and ABS. Also, the encryption algorithm already defined in legacy system, i.e., AES-CCM is used by the AMS and ABS for selective confidentiality protection.
Figure 5 presents the three levels of selective confidentiality protection over management messages in IEEE 802.16m. The classification of management messages is based on the MAC management messages that convey CMAC Tuple in legacy system.

· No protection: If AMS and ABS have no shared security context or protection is not required, then the management messages are neither encrypted nor authenticated. Management messages before the authorization phase also fall into this category.
· CMAC based integrity protection; CMAC Tuple is included to the end of management message. CMAC integrity protects the entire MAC management message. Actual management message is plain text 
· AES-CCM based authenticated encryption; ICV field is included after encrypted payload and this ICV integrity protects both payload and MAC header part.
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Figure 5: Flow of IEEE 802.16m Management Message Protection
============================= End of Proposed Text =============================
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