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1. Introduction

To enable identity privacy, the permanent IEEE 802 MAC address shall be protected by using temporary Station ID (T-STID) prior to the initiation of authentication/authorization phase. The AMS and the ABS exchange the permanent IEEE 802 MAC address through the encrypted messages during the authorization phase. 
In order to protect the mapping between the STID and the AMS’s IEEE 802 MAC Address, a T-STID is used until the successful authentication process.

First, an AMS randomly selects a T-STID and utilizes the T-STID to send a RNG-REQ message. Upon receipt of the RNG-REQ message, the ABS checks whether the T-STID has been used by other AMS. If yes, the ABS sends a RNG-RSP message with a new T-STID. Otherwise, the ABS sends a RNG-RSP message without assigning a new T-STID. Then the AMS and the ABS can use the T-STID to establish a secure channel. After successful authentication process, the AMS sends encrypted IEEE 802 MAC address to the ABS through the secure channel. After the ABS verifies the received IEEE 802 MAC address, the ABS sends STID to the AMS and releases the T-STID. Figure x illustrates the example of AMS privacy.
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Fig. x. Example of Identity Privacy.

2. Text Proposal

[--------------------------------------------------------Start of Text Proposal---------------------------------------------------]

10.6 Security

[add new subsection to section 10.6]

10.6.x AMS privacy 
[Insert the following texts into the section 10.6.x]
In order to protect the mapping between the STID and the AMS MAC Address, temporary STID (TSTID) is used until the successful authentication process. AMS selects a temporary STID and sends it in RNG-REQ message. After receiving RNG-REQ message, if the TSTID is already used in the system, ABS sends RNG-RSP message with new TSTID. Otherwise, ABS sends RNG-RSP message without new TSTID. AMS and ABS establish a secure channel by using this TSTID. After successful authentication process, AMS sends encrypted MAC address to ABS through the secure channel. After ABS verifies the received MAC address, ABS sends STID to AMS and release the TSTID. Figure x illustrates the example of AMS privacy.
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Fig. x. Example of Identity Privacy.
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