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Proposed AWD Text for Key Management Protocol
Gene Beck Hahn, Ki Seon Ryu and Ronny Yong Ho Kim
LG Electronics
1. Introduction

This contribution proposes the amendment text to depict the 802.16m key management protocol section and is intended as a section to be included in 802.16m amendment. The proposed text is developed so that it can be combined with 802.16 Rev2/D9 [1], it is compliant to 802.16m SRD [2] and SDD [3]. This contribution follows the tentative outline and style guide in [4]. The text proposal is based on current 802,16m SDD [3]. In Section 2, the main changes with regard to 802.16m SDD are outlined, which is aimed at helping the understanding of the amendment text.

2. Modification from the SDD and Key Descriptions

The text proposed in this contribution is based on Subclause 10.6.3 in 802.16m SDD [3]. The modifications to the current SDD text are summarized below:

· Updated the key derivation section. 
Subclause 10.6.3.1 of IEEE 802.16m SDD [3] defined a high level view of key derivation. We added the detailed descriptions on the EAP based authentication and its resultant key derivations of 802.16m. 
· Inserted Subclauses 15.2.3.3.1.1, 15.2.3.3.1.2, 15.2.3.3.1.3, 15.2.3.3.1.4, 15.2.3.3.1.5, 15.2.3.3.1.6 and 15.2.3.3.1.7.
We added the Subclauses 15.2.3.3.1.1, 15.2.3.3.1.2, 15.2.3.3.1.3, 15.2.3.3.1.4, 15.2.3.3.1.5, 15.2.3.3.1.6 and 15.2.3.3.1.7 illustrating AK derivation, KEK derivation, TEK derivation, CMAC/KEK derivation, key hierarchy, PMK/AK maintenance and PKM/AK switching methods respectively. The methods of key derivations except the TEK follow the corresponding methods of 802.16 Rev2/D9 [1]. Besides, the key hierarchy and PMK/AK switching methods follow the corresponding features of 802.16 Rev2/D9 [1]. The following Subclause 15.2.3.3.1.3.1 is added to reflect newly defined key management feature of 16m [3]. In Subclause 15.2.3.3.1.3.1, the method of TEK derivation during handover is described. Besides, the Subclauses 15.2.2.3.3.1.4.1 and 15.2.3.3.1.4.2 are added to illustrate the management of CMAC_KEY_COUNT, CMAC/KEK derivation respectively. We added Subclauses 15.2.3.3.1.4.1.1, 15.2.3.3.1.4.1.2 to depict the maintenance of CMAC_KEY_COUNT by AMS and ABS respectively. The CMAC_KEY_COUNT management essentially inherits the corresponding feature of 16e.
· Updated the key exchange section (15.2.3.3.2) 

Subclause 10.6.3.2 of IEEE 802.16m SDD [3] defined a high level view of key exchange. We added the description on the “no authorization policy” of 802.16m. The key exchange procedure controlled by the key state machine and key exchange state machine is also illustrated. The key exchange procedure inherits the features of 802.16 Rev2/D9 [1] except the use of NONCE for TEK derivation and update of 802.16m.
· Updated the key usage section (15.2.3.3.3) 

We added Subclauses 15.2.3.3.3.1, 15.2.3.3.3.2 illustrating the ABS, AMS key usage respectively. The key usages essentially follow the 802.16 Rev2/D9 [1]. Also, Subclauses 15.2.3.3.3.1.1, 15.2.3.3.3.1.2, 15.2.3.3.3.1.3, 15.2.3.3.3.1.4 and 15.2.3.3.3.1.5 are added to explain the AK key lifetime, AK transition period on ABS side, ABS usage of AK, TEK lifetime and ABS usage of TEK respectively. Key usage of ABS inherit the features of 802.16 Rev2/D9 [1] except newly defined 802.16m features such as the pre-authentication capabilities negotiation, TEK Lifetime and TEK update based on NONCE exchange. Subclauses 15.2.3.3.3.2.1, 15.2.3.3.3.2.2, 15.2.3.3.3.2.3 are also added to explain AMS reauthorization, AMS usage of AK, AMS usage of TEK respectively. The AMS reauthorization and key usage inherit the corresponding features of 802.16 Rev2/D9 [1] except the use of NONCE for 16m TEK derivation and update. 
3. References

[1] IEEE P802.16 Rev2 / D9, “Draft IEEE Standard for Local and Metropolitan Area Networks: Air Interface for Broadband Wireless Access,”
[2] IEEE 802.16m-07/002r7, “802.16m System Requirements Document (SRD)”
[3] IEEE 802.16m-08/003r7, “The Draft IEEE 802.16m System Description Document”
[4] IEEE 802.16m-08/043, “Style guide for writing the IEEE 802.16m amendment”
[5] IEEE 802.16m-08/050, “IEEE 802.16m Amendment Working Document”
4. Text Proposal for Security Sections of IEEE 802.16m Amendment

============================= Start of Proposed Text =============================

15.2.3.3 Key Management Protocol

WirelessMAN-OFDMA Advance System inherits the key hierarchies of WirelessMAN-OFDMA Reference system. WirelessMAN-OFDMA Advance System uses the PKM protocol to achieve: 
· Transparent exchange of authentication and authorization messages (See 10.6.2)

· Key agreement (See 10.6.3.2)

· Security material exchange (See 10.6.3.2)
PKM protocol provides mutual authentication and establishes shared secret between the AMS and the ABS. The shared secret is then used to exchange or drive other keying material. This two-tiered mechanism allows frequent traffic key refreshing without incurring the overhead of computation intensive operations.

15.2.3.3.1 Key Derivation

The PKMv3 key hierarchy defines what keys are present in the system and how keys are generated. Since the IEEE 802.16m adopts only one authentication scheme, based on EAP, there is one primary source of keying material. The key used to protect the integrity of management messages is derived from the source key material generated by authentication and authorization processes. The EAP based authentication process yields MSK. All IEEE 802.16m security keys are either derived directly/indirectly from the MSK by the ABS and the AMS. 
The MSK is the shared “Master Key” that is derived by the two sides in the course of executing EAP inner methods. The Pairwise Master Key (PMK) is derived from the MSK and then this PMK is used to derive the Authorization Key (AK). 
15.2.3.3.1.1 AK Derivation
The ABS and AMS will share the AK which is derived from PMK (from EAP-based authorization procedure). PMK can be used according to the value of authorization policy support field included in the SBC-REQ/RSP messages. 

After the EAP based authentication procedure, the AMS and the Authenticator will both possess a PMK. The derivation of the AK varies based on which keys are possessed.
The AK shall be generated as follows.

AK <= Dot16KDF (PMK, AMS MAC Address | ABS ID | “AK”, 160);

The AK is used to derive other keys:
· Key Encryption Key (KEK)

· Traffic Encryption Key (TEK)

· Cipher-based Message Authentication Code (CMAC) key

After completing (re)authentication process and obtaining an AK, key agreement is performed to verify the newly created AK and exchange other required security parameters.
15.2.3.3.1.2 KEK Derivation
KEK derivation follows procedures as defined in the WirelessMAN-OFDMA Reference system. The KEK is derived directly from the AK. The KEK is defined in 10.6.3.1.4. It is used to encrypt the NONCE sent by the ABS to AMS in unicast message.
15.2.3.3.1.3 TEK Derivation
TEK is derived at AMS and ABS by feeding identity parameters into a key derivation function. All PKMv3 key derivations are based on Dot16KDF algorithm. Parameters such as AK, Security Association ID (SAID), NONCE, KEY COUNT ca be used. The TEK is derived and updated at the AMS and ABS respectively by using the following formula:.
TEK = Dot16KDF (AK, NONCE | SAID | KET COUNT | “TEK”, 128)

The generated TEK shall not be transferred between AMS and ABS. In the above formula, the AK is derived from the PMK and is shared between AMS and ABS. The NONCE is randomly generated by ABS and sent to AMS. The PKMv3 attributes defines new type for NONCE that is used to derive and update TEK. The SAID is a unique identifier shared between AMS and ABS that identifies security association (SA). The SAID is unique within the ABS. 
During TEK derivation on initial network entry, the AMS can use the KEY COUNT. Also, the KEY COUNT is incremented for each HO, network reentry (due to the connection loss, uncoordinated HO) on connected state. The KEY COUNT is incremented when the location update or network reentry from idle mode are performed. The use of KEY COUNT prevents from using the same TEK in one of the following cases

· TEK update

· Handoff

· Network reentry due to connection loss, uncontrolled HO

· Location update or network reentry from idle mode
Figure 1 shows the procedure of TEK management for IEEE 802.16m. The NONCE is generated by the ABS and distributed to the AMS through PKM messages during (Re) authorization phase. If more than one TEK are created per SA, separate KEY COUNT shall be managed for each TEK. The NONCE is automatically updated with periodic TEK refresh. Upon the expiration of TEK refresh timer, PKM messages shall be used to exchange the new NONCE between AMS and ABS. The AMS and ABS derive TEK whenever the NONCE is exchanged. TEK(s) are derived in the following situations:

· Initial authentication

· Re-authentication

· Key update procedure for unicast connection

· Network re-entry to new ABS

In the last two cases, KEY COUNT value is incremented prior derivation.
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Figure 1: TEK Management at ABS and AMS

When the AMS performs reauthentication, the TEK shall be updated since the AK is changed. However, the currently used TEK is still used as long as the lifetime of corresponding TEK is not expired. When the lifetime of the TEK expires, the newly derived TEK using new AK and other security parameters is used.
15.2.3.3.1.3.1 TEK Derivation for HO
The TEK generation for initial network entry and TEK update during HO do not work independently. Figure 2 describes the TEK update during HO. 
The TEK update during HO uses the same formula as that of TEK generation for initial network entry. In this formula, the AK is derived using the AMS MAC address and target ABS ID respectively at the target ABS and AMS. Specifically, the AK is shared between the AMS and target ABS. The SAID is a unique identifier shared between the AMS and target ABS that identifies security association (SA). The SAID is unique within the AMS. The uniqueness of SAID shall be guaranteed by {AMS MAC address, SAID} pair. The latest NONCE used to derive the TEK at the serving ABS is reused at the target ABS. The NONCE is sent from the serving ABS to the target ABS after the HO decision is made during HO procedure. 
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Figure 2: TEK Update during HO at ABS and AMS

During handover, NONCE, KEY COUNT and other security parameters received from serving ABS is used to update new TEK at the target ABS. The target ABS derives new TEK using NONCE, AK and KEY COUNT incremented for each HO trial. The KEY COUNT prevents from deriving the same TEK in case AMS performs HO to the ABS that the AMS previously visited. 
The target ABS and AMS update the same TEKs prior to the completion of HO procedure. 
Besides the fields already defined in SA-TEK-Update TLV [1], SA-TEK-Update TLV contains the NONCE fields for TEK update at the target ABS. 

The TEK management avoids the compromise of service continuity and reduces the degradation of QoS. Also, data packets can be processed immediately after HO since the TEK is already updated using AK, KEY COUNT and NONCE.
15.2.3.3.1.4 Message Authentication Key (CMAC) and KEK Derivation
15.2.3.3.1.4.1 CMAC_KEY_COUNT Management
The AMS maintains CMAC_KEY_COUNT counter for each PMK context, and the Authenticator is assumed to maintain CMAC_KEY_COUNT counter for each PMK context, that is normally kept synchronized with the corresponding counter at the AMS.
The value of this counter maintained by the AMS is denoted as CMAC_KEY_COUNTAMS and the value that is maintained by the Authenticator is denoted as CMAC_KEY_COUNTN. Each AK context that a ABS maintains has a CMAC_KEY_COUNTM value, which is denoted CMAC_KEY_COUNTB.
15.2.3.3.1.4.1.1 Maintenance of CMAC_KEY_COUNTAMS by the AMS
Upon successful completion of the PKMv3 Authentication or Re-authentication, and establishment of a new PMK, the AMS shall instantiate a new CMAC_KEY_COUNT counter and set its value to zero. In particular, this shall occur upon reception of the SA TEK Challenge message. The AMS shall initiate re-authentication before the CMAC_KEY_COUNTAMS reaches its maximum value of 65535. The AMS shall manage a separate CMAC_KEY_COUNTAMS counter for every active PMK context. Specifically, during re-authentication, after EAP completion, but before the activation of the new AK, the old CMAC_KEY_COUNTAMS (corresponding to the old PMK) is used for CMAC generation of MAC control messages, while new CMAC_KEY_COUNTAMS is used for CMAC generation for PKMv3 3-way handshake messages.
15.2.3.3.1.4.1.2 Maintenance of CMAC_KEY_COUNTABS by the ABS
The ABS may possess one or more AK contexts associated with the AMS, each of which includes the value of CMAC_KEY_COUNTABS. This value shall be maintained as specified in subsequent paragraphs of this section.
Upon successful completion of the PKMv3 Authentication or Re-authentication, and establishment of a new AK context, the ABS shall set CMAC_KEY_COUNTABS of the corresponding newly instantiated AK context to zero. In particular, this shall occur immediately prior to the transmission of the SA TEK Challenge message. The ABS shall manage a separate CMAC_KEY_COUNTABS for every AK context it is maintaining. 
Specifically, during re-authentication, after EAP completion, but before the activation of the new AK, the old CMAC_KEY_COUNTABS (corresponding to the old AK context) shall be used for CMAC generation of MAC control messages, while the new CMAC_KEY_COUNTABS shall be used for CMAC generation for PKMv3 3-way handshake messages.
Upon receiving the RNG-REQ message from the AMS containing CMAC_KEY_COUNT TLV, the ABS shall compare the received CMAC_KEY_COUNT value, which is CMAC_KEY_COUNTAMS, with CMAC_KEY_COUNTABS. If the ABS has no AK context for the AMS corresponding to the AK of the CMAC tuple TLV in the received RNG-REQ message it shall create an AK context and set CMAC_KEY_COUNTABS to CMAC_KEY_COUNTN. (i.e., the value of CMAC_KEY_COUNT counter maintained by the Authenticator for the corresponding PMK context).
If CMAC_KEY_COUNTAMS < CMAC_KEY_COUNTABS, the ABS shall process the message as having an invalid CMAC tuple and send a RNG-RSP message requesting re-authentication.
If CMAC_KEY_COUNTABS < CMAC_KEY_COUNTAMS, the ABS shall cache the state of the AK context, generate the CMAC_KEY_* using CMAC_KEY_COUNTAMS, set CMAC_PN_* to zero, and validate the received RNG-REQ message. If it is valid, the ABS may purge the cached state, and shall set CMAC_KEY_COUNTABS = CMAC_KEY_COUNTAMS, update the AK context and send a RNG-RSP message to the AMS including a CMAC tuple. The ABS shall cache the AK context in case it receives subsequent MAC management messages from the AMS. When the ABS can determine that the AMS has exited the CMAC Key Lock state associated with CMAC_KEY_COUNTAMS and if it is not serving the AMS, it may purge the cached AK context. If the CMAC value is not valid, the ABS shall send a RNG-RSP message requesting re-authentication.
If CMAC_KEY_COUNTABS = CMAC_KEY_COUNTAMS, the ABS shall validate the received RNG-REQ using the cached AK context. If the CMAC value is valid, the ABS shall send the RNG-RSP message to the AMS allowing legitimate entry. If the CMAC value if invalid, the ABS shall send a RNG-RSP message requesting re-authentication.
Once the AMS has completed network re-entry, cancelled handover, or completed Secure Location Update, the ABS is assumed to inform the Authenticator and send to it the value of CMAC_KEY_COUNTAMS.
15.2.3.3.1.4.2 Derivation of Message Authentication Codes
Message authentication code keys are used to sign management messages in order to validate the authenticity of these messages. The message authentication code to be used is negotiation at pre-authentication capabilities negotiation. There are different key for UL and DL messages. 

In general, the CMAC key used to generate the CMAC value is derived locally by using the AK and the KEY_COUNT. 
The keys used for CMAC key and for KEK are as follows:

CMAC_PREKEY_U | CMAC_PREKEY_D | KEK <= Dot16KDF (AK, AMS MAC address | ABS ID | “CMAC_KEYS + KEK”, 384)

CMAC_KEY_U <= AESCMAC_PREKEY_U(CMAC_KEY_COUNT)
CMAC_KEY_D <= AESCMAC_PREKEY_D(CMAC_KEY_COUNT)
For a fixed AMS, the CMAC_KEY_COUNT shall be set to 0 in the derivation of the CMAC_KEU_U and CMAC_KEY_D at the ABS and the AMS.

Specifically, the preprocessed value of CMAC_PREKEY_* is treated as the Cipher Key of the Advanced Encryption Standard (AES) algorithm AES128 (FIPS197). The CMAC_KEY_COUNT is treated as the Input Block Plain Text of this algorithm. The AES128 algorithm is executed once. The Output Block Cipher Text of this algorithm is treated as the resulting CMAC_KEY_*. When CMAC_KEY_COUNT is used as an input of AES128 algorithm, 112 zero bits are prepadded before the 16-bit CMAC_KEY_COUNT where the CMAC_KEY_COUNT is regarded as mos-significant-bit first order. The AES input is also defined as most-significant-bit first order.
CMAC keys are derived in the following situations:
· Initial authentication, Re-authentication
· Key update procedure for unicast connection

· Network re-entry to new ABS

In the last two cases, KEY_COUNT value is incremented prior derivation.

15.2.3.3.1.5 Key Hierarchy
Figure 3 outlines the process to calculate the AK when only the EAP based authentication exchange has taken place, yielding an MSK: Figure 4 outlines the unicast key hierarchy starting from the AK:
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Figure 3: AK from PMK (from EAP-based authorization)
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Figure 4: CMAC/KEK derivation from AK
15.2.3.3.1.6 Maintenance of PMK and AK
The ABS and AMS maintain cached PMK and AK as follows:
a) PMK Caching. An AMS caches a PMK upon successful EAP authentication. An Authenticator caches a PMK upon its receipts via AAA protocol. Upon caching new PMK for particular AMS, an Authenticator shall delete any PMK for that AMS (as well as all associated AKs).
For the case of reauthentication, deletion of old PMKs at Authenticator and AMS is accomplished via the switchover mechanism in this subclause.

The Authenticator and AMS will additionally delete PMKs and/or associated AKs in various situations – including lifetime expiration, reauthentication, and reclamation of memory resources, or as the result of other mechanisms beyond the scope of this specification.

In the case of reauthentication, the older PMK and its AKs shall be deleted by the AMS and the ABS after successful completion of the 3-way SA-TEK handshake.

b) AK activation and deactivation. Successful completion of 3-way SA-TEK handshake causes activation of every AK associated with the new PMK and any ABS under the current Authenticator (i.e., when the AMS hands over or re-enters a target ABS, and the 3-way SA-TEK handshake associated with the current PMK has completed successfully at some ABS under the target ABS’s Authenticator, the AK associated with the current PMK and target ABS is used without a new 3-way SA-TEK handshake at the target ABS).
If the packet counter belonging to a CMAC key reaches its maximum value, the associated AK becomes permanently deactivated.

The ABS and AMS shall maintain the AK context (i.e., replay counters etc.) as long as they retain the AK.

15.2.3.3.1.7 PKMv3 PMK and AK switching methods
Once the PMKv3 SA-TEK 3-way handshake begins, the ABS and AMS shall use the new AK matching the new PMK context for the 3-way handshake messages. Other messages shall continue to use the old AK until 3-way handshake completes successfully. Upon successful completion of 3-way handshake, all messages and user data shall use the new AK. 

The old AK matching the old PMK context may be used for receiving packets before the “frame number” attribute specified in PMKv3 SA-TEK-response message.
15.2.3.3.2 Key Exchange

In case the AMS and ABS decide “No Authorization” as their authorization policy, the AMS and ABS shall perform neither key agreement nor Key Request/Reply handshake. 
The key exchange procedure is controlled by security key state machine, which defines the allowed operations in the specific states. The key exchange state machine doesn’t differ from reference system, except that instead of exchanging the keys in reference system, a nonce is exchanged and is used to derive keys locally. 
In IEEE 802.16m, the nonce used to derive and update TEK is sent from ABS to AMS during authorization phase, during ranging procedure on NW reentry from idle mode, or when the AMS requests a nonce. 
The nonce can be exchanged with the following messages/procedures: 

· Key Request/Reply

· Key Agreement

· Ranging
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Figure 5: Initial or Re-authentication - Key Derivation and Exchange
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Figure 6: Key Update Procedure
For the case of HO, the NONCE already used between AMS and serving ABS shall be reused at target ABS. Specifically, the NONCE is sent from serving ABS to target ABS together with security information required to derive TEK. 

15.2.3.3.3 Key Usage
The TEK usage does not differ from the reference system.
15.2.3.3.3.1 ABS Key Usage
The ABS is responsible for maintaining keying information for all SAs. The PKM protocol defined in this specification depicts a mechanism for synchronizing this keying information between a ABS and its client AMS.
15.2.3.3.3.1.1 AK Key Lifetime
At initial network entry, if the security is enabled during the pre-authentication capabilities negotiation, the authorization procedure shall be initiated. The authorization procedure activates a new AK. This AK shall remain active until it expires according to its predefined AK Lifetime, a ABS system configuration parameter.
In PKMv3, AK lifetime is determined by PMK lifetime. The old AK may be used until the frame number specified in PKMv3 SA-TEK-Response message.
If an AMS fails to reauthorize before the expiration of its current AK, the ABS shall hold no active AKs for the AMS and shall consider the AMS unauthorized. A ABS shall remove from its keying tables all TEKs associated with an unauthorized AMS’s SA.
15.2.3.3.3.1.2 AK Transition Period on ABS Side
The ABS shall always be prepared to start re-authentication upon request. The ABS shall be able to support two simultaneously active AKs for each client AMS. The ABS has two active AKs during an AK transition period; the two active keys have overlapping lifetimes.
15.2.3.3.3.1.3 ABS Usage of AK
The ABS shall use keying material derived from the AMS’s AK for the following:
a) Verifying the CMAC-Digests in PKMv3 Key Request messages received from that AMS 
b) Calculating the CMAC-Digests it writes into PKMv3 Key Reply, PKMv3 Key Reject, and PKMv3 TEK-Invalid/PKMv3 TEK-Invalid messages sent to that AMS, and
An ABS shall use a CMAC_KEY_U derived from one of the AMS’s active AKs to verify the CMAC-Digest in PKMv3 Key Request messages received from AMS. The AK Key Sequence Number accompanying each PKMv3 Key Request message allows the AMS to determine which CMAC_KEY_U was used to authenticate the message.
A ABS shall use a CMAC_KEY_D derived from the active AK selected above when calculating CMAC-Digests in PKMv3 Key Reply, PKMv3 Key Reject, and PKMv3 TEK Invalid messages. When sending PKMv3 Key Reply, PKMv3 Key Reject, or PKMv3 TEK Invalid messages within a key transition period (i.e., when two active AKs are available), if the newer key has been implicitly acknowledged, the ABS shall use the newer of the two active AKs. If the newer key has not been implicitly acknowledged, the ABS shall use the older of the two active AKs to derive the KEK and the CMAC_KEY_D. 
The ABS shall use a KEK derived from an active AK when encrypting the TEKs or NONCEs in the PKMv3 Key Reply Messages. 
For calculating the CMAC-Digest in the CMAC Tuple attribute, the ABS shall use the CMAC_KEY_U and CMAC_KEY_D derived from one of the active AKs. For signing messages, if the newer AK has been implicitly acknowledged, the ABS shall use the newer of the two active AKs to derive the CMAC_KEY_D. If the newer key has not been implicitly acknowledged, the ABS shall use the older of the two active AKs to derive the CMAC_KEY_D. The CMAC Key Sequence Number in the CMAC Tuple, equal to the AK’s sequence number from which the CMAC_KEY_D was derived, enables the AMS to correctly determine which CMAC_KEY_D was used for message authentication. 
When receiving messages containing the CMAC Tuple attribute, the ABS shall use the CMAC_KEY_U indicated by the CMAC Key Sequence Number to authenticate the messages.
15.2.3.3.3.1.4 TEK Lifetime
The ABS shall maintain two sets of active TEKs (and their associated NONCEs, Initialization vectors, or IVs) per SAID, corresponding to two successive generations of keying material. The two generations of TEKs shall have overlapping lifetimes determined by TEK Lifetime, a predefined ABS system configuration parameter. The newer TEK shall have a key sequence number one greater (modulo 4) than that of the older TEK. Each TEK becomes active halfway through the lifetime of its predecessor and expires halfway through the lifetime of its successor. Once a TEK’s lifetime expires, the TEK becomes inactive and shall no longer be used. 
Each NONCE used to derive a TEK shall be updated based on the corresponding TEK’s lifetime. In particular, upon the expiration of TEK refresh timer, PKMv3 Key Request/Reply messages are exchanged to update the NONCE between ABS and AMS. The updated NONCE is randomly generated by the ABS and sent to the AMS.
15.2.3.3.3.1.5 ABS Usage of TEK
The ABS transitions between the two active TEKs differently, depending on whether the TEK is used for DL or UL traffic. For each of its SAIDs, the ABS shall transition between active TEKs according to the following rules:
a) At expiration of the older TEK, the ABS shall immediately transition to use the newer TEK for encryption. 

b) The UL transition period begins from the time the ABS sends the newer NONCCE in PKMv3 Key Reply message and concludes once the older TEK expires.
It is the responsibility of the AMS to update its keys in a timely fashion; the ABS shall transition to a new DL encryption key regardless of whether a client AMS has retrieved a copy of that TEK.
The ABS uses the two active TEKs differently, depending on whether the TEK is used for DL or UL traffic. For each of its SAIDs, the ABS shall use the two active TEKs according to the following rules:
a) The ABS shall use the older of the two active TEKs for encrypting DL traffic. 

b) The ABS shall be able to decrypt UL traffic using either the older or newer TEK.

Note that the ABS encrypts with a given TEK for only the second half of that TEK’s total lifetime. The ABS is able, however, to decrypt with a TEK for the TEK’s entire lifetime.
Figure 7 illustrates the management an SA’s TEKs. 
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Figure 7: TEK Management in ABS and AMS
15.2.3.3.3.2 AMS Key Usage
In PKMv3 EAP-based authentication, reauthorization can be initiated by either ABS or AMS to refresh the AK. An AMS shall be prepared to use its two most recently obtained AKs according to the manner described in 10.6.3.3.2.1 and 10.6.3.3.2.3
15.2.3.3.3.2.1 AMS Reauthorization 
AKs have a limited lifetime and shall be periodically refreshed. In PKMv3 EAP-based authentication, reauthorization can be initiated by either ABS or AMS to refresh the AK. The AMS initiates reauthorization by issuing PKMv3 EAP Start message to the ABS. The ABS initiates reauthorization by issuing PKMv3 EAP Transfer message encapsulating EAP request/identity to the AMS. 
In PKMv3 EAP based authentication, reauthorization is triggered when any of the following conditions are met: 1) Authorization Grace Timer expires, 2) CMAC_KEY_COUNT or CMAC_PN_* approaches maximum number, 3) PKMv3 EAP Start message is sent by the AMS, 4) PKMv3 EAP Transfer message encapsulating EAP request/identity is sent by the ABS.
Note that the ABS does not require knowledge of the Authorization Grace Time. The ABS, however, shall track the lifetimes of its AKs and shall deactivate a key once it has expired.
15.2.3.3.3.2.2 AMS Usage of AK
An AMS shall use the CMAC_KEY_U derived from the newer of its two most recent AKs when calculating the CMAC Digests it attaches to PKMv3 Key Request messages.
The AMS shall be able to use the CAMC_KEY_D derived from either of its two most recent AKs to authenticate Key Reply, Key Reject and TEK Invalid messages for PKMv3. The AMS uses the accompanying AK Key Sequence Number to determine which set of keying material to use.
The AMS shall use the CMAC_KEY_U derived from the newer of its two most recent AKs when calculating the CMAC Digests of the CMAC Tuple attribute.

15.2.3.3.3.2.3 AMS Usage of TEK
An AMS shall be capable of maintaining two successive sets of traffic keying material per authorized SAID. Through operation of its TEK state machines, an AMS shall request a new set of traffic keying material a configurable amount of time, the TEK Grace Time, before the AMS’s latest TEK is schedules to expire.
For each of its authorized SAIDs, the AMS   
· Shall use the newer of its two TEKs to encrypt UL traffic, and
· Shall be able to decrypt DL traffic encrypted with either of the TEKs

The EKS field carries the 2-bit key sequence of associated TEK.

============================= End of Proposed Text =============================
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