
IEEE C802.16m-09/1234r1

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	AWD text proposal on Security for the IEEE 802.16m Amendment (AWD-SecurityDG)

	Date Submitted
	2009-07-06

	Source(s)
	
TGm Security DG Chair
	E-mail: jicheol.lee@samsung.com
Phone: +82-31-279-3605
*<http://standards.ieee.org/faqs/affiliationFAQ.html>

	Re:
	IEEE 802.16m-09/0028r1, “Call for Comments and Contributions on Project 802.16m Amendment Content” 
Category: AWD-DG Comment / Area: Security DG

	Abstract
	This contribution proposes Security DG text proposal.

	Purpose
	To be discussed and adopted by TGm for 802.16m amendment working document.

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


AWD text proposal on Security for the IEEE 802.16m Amendment (AWD-SecurityDG)
Security Drafting Group
1. Introduction
This contribution proposes text to be modified or included in security enhancements section of IEEE 802.16m amendment working document (AWD).  The proposed text has been developed by the security DG discussion. 

 Note that some texts, which are not agreed yet, or editor’s note are embraced with bracket (’[  ]’).

2. Text proposal 
================= Start of Proposed Text ========================
15.2.4 Security Enhancements
15.2.4.1 Security Architecture 
The security functions provide subscribers with privacy, authentication, and confidentiality across the IEEE 802.16m network. It does this by applying cryptographic transforms to MAC PDUs carried across connec​tions between AMS and ABS.

The security architecture of WirelessMAN-OFDMA Advanced System consists of the following functional entities; the AMS, the ABS, and the Authenticator as shown in the figure 390 below.

If during pre-authentication capabilities negotiation, an AMS specifies that it does not support IEEE 802.16m security, steps of authorization and key exchange shall be skipped. The ABS, if provisioned so, shall consider the AMS authenticated; otherwise, the AMS shall not be serviced. Neither the key exchange nor data encryption performed.
[image: image1.emf]
Within AMS and ABS the security architecture is divided into two logical entities:

· Security management entity

· Encryption and integrity entity

Security management entity functions included:

· Overall security management and control

· EAP encapsulation/decapsulation: This stack provides the interface with the EAP layer, in which the EAP based authentication is used as an authorization policy between an AMS and an ABS.

· Privacy Key Management (PKM) control: This stack controls all security components. Various keys are derived and generated in this stack. Privacy key management protocol version 3(PKM v3) defines how to control all security components(e.g. such as derivation/ update/usage of keys)

· Authentication and Security Association (SA) control: This stack controls the authorization state machine and the traffic encryption key state machine.

· Location privacy: This stack processes the location privacy related messages.

Encryption and integrity protection entity functions included:

· Transport data encryption/authentication processing: This stack encrypts or decrypts the transport data and executes the authentication function for the traffic data.

· Management message authentication processing: This stack executes message authentication function such as CMAC.

· Management message confidentiality protection: This stack encrypts or decrypts the management message data and executes the authentication function for the management message traffic data.
15.2.4.2 Key Management Protocol (PKMv3)   
15.2.4.2.1 Key Management

WirelessMAN-OFDMA Advance System inherits the key hierarchies of WirelessMAN-OFDMA Reference system. 

WirelessMAN-OFDMA Advance System uses the PKM protocol to achieve: 

· Transparent exchange of authentication and authorization messages 

· Key agreement 
· Security material exchange 
PKM protocol provides mutual authentication and establishes shared secret between AMS and ABS. The shared secret is then used to exchange or drive other keying material. This two-tiered mechanism allows the frequent traffic key refreshing without incurring the overhead of computation intensive operations.

15.2.4.2.1.1 Key Derivation

The PKMv3 key hierarchy defines what keys are present in the system and how keys are generated. Since 802.16m adopts only one authentication scheme, based on EAP, there is one primary source of keying material. The key that is used to protect the integrity of management messages is derived from the source keying material generated by authentication/authorization processes. The EAP based authentication process yields MSK. All IEEE 802.16m security keys are either derived directly/indirectly from MSK by the ABS and AMS. 
The MSK is the shared “Master Key” that is derived by the two sides in the course of executing EAP inner methods. The Pairwise Master Key (PMK) is derived from the MSK and this PMK is used to derive the Authorization Key (AK). The AK derivation does not differ from reference system. The AK is used to derive other keys:

· Traffic Encryption Key (TEK)

· Cipher-based Message Authentication Code (CMAC) key
After completing (re)authentication process and obtaining the AK, key agreement is performed to verify the newly created AK and exchange other required security parameters. 

For the purpose of key derivation this spec used dot16KDF as defined in XXX

15.2.4.2.1.1.1 PMK Derivation

After successful EAP authentication was completed the MS (supplicant), AAA and authenticator holds a 512bit MSK key (that was transferred to the authenticator from AAA using EAP attributes).

Once EAP authentication completed successfully, the BS starts a key agreement 3-way handshake to derive fresh PMK in both MS and authenticator.

The 3-way handshake is defined in section 15.2.4.2.1.1 key agreement which includes NONCEs exchange that are used as input for PMK derivation.

The PMK derivation is done:

PMK=Dot16KDF (MSK, NONCE_MS|NONCE_BS|”PMK”,160).

Where:

· NONCE_MS – a random number generated by MS and send to the BS during key agreement.

· NONCE_BS – a random number generated by BS and send to MS during key agreement.

The PMK is derived after each successful authentication (nw-entry and re-authentication) and has the same lifetime as MSK.

The MSK may be used as a source for more keying material required by the NW.

15.2.4.2.1.1.2 AK Derivation

AK is derived from PMK and it belongs to a pair of MS and BS.

The AK derivation is done:

AK = Dot16KDF (PMK, MSID*|BSID|CMAC_KEY_COUNT|”AK”, 160)

Where:

· MSID* - a permutation of MSID sent by MS to BS during key agreement, this is used to bind the key to the MSID

· CMAC_KEY_COUNT – a counter which is used to ensure different AKs for the same BS-MS pairs across handovers, the counter is managed as described in section XXX.
After (re)authentication the counter value is set to “0”

The AK is derived in the following cases:

· NW-Entry

· Re-authentication

· HO re-entry

· Re-entry from idle mode
· Location update
The AK lifetime is identical to the PMK lifetime.
15.2.4.2.1.1.3 CMAC Derivation

CMAC keys are derived from AK and used for message authentication in some of the management messages.

There are 2 CMAC keys one used for UL and one for DL.
The keys derivation is done:

CMAC_KEY_U| CMAC_KEY_D = Dot16KDF (AK, “CMAC_KEYS”, 256).

Each key is 128 bit in size.
All this keys are derived every time a new AK is derived.
15.2.4.2.1.1.4 TEK Derivation

TEK is the transport encryption key used to encrypt data. 
TEK is managed within SA where each SA contains 2 TEKs.
The TEK is derived at AMS and ABS by feeding identity parameters into a key derivation function. All PKMv3 key derivations are based on Dot16KDF algorithm, which is same as AES-CMAC based Dot16KDF algorithm ( see 7.5.4.6.1). 
 The TEK derivation is done:

TEKi = Dot16KDF (AK, SAID |COUNTER_TEK=i|”TEK”, 128),

Where:

· SAID is the security association that the TEK belongs to.

· Counter_TEK is a counter used to derive different TEKs for the same SAID, the value of the counter is changed every time a new TEK need to be derived within the time the same AK is valid. Each SA shall hold two TEKs in every given time; these two TEKs will be derived from two consecutive counter values.
Every time a new AK is derived this counter is reset. 

New TEK(s) are derived in the following cases:

· During initial network entry, handover re-entry or network re-entry from idle mode where new AK was derived, both TEKs are derived, counter is reset and the values 0 and1 are used for TEK derivation and the value of EKS for each TEK is same as the value of the COUNTER_TEK which was used to generate the TEK.

· TEK PN space exhausted and there is a need to refresh TEK only (not AK) – in this case the counter will be increased by 1 and a new TEK will be derived.

TEK lifetime is identical to AK lifetime.
15.2.4.2.1.2 Key Hierarchy

Figure 3 outlines the process to calculate the AK when only EAP-based authentication exchange has taken place, yielding an MSK: Figure 4 outlines the unicast key hierarchy starting from AK:
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Figure 3: AK from PMK (from EAP-based authorization)
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Figure 4: CMAC derivation from AK

15.2.4.2.1.3 Maintenance of PMK and AK, PMK and AK switching methods

The maintenance of cached PMK and AK by either AMS or ABS does not differ from reference system. Besides, the PMK and AK switching methods does not differ from reference system

15.2.4.2.1.4 Key agreement
The key agreement procedure takes place right after authentication/re-authentication.

It includes exchange of parameters between the AMS and ABS including NONCEs which are used to derive the PMK from the MSK which was created during authentication.

All other keys are derived from PMK right after or in other situation that requires it like HO or re-entry from idle.

The key agreement procedure (as shown in figure 1) includes the following steps:
· MS and NW complete EAP authentication (Authenticator got “EAP Success” from AAA and sent it to MS).

· The BS sends PKM_RSP (key agreement msg#1) to the MS, the message includes a plaintext random NONCE_BS.
· The MS calculates a permutation on the MSID: MSID* is hashed version of MSID.

· The MS derives all security keys from the PMK, MSID* and other parameters as defined in XXX and sends PKM_REQ (key agreement msg#2) to the MS that includes the MSID*, NONCE_BS, NONCE_MS and is integrity protected (ICV using the derived CMAC keys) but not encrypted.

· The BS takes the MSID* plain text value and the NONCE_MS, calculates the keys and verifies the ICV it received based on the derived keys, if ICV is verified then the BS knows it has the same keys which are bind to the MSID and BSID, the keys are also fresh due to the 2 NONCE values in the derivation function.

· The BS than sends to the MS PKM_RSP (key agreement msg#3) that includes the NONCE_MS, NONCE_BS, the supported SAIDs (0x1 and 0x2) and is integrity protected (ICV) to proof the possession of the keys and their freshness.

· The MS verifies the ICV and derive the TEKs for the supported SAIDs.

Once key agreement is completed successfully, the MS sends to the BS AAI_REG-REQ that includes the real MSID encrypted as defined in section XXX.

Note that supplying the MSID to the BS allows, among other used of MSID, for the NW elements to calculate MSID* whenever a new AK needs to be derived from PMK (HO for example). 
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Figure 1 Key agreement procedure
15.2.4.2.1.5 Key Usage

15.2.4.2.1.5.1 TEK usage

TEK usage is identical to the definition in IEEE802.16eREV2.

Each SA maintains 2 TEKs marked as DLE (used to be called “old” in IEEE802.16eREV2) and ULE (used to be called “new”).

The TEKDLE key is used for encrypting DL data by the BS and the TEKULE key is used for encrypting UL data by the MS, the decryption is done according to the EKS so basically in transition times were the BS derived a new TEKULE and set the TEKDLE=old TEKULE, then the BS TEKDLE and MS TEKULE are the same TEK with same EKS and both can transfer data securely using the same TEK (until TEK update happens from MS side and MS is re-synced on new TEKULE).

Each TEK has its own PN counter size 22bits.

The PN space is spread between the DL traffic and UL traffic as defined in 16eREV2, where the lower PN (0x00000000-0x2FFFFF) space is used for DL, and upper PN space (0x300000-0x4FFFFF) is used for UL. 

15.2.4.2.1.5.2 TEK update
The TEK update is triggered by either TEKDLE or TEKULE is running out the relevant PN space. In particular BS derives new TEK either when the DL space of TEKDLE or the UL PN space of TEKULE is exhausted.
The MS requests key update when one of the PN spaces of it’s TEKULE is exhausted or the MS detects that it’s TEKULE in being used for downlink traffic as well. 

The value of PN exhaustion is different between the BS and MS (the MS number is higher) to ensure BS derives new TEK prior to MS request the key update thus ensuring minimal protocol overhead.
The TEK maintenance follows the procedure described in the following example. 

· Assume the system starts with BS using TEKDLE=TEK0 for DL traffic and MS using TEKULE=TEK1 for UL traffic.

· The BS monitors its TEKDLE=TEK0 DL PN usage and TEKULE=TEK1 UL PN usage and when one of them is running out, updates it derives TEK2 and set TEKDLE=TEK1 TEKULE=TEK2 while discarding TEK0.(note that after this both DL and UL traffic is done using TEK1).

· The MS shall monitor TEKULE=TEK1in its downlink traffic. Once the downlink traffic is received with this key, the MS knows that BS derived new TEK and should update its TEKULE For uplink traffic with the key update procedure (see Figure 2). After the successful update TEKDLE=TEK1 and TEKULE=TEK2.

· The MS shall also monitor TEKULE both DL and UL PN usages. In the event that one of the PN spaces runs out (in the case more UL than DL it may happen that BS derived new TEK but MS could not identify it due to lack of DL traffic) The MS shall trigger the key update procedure to update TEKULE
The key update procedure is shown in Figure 2. The MS shall send in the request message with the associated SAID. The BS shall indicate the EKS, AKID and COUNTER-TEK in the reply message. If the COUNTER-TEK/EKS are updated, the MS updates its TEK accordingly. If the COUNTER-TEK/EKS are not updated, it means the BS did not derived new TEK yet and the MS shall retry the procedure after TBD (time or PN space offset)
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Figure 2 MS TEKULE update procedure
15.2.4.2.1.5.3 TEK update after Re-authentication
The re-authentication is done via key-agreement three-way handshaking similar to that defined in Figure 1. Note that for re-authentication, i) after the key agreement, the AKold is still valid and ii) only one new TEK is derived right after key agreement. The detail procedure is as follows
· Key agreement finishes with generation of AKnew, but AKold is still valid.

· Right after Key agreement, BS updates its TEKDLE with TEKULE and derives new TEKULE from AKNEW

· Right after the AMS realize ABS uses its TEKULE in the DL,he AMS initiates TEK update procedure in order to obtain new TEKULE.

· The BS responds with the sequence number of AKnew and MS can know it needs to derive its TEKULE from AKnew

· After TEK update procedure with the MS was completed and the BS knows the MS poses TEKULE derived from the new AK, it should derive another TEK to discard all keys dependent on AKold, and than it can discard AKold as well. 

15.2.4.2.2 SA Management
A security association (SA) is the set of information required for secure communication between ABS and AMS. SA is shared between ABS and its client AMS across the 802.16m network. SA is identified using an SA identifier (SAID). The SA is applied to the respective unicast flows. IEEE 802.16m supports unicast static SA only and SAs are mapped one-by-one to cryptographic methods. ( see table 15.2.4.2.xxx)
SA is used to provide keying material for unicast transport/management flows. Once an SA is mapped to an unicast transport flow, the SA is applied to all the data/management message exchanged within the unicast transport flow. Multiple flows may be mapped to the same SA.
Security extended header is used only for management flow to indicate whether the PDU contains the management message encrypted based on security level. Whether each management message is encrypted or not is decided based on the security level which the message is associated with.
If AMS and ABS decide “No authorization” as their authorization policy through pre-authentication capability negotiation procedure, no SAs will be established. In this case, Null SAID(e.g.0x00) is used as the target SAID field in flow creation messages. If authorization is performed but the AMS and ABS decide to create an unprotected transport flow, the Null SAID is used as the target SAID field in flow creation messages.

If authorization is performed successfully, SAID 0x01 is assigned for confidentiality and integrity, and SAID 0x02 for confidentiality only. SAID 0x00 and 0x01 can be applied to management flows. However, SAID 0x2 can be applied to transport flows only. (see Table 15.2.4.2.xxx) 
Table 15.2.4.2.xxx
	SAID
	Name of SA
	Characteristics
	usage

	0x00
	Null SA
	No authorization
	For non-protected transport flow.

	0x01
	Primary SA
	Confidentiality & integrity protection(i.e. AES-CCM mode is applied)
	Encryption for unicast management/transport flow.

	0x02
	
	Confidentiality protection only(i.e. AES-CTR mode is applied) 
	Encryption for unicast transport flow

	0x03-0xFF
	
	Reserved
	


Using PKM protocol, AMS shares the SAs’ keying material with ABS. An SA contains keying material that is used to protect unicast flows. The contents of an SA are as follows:
— SAID, a 8 bit identifier for the SA. The SAID shall be unique within an AMS.
15.2.4.2.2.1 Mapping of flows to SAs
 The following rules for mapping flows to SAs apply: 
a) The unicast transport flows shall be mapped to an SA.

b) The multicast or broadcast transport flows shall be mapped to Null SA.

c) The encrypted unicast management flows shall be mapped to the Primary SA.

d) The non-encrypted unicast management flows shall not be mapped to any SA.

e) The broadcast management flows shall not be mapped to any SA.
The actual mapping is achieved by including the SAID of an SA in the DSA-xxx messages together with the FID.
Management messages which the Primary SA is applied to are predetermined according to the management message protection level depending on each management message type and its usage. Even if non-encrypted unicast management flows shall not be mapped to any SA, CMAC-based integrity protection can be applied per management message according the management message protection level. (see the section 15.2.4.4.2 )

15.2.4.3 Cryptographic Methods
15.2.4.3.1 Payload encryption methods

AES-CCM is used to encrypt unicast management or transport connection, but AES-CTR is used to encrypt unicast transport connection. 
15.2.4.3.1.1 AES-CCM

15.2.4.3.1.1.1 PDU payload format

The MAC PDU payload shall be prepended with a 2-bit EKS and a 22-bits PN (Packet Number). The EKS and PN shall not be encrypted. The plaintext PDU shall be encrypted and authenticated using the active TEK, according to the CCM specification. This includes appending an 8-byte integrity check value (ICV) to the end of the payload and encrypting both the plaintext payload and the appended ICV.

The ciphertext message authentication code is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38) is transmitted first and byte index 7 is transmitted last (i.e., LSB first). The processing yields a payload that is 11 bytes longer than the plaintext payload.

15.2.4.3.1.1.2 Packet number (PN)
The PN associated with an SA shall be set to 1 when the SA is established and when a new TEK is installed. After each PDU transmission, the PN shall be incremented by 1. Any pair value of {PN, TEK} shall not be used more than once for the purposes of transmitting data. The AMS shall ensure that a new TEK is derived in both sides before the PN on either TEK for uplink or TEK for downlink reaches maximum value 0x3FFFFF. If the PN on either TEK for uplink or TEK for downlink reaches maximum value 0x3FFFFF without new TEKs being installed, transport communications on that SA shall be halted until new TEKs are installed.

15.2.4.3.1.1.3 CCM algorithm
The NIST CCM specification defines a number of algorithm parameters. These parameters shall be fixed to specific values when used in SAs with a data encryption algorithm identifier of 0x02.

 'Tlen' shall equal 64 and t shall equal 8, meaning, the number of bytes in the message authentication field shall be set to 8. Consistent with the CCM specification, the 3-bit binary encoding [(t–2)/2)] of bits 5, 4, and 3 of the Flags byte in B0 shall be 011.

 The size q of the Length field Q shall be set to 2. Consistent with the CCM specification, the 3-bit binary encoding [q-1] of the q field in bits 2, 1, and 0 of the Flags byte in B0 shall be 001.

 The length a of the associated data string A shall be set to 0. 

The nonce shall be 13 bytes long as shown in Figure 15.2.4.3.1.1.3.xxx. Bytes 0 through 1 shall be set to the 2 bytes of MAC header. If a 2byte generic MAC header(GMH) leads payload, then that field is filled with GMH. But if a 1byte compact MAC header(CMH) leads payload, then the CMH is repeated two times as a content of MAC header (e.g. CMH|CMH). Bytes 2 through 3 shall be set to the STID and FID, which MSB 12bits are for STID and LSB 4 bits are for FID. When the multiplexed MPDU is encrypted, FID of the first-come payload is applied to the field. Bytes 4 through 9 are reserved and shall be set to 0x00000000. Bytes 10 through 12 shall be set to the value of the EKS and PN. 
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Figure 15.2.4.3.1.1.3.xxx NONCE N construction

Consistent with the CCM specification, the initial block B0 is formatted as shown in Figure 15.2.4.3.1.1.3.yyy.
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Figure 15.2.4.3.1.1.3.yyy Initial CCM Block B0

Note the ordering of the DLEN value is MSB first, consistent with the NIST CCM specification.

Consistent with the NIST CCM specification, the counter blocks CTRj are formatted as shown in Figure 15.2.4.3.1.1.3.zzz.
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Figure 15.2.4.3.1.1.3.zzz Construction of counter blocks CTRj
15.2.4.3.1.1.4 Receive Processing rules
On receipt of a PDU the receiving AMS or ABS shall decrypt and authenticate the PDU consistent with the NIST CCM specification configured as specified in 15.2.4.3.1.1.3. 

Packets that are found to be not authentic shall be discarded. 

Receiving ABS or AMSs shall maintain a record of the highest value PN receive for each SA.

The receiver shall maintain a PN window whose size is specified by the PN_WINDOW_SIZE parameter for SAs. Any received PDU with a PN lower than the beginning of the PN window shall be discarded as a replay attempt. The receiver shall track PNs within the PN window. Any PN that is received more than once shall be discarded as a replay attempt. Upon reception of a PN, which is greater than the end of the PN window, the PN window shall be advanced to cover this PN.

15.2.4.3.1.2 AES-CTR
The MAC PDU payload shall be prepended with a 2-bit EKS and a 22-bits PN. The EKS and PN shall not be encrypted. 

Construction of the counter blocks is same as counter blocks of AES-CCM.( i.e. the counter blocks CTRj and NONCE are formatted as shown in Figure 15.2.4.3.1.1.3.zzz and Figure 15.2.4.3.1.1.3.xxx, respectively.) 

15.2.4.4 AMS Privacy

15.2.4.4.1 AMS Privacy
AMS privacy support is the process of protecting the mapping between AMS MAC address and STID so that intruders cannot obtain the mapping information between the MAC address and STID. To protect the mapping between STID and AMS MAC address, a temporary STID is assigned during initial ranging process, and is used until STID is allocated. 
The STID is assigned during registration process after successful completion of authentication/authorization process, and is encrypted during transmission. The temporary STID is released after STID is securely assigned. The STID is used for all remaining transactions. The detailed ranging procedures are described as follows:

AMS sends AAI_RNG-REQ. The specific field used to distinguish AAI_RNG-REQ sent by different AMSes is FFS. When ABS received the AAI_RNG-REQ, it returns AAI_RNG-RSP containing temporary STID (instead of STID) and MS_random which the AMS sent. After being assigned, the temporary STID is used for the subsequent network entry procedures until STID is allocated. The STID is assigned after the authentication procedure is successfully completed and the assignment message, i,e, AAI_REG-RSP shall be encrypted. . Once the AMS receives the STID via AAA_REG-RSP, it released the temporary STID. The STID is then used for remaining transactions. Figure 4 shows the overall network entry procedures.
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Figure 1: Network Entry Procedure to Support AMS Location Privacy in IEEE 802.16m

15.2.4.4.2 Control Plane Signaling Protection

802.16m supports the confidentiality protection over MAC management messages. Specifically, encryption is selectively applied to the management messages whenever required by the selected ciphersuite. The encrypted unicast management messages shall be mapped to the primary SA. The selective confidentiality protection over management messages is the mandatory feature of 16m and the negotiated keying materials/ciphersuite are used to encrypt the management messages.

The indication required for selective confidentiality protection over management messages is contained in the security extended header. Contrary to the transport flows where the established SA is applied to all data, the SA is selectively applied to the management flows. Security extended header is used only for management flows to indicate whether PDU contains the management message that is encrypted based on management message type and its usage. In particular, whether management message is encrypted or not is decided on the security level with which the message is associated.

The selective protection over MAC management messages is made possible after the successful completion of local TEK derivation. 

Figure 1 shows the three levels of protection over management messages. 

· No protection; If AMS and ABS have no shared security contexts or protection is not required, then the management messages are neither encrypted nor authenticated. The management messages before the authorization phase also fall into this category.

· CMAC based integrity protection; CMAC Tuple is included as the last attribute of MAC management message. CMAC protects the integrity of entire management messages. Actual management message is plaintext 

· AES-CCM based authenticated encryption; ICV part of the encrypted MPDU is used for the integrity protection about the payload of management messages as well as GMH.
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Figure 1: Flow of 802.16m Selective Management Message Protection
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