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AMS Privacy
Chengyan Feng
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1. Introduction
In this contribution, we propose the detailed AMS Privacy texts to Amendment Working Document(AWD). The text proposal is based on the current 802.16m SDD.
2. Solution

The AMS privacy support is the process of protecting both the identity of AMS so that AMS MAC address is not revealed via air interface, and the mapping of AMS MAC address and Station ID so that an intruder cannot obtain the mapping between AMS MAC address and Station ID, based on which perform specific attacks to that specific user by monitoring the ranging procedure.
The mapping between the STID and the AMS MAC Address have been defined in SDD, but the AMS MAC Address transmission is still a problem. In this contribution, we propose a solution that transmitting the hash value of the AMS MAC Address to ABS to derive all the keys. This can avoid the real AMS MAC Address exposure in the air interface.
3. Text Proposal

======================== Start of Proposed Text =====================
15.2.3.6 AMS Privacy
AMS Privacy is achieved by protecting the AMS MAC Address transmission and the mapping between the STID and the AMS MAC Address. 
In order to avoid exposure in the air interface, the AMS MAC Address is hashed before transmission. The hash result AMS MAC Address* is derived as follows:

AMS MAC Address*=Dot16KDF(AMS MAC Address, ABSID|Random, 48)

-ABSID is used to ensure different permutation per BS. 

-Random is an random number of 48-bit generated by AMS before sending RNG-REQ message. If the AMS doesn’t receive a successful RNG-RSP from the ABS, the AMS should re-generate a Random and update the AMS MAC Address*, and then send another RNG-REQ with it to the ABS.
The AMS sends AMS MAC Address* to ABS in RNG-REQ message. After the successful authentication/authorization procedure, the AMS and ABS derive AK/CMAC KEY/TEK based on AMS MAC Address*. And the real AMS MAC Address can be defered to be sent to the ABS in REG-REQ message in encryption manner. Afterwards, the real AMS MAC Address is used to derive all the keys when re-authentication, HO, network re-entry, etc.
In order to protect the mapping between the STID and the AMS MAC Address, two types of STIDs are defined to an AMS during network entry - temporary STID (TSTID) and (normal) STID. A TSTID is assigned in RNG-RSP message, and is used until the STID is allocated. And the STID is assigned in REG-RSP message after the successful authentication/ authorization. The STID need to be encrypted during transmission. The TSTID is released after STID is assigned. And the STID is used for all the remaining transactions.
Figure x shows the overall network entry procedure to Support AMS Privacy in IEEE 802.16m.
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Figure x Network Entry Procedure to Support AMS Privacy in IEEE 802.16m
============================== End of Proposed Text ===============
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