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Proposed AWD Text for Key Management
Gene Beck Hahn, Ki Seon Ryu and Ronny Yong Ho Kim
LG Electronics
1. Introduction

This contribution proposes the amendment text for 16m key management. The proposed text is developed so that it can be combined with 16 Rev2/D9 [1], and it is compliant to 16m SRD [2]. The text proposal is based on the current 16m SDD [3]. 
2. References

[1] IEEE P802.16 Rev2 / D9, “Draft IEEE Standard for Local and Metropolitan Area Networks: Air Interface for Broadband Wireless Access,”
[2] IEEE 802.16m-07/002r8, “802.16m System Requirements Document (SRD)”
[3] IEEE 802.16m-08/003r9, “The Draft IEEE 802.16m System Description Document”
[4] IEEE 802.16m-09/0010R2, “IEEE 802.16m Amendment Working Document”
3. Text Proposal for AMS Privacy Section of 802.16m Amendment

============================= Start of Proposed Text =============================

15.2.4.2.1 Key Management
15.2.4.2.1.1 Key Agreement
The key agreement procedure takes place right after authentication/re-authentication.

The key agreement procedure (as shown in figure 1) includes the following steps:

* A AMS completes the EAP authentication (Authenticator got “EAP Success” from AAA server and send it to AMS via ABS.

* AMS calculates a permutation on the AMSID: 
AMSID* = Dot16KDF (MSK, AMSID | ABSID | “AMSID*”, 48)

* AMS and ABS derive PMK by truncating MSK: PMK = Truncate (MSK, 160)

* AMS derives AK from PMK, MSID* and other parameters: 
AK = Dot16KDF (PMK, AMSID* | ABSID | CMAC_KEY_COUNT | “AK”, 160)

* AMS derives CMAC keys from AK:

CMAC_KEY_U | CMAC_KEY_D = Dot16KDF (AK, “CMAC_KEYS”, 256)

* ABS sends PKM_RSP (Key Agreement MSG #1) to AMS, the message includes NONCE_ABS
* AMS replies to ABS with PMK_REQ (Key Agreement MSG #2) including NONCE_ABS, NONCE_AMS, MSID*. This message is integrity protected with CMAC.

* ABS retrieves MSID* and calculates AK and CMAC keys subsequently and verifies CMAC of the received message by using the derived CMAC keys. If CMAC is verified, the ABS knows it has the same keys which are bind to the AMSID and ABSID and the keys are fresh due to the 2 NONCE values.

* ABS sends to the AMS PKM_RSP (Key Agreement MSG #3) that contains NONCE_AMS, NONCE_ABS and the supported SAIDs. This message is integrity protected to proof the possession of the corresponding keys and their freshness.

* AMS verifies CMAC of the received message and derives TEKs for the supported SAIDs.
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Figure 1. Key agreement procedure
Once key agreement is completed successfully, AMS sends to ABS REG-REQ that includes real MSID that is encrypted.
15.2.4.2.1.2 Key Derivation
15.2.4.2.1.2.1 PMK Derivation
The EAP authentication process yields MSK. All security keys are either derived directly/indirectly from the MSK by AMS and ABS. The MSK is the shared “Master Key” that is derived by the two sides in the course of executing EAP inner methods. The Pairwise Master Key (PMK) is derived from the MSK and then this PMK is used to derive AK.
PMK = Truncate (MSK, 160)

15.2.4.2.1.2.2 AK Derivation
AMS and ABS share AK which is derived from PMK. AK is generated as follows.
AK = Dot16KDF (PMK, AMSID* | ABSID | CMAC_KEY_COUNT | “AK”, 160) where:
· MSID* - Permutation of AMSID sent by AMS to ABS during ranging that is used to bind the key to the MSID

· CMAC_KEY_COUNT – Counter which is used to ensure using different AKs for the same AMS-ABS pairs across handovers, network reentries (connected state), location update/network reentries from idle mode. After (re)authentication, the counter value is (re)set to “0”
AK is derived in one of the following cases:

· NW-entry
· Re-authentication

· HO re-entry

· Re-entry from idle mode

AK lifetime is identical to PMK lifetime.
15.2.4.2.1.2.3 CMAC Key Derivation
CMAC keys are derived from AK and used for message authentication in some of the management messages. There are 2 CMAC keys used for UL and DL respectively. The key derivation is done as follows.
CMAC_KEY_U | CMAC_KEY_D = Dot16KDF(AK, CMAC_KEYS”, 256)

Each key is 128 bits in size and derived whenever new AK is derived.

15.2.4.2.1.2.4 TEK Derivation
TEK is the traffic encryption key used to encrypt data. TEK is managed within SA where each SA contains 2 TEKs. The TEK is derived is done as follows.
TEK = Dot16KDF (AK, SAID | TEK Counter | “TEK”, 128) where:
· SAID means security association that the TEKs are belonged to
· TEK Counter means a counter to derive different TEKs for the same SAID, The value of TEK counter is changed whenever new TEK needs to be derived within the time the same AK is valid. Each SA holds 2 TEKs at a given time; the 2 TEKs are derived from 2 consecutive counter values. Whenever new AK is derived, this counter is reset and the two derived TEKs use the counter values of ‘0’ and ‘1’.
New TEK(s) are derived in one of the following cases.
· During initial network entry where new AK is derived – in this case 2 TEK(s) are derived, TEK counter is set and the values of ‘0’ and ‘1’ are used for TEK derivation.
· TEK PN space is exhausted and there is a need to refresh TEK only (not AK) – in this case TEK counter is incremented by 1 and a new TEK is derived.

· During re-authentication where new AK was derived – in this case, TEK counter is reset and 2 TEKs are derived.
15.2.4.2.1.3 TEK Update
The TEK update is triggered by the running out of relevant PN space. In particular, the AMS and ABS locally derive a new TEK before either the DL PN or UL PN space is exhausted. Since the encryption or decryption can be done based on the EKS, no explicit PKM messages are required for TEK update.
============================= End of Proposed Text =============================
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