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1. Introduction
In AWD P802.16m_D1, in order to protect AMSID privacy, the real AMSID is deleted from the AAI_RNG-REQ/RSP messages, so the specific field used to distinguish AAI_RNG-REQ/RSP sent by different AMSes is still a problem. In this contribution, we propose a solution how to identify an AMS in AAI_RNG-REQ/RSP messages.
2. Solution

We suggest AMSID* is transmitted in AAI_RNG-REQ/RSP messages in initial network entry. The AMSID* is the hash value of the real AMSID(ie., AMS MAC Address). In order to avoid exposure in the air interface, AMSID is hashed before transmission. We can use AMSID* to both identify the AMS in RNG-REQ/RSP messages and protect AMS privacy.
The hash result AMSID* is derived as follows:

AMSID*=Dot16KDF(AMSID, ABSID|NONCE_AMS, 48)

-ABSID is used to ensure different permutation per ABS. 

-NONCE_AMS is an random number of 48-bit generated by AMS before sending AAI_RNG-REQ message, and transmitted to ABS during the following Key Agreement procedure. If the AMS doesn’t receive a successful AAI_RNG-RSP from the ABS, the AMS should re-generate a NONCE_AMS and re-derive the AMSID*, and then send another AAI_RNG-REQ with it to the ABS.
After the successful initial authentication/authorization procedure, the AMS and ABS derive AK based on the AMSID*. And the real AMSID can be deferred to be sent to the ABS in AAI_REG-REQ message in an encryption manner. When re-authentication, HO or idle mode network re-entry, because ABS has known the real AMSID from serving ABS, so AMS and ABS can derive AK based on AMSID instead of AMSID*. Thus we don’t need to always update AMSID* when re-authentication, HO or Idle mode network re-enty.
Figure 1 shows the overall network entry procedure to Support AMS Privacy in IEEE 802.16m.
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Figure 1 Network Initial Entry Procedure to Support AMS Privacy in IEEE 802.16m
3. Text Proposal

======================== Start of Proposed Text =====================
15.2.5.4 Privacy

15.2.5.4.1 AMS Privacy
AMS privacy support is the process of protecting both the identity of AMS so that AMS MAC Address is not revealed via air interface, and the mapping between AMS MAC address and STID so that intruders cannot obtain the mapping information between the MAC address and STID. To protect AMS MAC Address a hash value of the real AMSID is used. To protect the mapping between STID and AMS MAC address, a temporary STID is assigned during initial ranging pro​cess, and is used until STID is allocated. 
In order to avoid exposure in the air interface, the AMS MAC Address (ie., AMSID) is hashed before transmission. The hash result AMSID* is derived as follows:

AMSID*=Dot16KDF(AMSID, ABSID|NONCE_AMS, 48)

-ABSID is used to ensure different permutation per BS. 

-NONCE_AMS is a random of 48-bit generated by AMS before sending AAI_RNG-REQ message, and transmitted to ABS during the following Key Agreement procedure. If the AMS doesn’t receive a successful AAI_RNG-RSP from the ABS, the AMS should re-generate a Random and re-derive the AMSID*, and then send another AAI_RNG-REQ with it to the ABS.

The STID is assigned during registration process after successful completion of initial authentication/authorization process, and is encrypted during transmission. The temporary STID is released after STID is securely assigned. The STID is used for all remaining transactions. The detailed procedures are described as follows:
AMS generates a new NONCE_AMS and derive AMSID*, then it sends AAI_RNG-REQ carrying the AMSID* to ABS. When ABS received the AAI_RNG-REQ, it returns AAI_RNG-RSP containing temporary STID (instead of STID) and the AMSID* which the AMS sent. After being assigned, the temporary STID is used for the subsequent network entry procedures until STID is allocated. The real AMSID is transmitted to ABS in AAI_REG-REQ message in an encryption manner. The STID is assigned after the authentication procedure is successfully completed and the assignment message, i,e, AAI_REG-RSP shall be encrypted. . Once the AMS receives the STID via AAA_REG-RSP, it released the temporary STID. The STID is then used for remaining transactions. Figure 402— shows the overall network entry procedures.
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Figure 402—Network Entry Procedure to Support AMS Location Privacy in IEEE 802.16m
15.2.5.2.3.1 Key agreement
The key agreement procedure takes place right after authentication/re-authentication.

It includes exchange of parameters between the AMS and ABS including NONCEs which are used to derive the PMK from the MSK which was created during authentication.

All other keys are derived from PMK right after or in other situation that requires it like HO or re-entry from idle.

The key agreement procedure (as shown in figure 1) includes the following steps:
AMS and NW complete EAP authentication (Authenticator got “EAP Success” from AAA and sent it to AMS).

The ABS sends PKM_RSP (key agreement msg#1) to the AMS, the message includes a plaintext ran​dom NONCE_ABS.

The AMS derives all security keys from the PMK, AMSID*(when and only when initial network entry) or AMSID (in all other situations except initial network entry) and other parameters as defined in XXX and sends PKM_REQ (key agreement msg#2) to the ABS that includes the NONCE_ABS, NONCE_AMS and is integrity protected (ICV using the derived CMAC keys) but not encrypted.
The ABS takes the NONCE_AMS, calculates the keys and verifies the ICV it received based on the derived keys, if ICV is verified then the ABS knows it has the same keys which are bind to the AMSID and ABSID, the keys are also fresh due to the 2 NONCE values in the derivation function.
The ABS then sends to the AMS PKM_RSP (key agreement msg#3) that includes the NONCE_AMS, NONCE_ABS, the supported SAIDs (0x1 and 0x2) and is integrity protected (ICV) to proof the pos​session of the keys and their freshness.
The AMS verifies the ICV and derive the TEKs for the supported SAIDs.

Once key agreement is completed successfully, the AMS sends to the ABS AAI_REG-REQ that includes the real AMSID encrypted as defined in section XXX.
Note that supplying the AMSID to the ABS allows, among other used of AMSID, for the NW elements to calcu​late AMSID* whenever a new AK needs to be derived from PMK (HO for example).
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Figure 397—Key agreement procedure
15.2.5.2.1.3 AK Derivation

AK is derived from PMK and it belongs to a pair of AMS and ABS.

The AK derivation is done:

AK = Dot16KDF (PMK, AMSID*|ABSID|CMAC_KEY_COUNT|”AK”, 160) , when and only when initial network entry;

Or

AK = Dot16KDF (PMK, AMSID|ABSID|CMAC_KEY_COUNT|”AK”, 160), in all other situations except for initial network entry;
Where:

AMSID* - a permutation of AMSID derived by using NONCE_AMS, this is used to bind the key to the AMSID a permutation of AMSID, 
CMAC_KEY_COUNT – a counter which is used to ensure different AKs for the same ABS-AMS pairs across handovers, the counter is managed as described in section XXX.After (re)authentication the counter value is set to “0”
15.2.6 AAI MAC Management Messages

15.2.6.1 AAI_RNG-REQ
Table 682—parameters for AAI_ RNG-REQ

	Name
	Value
	Usage

	 AMSID*
	It’s the hash value of AMSID in order to protect AMS privacy, which is used for ABS to distinguish AMSs when more than one AMS send AAI_RNG-REQ message at the same time.
	It shall be included when the AMS is attempting network entry without its STID which the ABS assigns

	MAC version 
	Version number of IEEE 802.16 supported by the AMS
	


15.2.6.2 AAI_RNG-RSP
Table 683—parameters for AAI_ RNG-REQ
	Name
	Value
	Usage

	Ranging Status
	Used to indicate whether UL messages are re​ceived within acceptable limits by ABS. 

1 = continue, 2 = abort, 3 = success
	It shall be included in the AAI_RNG-RSP message

	STID 
	The STID, which we call temporary STID, is used for AMS identification until STID is as​signed to the AMS during registration proce​dure.
	It shall be included in the AAI_RNG-RSP message in re​sponse to the AAI_RNG-REQ mes​sage when the AMS is not assigned its STID yet

	AMSID*
	A required parameter when the AMS confirms if the AAI_RNG-RSP is a response to the AAI_RNG-REQ message which the AMS sent.
	


============================== End of Proposed Text ===============
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