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Proposal on PKMv3 state machines 
GeneBeck Hahn, Kiseon Ryu, Ronny Yongho Kim
LG Electronics
Introduction
In IEEE 802.16m/D1 [1], the authentication and TEK state machines are missing. This contribution proposes the PKMv3 authentication and TEK state machines.
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Proposed Text 
Add the proposed text to the section 15.2.5.3.x as follows.
----------------------------------------------------- Start of Proposed Text ---------------------------------------------------
15. 2.5. 3.x Authentication state machine
As in legacy system, the PKMv3 authentication state machine for single EAP authentication consists of six states and sixteen events (including receipt of messages and events from other FSMs) that may trigger state transitions. However, some states, messages and events are modified as newly defined in [1]. The authentication state machine is presented in both a state flow diagram (Figure 15.2.5.3.x.1) and a state transition matrix (Table 15.2.5.3.x.1). The state transition matrix shall be used as the definitive specification of protocol actions associated with each state transition.
In PKMv3 [1], the authentication process has 2 phases: EAP phase and key agreement phase. The Auth_FSM is responsible for all PKM phase but the actual EAP exchange and communicates with other FSMs in the system using events.

Through operation of an Authentication state machine, the AMS attempts to get authenticated with the NW, maintain this authentication and support Authentication context switching for HO and Idle situations. The state machine takes care of getting authenticated with the NW, ensuring re-authentication will occur before authentication expires and supports key derivations according to support optimized re-entry for HO and idle.
The optimized re-entry support is done in a special state in which the NW connection is suspended and therefore re-authentication can’t occur, the triggers for re-authentication continue to work in this state but the initiation is done only after returning to an authenticated state.
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Figure 15.2.5.3.x.1 Authentication State Machine for PKMv3 single EAP
Table 15.2.5.3.x.1. Authentication FSM state transition matrix for PKMv3

	State Event or receive message
	(A) Stopped
	(B) Not Authenticated
	(C) Key Agreement MSG #3 Wait
	(D) Authenticated
	(E) Reauth Key Agreement MSG #3 Wait
	(F) Reentry Auth Wait

	(1) Start Auth
	Not Authenticated
	
	
	
	
	Not Authenticated

	(2) PKMv3 Key Agreement MSG #1
	
	Key Agreement MSG #3 Wait
	Key Agreement MSG #3 Wait
	Reauth

Key Agreement MSG #3 Wait
	Reauth

Key Agreement MSG #3 Wait
	

	(3) PKMv3 Key Agreement MSG #3
	
	
	Authenticated
	
	Authenticated
	

	(4) EAP Success
	
	Not

Authenticated
	
	Authenticated
	
	

	(5) Key Agreement Timeout
	
	
	Key Agreement MSG #3 Wait
	
	Reauth

Key Agreement MSG #3 Wait
	

	(6) Key Agreement MSG #2 max resend elapsed
	
	
	Stopped
	
	Stopped
	

	(7) ReAuth needed
	
	
	
	Authenticated
	
	

	(8) Start Reentry
	
	
	
	Reentry Auth Wait
	Reentry Auth Wait
	

	(9) EAPStart timeout
	
	
	
	Authenticated
	
	

	(10) HO cancelled
	
	
	
	
	
	Authenticated

	(11) TBS change
	
	
	
	
	
	Reentry Auth Wait

	(12) Reentry Completed
	
	
	
	
	
	Authenticated

	(13) Auth Expired
	
	
	
	Stopped
	Stopped
	Stopped

	(14) EAP Fail
	
	Stopped
	
	Stopped
	
	

	(15) External Stop
	
	Stopped
	Stopped
	Stopped
	Stopped
	Stopped


15.2.5.3.x.1 States 
Compared to the legacy system, the following states are newly defined.

· Key Agreement MSG #3 Wait (SA-TEK-Response Wait in legacy system) : The Authentication FSM has sent a PKMv3 Key Agreement MSG #2 and waits for a PKMv3 Key Agreement MSG #3 in this state.

· Reauth Key Agreement MSG #3 Wait (Reauth SA-TEK-Response Wait in legacy system) : The Authorization FSM has sent a PKMv3 Key Agreement MSG #2 for re-authentication and waits for a PKMv3 Key Agreement MSG#3. 

15.2.5.3.x.2 Messages 

Compared to the legacy system, the following messages are newly defined.

· PKMv3 Key Agreement MSG #1 (PKMv2 SA-TEK-Challenge in legacy system) : The first message of key agreement. It is sent from ABS to AMS after EAP-based authentication has finished.
· PKMv3 Key Agreement MSG #2 (PKMv2 SA-TEK-Request in legacy system) : The second message of key agreement. It is sent from AMS to ABS as a response to a PKMv3 key agreement MSG#1.
· PKMv3 Key Agreement MSG #3 (PKMv2 SA-TEK-Response in legacy system) : The last message of key agreement. It is sent from ABS to AMS as a response to a PKMv3 key agreement MSG#2. 

15.2.5.3.x.3 Events 

Compared to the legacy system, the following events are newly defined.

· Key Agreement Timeout (SATEK Timeout in legacy system) : This event is generated when the AMS does not receive PKMv3 Key Agreement MSG #3 from ABS within Key Agreement Timer after transmitting PKMv3 Key Agreement MSG #2. 
· Key Agreement MSG #2 max resends elapsed (SATEK request max resends elapsed). The Authentication state machine generates this event when AMS has transmitted PKMv3 Key Agreement MSG #2 up to KeyAgreementMSG#2MaxResends times and Key Agreement Timer expires. 

15. 2.5. 3.y TEK state machine
Contrary to the TEK state machine of legacy system, the TEK state machine of 16m consists of seven states and nine events (including receipt of messages) that may trigger state transitions. Like the Authorization state machine, the TEK state machine is presented in both a state flow diagram (Figure 15.2.5.3.y.1) and a state transition matrix (Table 15.2.5.3.y.1). However, as defined in [1], all M(ulticast) & B(roadcast) related states, messages and events are not specified in 16m TEK state machine. As was the case for the Authorization state machine, the state transition matrix shall be used as the definitive specification of protocol actions associated with each state transition.
Shaded states in Figure 2 (Operational, Rekey Wait, Rekey Reauthorize Wait) have valid keying material and encrypted traffic may be sent. 
The Authentication state machine starts an independent TEK state machine for each of its authorized SAIDs. 

For the unicast service, the BS includes in its Key Response ESK, AK Seq_Num, COUNTER_TEK. The BS encrypts DL traffic with the older of its two TEKs and decrypts UL traffic with either the older or newer TEK, depending upon which of the two keys the SS was using at the time. The SS encrypts UL traffic with the newer of its two TEKs and decrypts DL traffic with either the older or newer TEK,
Through operation of a TEK state machine, the MS attempts to keep its copies of an SAID’s TEKs synchronized with those of its BS. A TEK state periodically refresh its SAID’s keying material when either the DL or UL PN space is running out.
15.2.5.3.y.1 States 

Compared to the legacy system, no states are newly defined.

15.2.5.3.y.2 Messages 

Compared to the legacy system, no messages are newly defined.

15.2.5.3.y.3 Events 

Compared to the legacy system, no messages are newly defined.

· Timeout : A retry timer timeout. Generally, the TEK Update is initiated.
· TEK Refresh Timeout : The TEK refresh timer times out. This timer event initiates the TEK update.
.
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Figure 15.2.5.3.y.1 TEK State Machine for PKMv3 single EAP

Table 15.2.5.3.y.1. TEK FSM state transition matrix for PKMv3

	State Event or Rcvd Message
	(A) Start
	(B) Op Wait 
	(C) Op Reauth Wait 
	(D) Op
	(E) Rekey Wait
	(F) Rekey Reauth Wait

	(1) Stop
	
	Start
	Start
	Start
	Start
	Start

	(2) Authorized
	Op Wait
	
	
	
	
	

	(3) Auth Pend
	
	Op Reauth Wait
	
	
	Rekey Reauth Wait
	

	(4) Auth Comp
	
	
	Op Wait
	
	
	Rekey Wait

	(5) TEK Invalid
	
	
	
	Rekey Wait
	
	

	(6) Timeout 
	
	Op Wait
	
	
	Rekey Wait
	

	(7) TEK Refresh Timeout 
	
	
	
	Rekey Wait
	
	

	(8) Key Response 
	
	Operational
	
	
	Operational
	

	
	
	
	
	
	
	


--------------------------------------------------- End of Proposed Text------------------------------------------------------
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