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Proposal on TEK Update 
GeneBeck Hahn, Kiseon Ryu, Ronny Yongho Kim
LG Electronics
Introduction
In IEEE 802.16m/D1 [1], the TEK update is triggered by ABE before either TEKULE or TEKDLE is running out the relevant PN space. In particular, ABS updates new TEK either when the DL PN space of TEKDLE or the UL PN space of TEKULE is exhausted. The AMS performs TEK update when it detects that it’s TEKULE is being used for DL traffic as well.
This results in the inconsistent procedure between the TEK derivation and TEK update of 16m. Specifically, TEK is derived locally by AMS and ABS without explicit signaling between them. However, TEK shall be updated via exchanges of key request/response messages during either PN space exhaustion or re-authentication. 

In this contribution, we propose a local TEK update procedure for 16m. The proposed TEK update method is exactly the same as the TEK derivation method defined in [1]. The proposed local TEK update can be done without the exchanges of explicit signaling between AMS and ABS. 
Solution
The TEK update is triggered when either TEKULE or TEKDLE is running out the relevant PN space. In particular, ABS derives new TEK when either more than half of the available DL PN space of TEKDLE or more than half of the available UL PN space of TEKULE is exhausted. Similarly, AMS also derives new TEK when either more than half of the available DL PN space of TEKDLE or more than half of one of the available PN space of its TEKULE is exhausted. When either the DL or UL PN space is running out, TEK update is triggered by ABS. By checking the EKS contained in PN, when AMS detects that TEK update is made by ABS, it then performs TEK update.
Since AMS and ABS can identify which TEK is currently used by referring to the EKS contained in PN, no explicit PKM messages are required for TEK update. For smooth key transitions, ABS shall explicitly switch old TEKULE to TEKDLE and activate two TEKs, i.e., TEKDLE and new TEKULE before the exhaustion of either one of the DL or UL PN space.

The TEK maintenance follows the procedure described in the following example. 

· Assume the system starts with ABS using TEKDLE = TEKo for DL traffic and AMS using TEKULE = TEK1 for UL traffic. 

· The ABS and AMS monitors its TEKDLE = TEKo DL PN usage and TEKULE = TEK1 UL PN usage and when more than one of their available PN spaces is exhausted, ABS and AMS locally derive new TEK (TEK2). Before either one of the DL or UL PN space is exhausted, ABS updates TEKDLE = TEK1 and TEKULE = TEK2 while discarding TEK0 (Note that after this both DL and UL traffic is done using TEK1).

· The AMS shall monitor TEKULE = TEK1 in its DL traffic. Once the DL traffic is received with this key, AMS knows that ABS updates TEK and updates its TEKULE with newly derived TEK for UL traffic (see Figure xxx TEK update procedure). After the successful update TEKDLE = TEK1 and TEKULE = TEK2. 

· The AMS shall monitor TEKULE for both DL and UL PN space usages. In the event that more than one of the available DL or UL PN is exhausted and update its TEKULE with newly derived TEK before either one of PN space is exhausted.
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Figure xxx TEK Update Procedure 
The re-authentication is done via key agreement procedure similar to that defined in Figure 397. Note that for re-authentication, i) after key agreement, the old AK is still valid and ii) only one TEK is derived after key agreement. The detailed procedures are as follows.

· Key agreement finishes with generation of new AK, but old AK is still valid.

· After key agreement, AMS and ABS locally derives new TEKULE from new AK. ABS sets TEKDLE to old TEKULE.

· AMS monitors and realizes that ABS uses its TEKULE in DL, AMS updates its TEKULE as newly derived TEK..

· The AMS shall monitor TEKULE for both DL and UL PN space usages. In the event that more than one of the available DL or UL PN is exhausted and update its TEKULE with newly derived TEK before either one of PN space is exhausted.

· Immediately after AMS and ABS knows they do not use any TEK derived from old AK, they discard all keys dependent on old AK and also old AK as well.

Since the AMS and ABS can identify which TEK is currently used by referring to the EKS contained in PN, no explicit PKM messages are required for TEK update. 
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Proposed Text 
Add the proposed text to the section 15.2.5.3.x as follows.
----------------------------------------------------- Start of Proposed Text ---------------------------------------------------
15. 2.5. 2.4.2 TEK Update
The TEK update is triggered when either TEKULE or TEKDLE is running out the relevant PN space. In particular, ABS derives new TEK when either more than half of the available DL PN space of TEKDLE or more than half of the available UL PN space of TEKULE is exhausted. Similarly, AMS also derives new TEK when either more than half of the available DL PN space of TEKDLE or more than half of one of the available PN space of its TEKULE is exhausted. When either the DL or UL PN space is running out, TEK update is triggered by ABS. By checking the EKS contained in PN, when AMS detects that TEK update is made by ABS, it then performs TEK update.
Since AMS and ABS can identify which TEK is currently used by referring to the EKS contained in PN, no explicit PKM messages are required for TEK update. For smooth key transitions, ABS shall explicitly switch old TEKULE to TEKDLE and activate two TEKs, i.e., TEKDLE and new TEKULE before the exhaustion of either one of the DL or UL PN space.
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Figure xxx TEK Update Procedure 
The TEK maintenance follows the procedure described in the following example. 

· Assume the system starts with ABS using TEKDLE = TEKo for DL traffic and AMS using TEKULE = TEK1 for UL traffic. 

· The ABS and AMS monitors its TEKDLE = TEKo DL PN usage and TEKULE = TEK1 UL PN usage and when more than one of their available PN spaces is exhausted, ABS and AMS locally derive new TEK (TEK2). Before either one of the DL or UL PN space is exhausted, ABS updates TEKDLE = TEK1 and TEKULE = TEK2 while discarding TEK0 (Note that after this both DL and UL traffic is done using TEK1).

· The AMS shall monitor TEKULE = TEK1 in its DL traffic. Once the DL traffic is received with this key, AMS knows that ABS updates TEK and updates its TEKULE with newly derived TEK for UL traffic (see Figure xxx TEK update procedure). After the successful update TEKDLE = TEK1 and TEKULE = TEK2. 

· The AMS shall monitor TEKULE for both DL and UL PN space usages. In the event that more than one of the available DL or UL PN is exhausted and update its TEKULE with newly derived TEK before either one of PN space is exhausted.

15. 2.5. 2.4.3 TEK Update
The re-authentication is done via key agreement procedure similar to that defined in Figure 397. Note that for re-authentication, i) after key agreement, the old AK is still valid and ii) only one TEK is derived after key agreement. The detailed procedures are as follows.

· Key agreement finishes with generation of new AK, but old AK is still valid.

· After key agreement, AMS and ABS locally derives new TEKULE from new AK. ABS sets TEKDLE to old TEKULE.

· AMS monitors and realizes that ABS uses its TEKULE in DL, AMS updates its TEKULE as newly derived TEK..

· The AMS shall monitor TEKULE for both DL and UL PN space usages. In the event that more than one of the available DL or UL PN is exhausted and update its TEKULE with newly derived TEK before either one of PN space is exhausted.

· Immediately after AMS and ABS knows they do not use any TEK derived from old AK, they discard all keys dependent on old AK and also old AK as well.

Since the AMS and ABS can identify which TEK is currently used by referring to the EKS contained in PN, no explicit PKM messages are required for TEK update.   

--------------------------------------------------- End of Proposed Text------------------------------------------------------
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