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Proposal on Distributed Security Control of 16m Relay
GeneBeck Hahn, Kiseon Ryu, Ronny Yongho Kim
LG Electronics
Introduction
In this contribution, we propose texts for Security Control of 16m Relay. The proposed method of Relay Security Control basically inherits the feature of Distributed Security control of 16j and reflects the enhanced security feature defined in [1]. In particular, this contribution contains the following main technical proposals.

· Key agreement procedure that shall be deployed in 16m relay

· TEK update during RS to RS HO
· Selective confidentiality protection for control plane signaling 
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Text Proposal for Distributed Relay Security Control 
----------------------------------------------------- Start of Proposed Text ---------------------------------------------------
15. 5. Multi-hop Relay
15. 5.1 Distributed Relay Security Control
RS uses the same security architecture and procedures as an AMS to provide privacy, authentication and confidentiality between itself and ABS.

An access RS is operating is distributed security mode. The AK established between MS and MR-BS is distributed to this RS. 
An access RS operating in this mode relays initial PKM messages between the MR-BS and MS. When the MSK for MS is established, the access RS starts key agreement with the MS and drives all necessary keys if PKMv3 is used. During the key agreement ABS shall securely transfer the relevant Authorization Key (AK) and key and key context (if exist) associated with the AMS to its access RS. The access RS derives all necessary CMAC keys and TEK if PKMv3 is used. 
During authentication, the Security Association that contains the security pertaining to an MS will be created either between an MS and an access RS or between an access RS and MR-BS. Each AMS shall effectively establish a primary SA with the RS, interacting with the access RS as if it were a BS from the AMS’s perspective. RS uses the set of active keys shared with the AMS to perform encryption/decryption and integrity protection on the access link. The access RS operating in distributed security mode shall establish a primary SA with ABS and runs a secure encapsulation protocol with the ABS. The access RS uses the set of active keys shared with ABS to perform encryption/decryption and integrity protection on the relay link.

TEKs are different for relay and access links and locally derive either between ABS and access RS or between access RS and MS. Access RS instantiates and sets the TEK Counter for each MS to zero for TEK derivation (access link) after it receives AK for MS from ABS (whenever AK is setup). Whenever key agreement between MS and access RS is successfully completed, TEK is derived locally by MS and access RS respectively. TEK derivation follows the method defined in [1].
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Figure 1 key agreement procedure

15. 5.2 AK Transfer
In a distributed security model, during key agreement with authorization for the AMS, ABS shall send PKMv3 AK Transfer message conveying a set of AK parameters to the relevant access ARS. AK parameters shall include AK key material, AK sequence number, and AK lifetime. Access RS shall use them to derive CMAC keys and TEK. Access RS shall send PKMv3 AK Transfer ACK message to ABS in order to acknowledge successful reception of PKMv3 AK Transfer message. For SAs using a ciphersuite employing AES-CCM mode, the TEK used to encrypt the AK Transfer message is AES encrypted using a 128-bit key derived for the Access RS AK and a 128-bit block size. 
15. 5.3 TEK Update during HO
For RS-RS HO scenario, the ABS may process key pre-distribution to the target RS before MS handoff occurs. If target RS does not have MS’s active AK, ABS may deliver an active AK to the target RS when receiving an entry/reentry request from MS. The AMS ID* is made by using the AMS ID and Target RS ID and NONCE_RS that is sent from and serving RS and stored in AMS. PMK is not changed and the AK is derived using the PMK, AMS ID* that is newly derived, target ARS ID and CMAC_KEY_COUNT that is reset. Figure 2 presents the procedure of TEK update during RS-RS HO.
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Figure 2. TEK Update during HO in 16m Relay

When RS handover triggered, the RS may issue re-authentication to MSs that it serves to update the security material of the MSs.

15. 5.4 SA Identification
Each MS shall effectively establish an exclusive primary SA with the RS, interactive with the RS as if it were a BS from the MS’s perspective. Each RS shall establish an exclusive primary SA with MR-BS. Table 1 shows the scheme for identifying the primary SAIDs
	Location
	SA Identification

	SS
	SAID (SS Basic CID)

	Access RS
	SAID (Access RS Basic CID), SAID (SS Basic CID)

	MR-BS
	SAID (Access RS Basic CID)


Table 1. SA identification at Relay System with Distributed Security Control
15. 5.5 Integrity Protection for MAC Management Messages
After completing authentication and establishing a SA between MS and access RS, MAC management messages on the access link shall contain CMAC calculated by a key shared between MS and its access RS. Besides, the management messages on the relay link shall contain CMAC calculated by a key shared between RS and MR-BS. Old CMAC value shall be replaced with new CMAC value when access RS relays a management message.

If tunneling is used, the MT-CID in the relay MAC header assigned by MR-BS shall be used in the calculation, otherwise the FID in the MAC header shall be used. 

Multiple MAC management messages from the connections belonging to the same management tunnel can be transported by the ingress station in a relay MAC PDU. Instead of carrying individual CMAC tuple, if present, for each individual management message, the ingress station may send an MT_Transfer message carrying multiple MAC management messages with only one CMAC tuple to authenticate the entire relay MAC PDU. The AC bit in the relay security extended header shall be set to 1 and FID in the relay MAC header shall belong to MT-FID.

15. 5.5.1 Calculation of CMAC value for Relay
PKM protocol messages shall be authenticated using CMAC keys shared between MS/RS and MR-BS only. Intermediate RS shall not verity the integrity of PKM messages. 
In the case when one CMAC value is shared by the concatenated MAC management messages in a relay MAC PDU, the CMAC_KEY_* used in the CMAC value calculation are the CMAC_KEY_* shared between the access RS and MR-BS. The MAC management messages used in the calculation of CMAC value covers the entire MT_Transfer message, i.e., the entire relay MAC PDU.

15. 5.6 Confidentiality Protection for MAC Management Messages
After completing authentication and establishing a SA between MS and access RS, the management messages can be protected selectively based on the use of AES-CCM. The management messages on the access link shall be encrypted by TEK shared between MS and access RS. The management messages on relay link shall be encrypted using TEK shared between access RS and MR-BS.
The TEK for access link shall be replaced with TEK for relay link when access RS relays a management message. If tunneling is used and when an access RS is either an ingress or egress station of a tunnel, multiple MAC management messages from the connections belonging to the same management tunnel can be transported in a relay MAC PDU. The ingress station (access RS) may send MT_Transfer message carrying multiple MAC management messages by encrypting it with access RS’s TEK (EKS field identifies which RS’s TEK is used). Only a single set of PN and integrity check values are added to encrypted MT_Transfer message. 

The AES-CCM encryption rules are applied to the tunnel data unit of relay Mac PDU, i.e., including only concatenated MAC PDUs encapsulated in the relay MAC PDU but not extended sub-headers and sub-headers. Extended sub-headers and sub-headers of a relay MAC PDU are not encrypted. A PN is placed after the sub-headers of the MT_Transfer message. 

--------------------------------------------------- End of Proposed Text------------------------------------------------------
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