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Proposed Changes to Network Entry MAC Management Messages (15.2.6.1)
Hyunjeong Kang, Youngkyo Baek
Samsung Electronics
1. Introduction
This contribution proposes parameters of MAC management messages used during network (re-)entry. 

In the P802.16m/D1 [1], some parameters for AAI_RNG-REQ/RSP, AAI_SBC-REQ/RSP and AAI_REG-REQ/RSP messages. But additional parameters are supposed to be included in these messages to support the network entry procedures in [1].

The security capability parameters are proposed in AAI_SBC-REQ/RSP messages; those parameters are necessary before PKM transaction. The proposed parameters are the features of capability class defined in a contribution [2] that was accepted in session #63 but not implemented in [1].
AAI_RNG-REQ/RSP messages may include AMS’s paging information such as Paging Cycle, Paging Offset, Temporary ID and Paging group ID when an AMS performs network re-entry or location update. In current [1], only temporary ID is defined in the AAI_RNG-REQ/RSP message. The remaining paging information i.e., Paging Cycle, Paging Offset and Paging group ID are proposed.
Reference

[1] P802.16m/D1, Draft amendment to IEEE Standard for Local and metropolitan area networks Part 16: Air Interface for Broadband Wireless Access Systems, July 2009
[2] IEEE C802.16m-09/1432r2, Fast Device Capability Negotiation for IEEE 802.16m System
2. Suggested remedy
-------------------------------  Text Start  ---------------------------------------------------
[Modify the Table 682-parameters for AAI_RNG-REQ as follows.]

	Name
	Value
	Usage

	MS_Random
	AMS generates a random number MS_Random which is used for ABS to distinguish AMSs when more than one AMS send AAI_RNG-REQ message at the same time.
	It shall be included when the AMS is attempting network entry without its STID which the ABS assigns

	MAC version
	Version number of IEEE 802.16 supported by the AMS.
	

	Ranging Purpose

Indication
	The presence of this item in the message indicates the following AMS action:
If Bit#0 is set to 1, in combination with a serving BSID, it indicates that the AMS is currently attempting unprepared HO.
If Bit#1 is set to 1, in combination with a paging controller ID, indicates that the AMS is attempting network reentry from idle mode to the ABS.
If Bit#2 is set to 1, it indicates that the AMS is currently attempting prepared HO.
If Bit#3 is set to 1, it indicates that the AMS is initiating the idle mode location update process.
Bit#4: ranging request for emergency call setup. When this bit is set to 1, it indicates AMS action of Emergency Call process.
Bit#5-7 : reserved.
	It shall be included when the AMS is attempting to perform reentry, HO or location update

	Serving BSID
	The BSID of the serving ABS to which the AMS is currently connected (has completed the registration cycle and is in normal operation). The serving BSID shall not be included if the aging timer is timed-out (serving BSID AGINGTIMER). Inclusion of serving BSID in the AAI_RNG-REQ message signals to the target ABS that the AMS is currently connected to the network through the serving ABS and is in the process of HO network reentry.
	It shall be included when the AMS is attempting to perform HO reentry

	Previous STID
	The STID which the AMS uses in the previous serving ABS.
	It shall be included when the AMS is attempting to perform unprepared HO reentry

	Paging Controller ID
	The Paging Controller ID which the AMS currently maintains in idle mode.
	It shall be included when the AMS is attempting to perform reentry or location update

	Temporary ID
	The temporary ID which the AMS is assigned for idle mode and currently maintains.
	

	PGID
	The identification of the paging group that the AMS is previously belonging to.
	

	Paging Cycle
	PAGING_CYCLE applied to the AMS.
	

	Power Down Indicator
	Indicates the AMS is currently attempting to perform location update due to power down.
	It shall be included when the AMS is attempting to perform location update due to power down

	CMAC_KEY_COUNT
	The AMS’s current value of the CMAC_KEY_COUNT, which is used to generate the security keys in the target ABS.
	It shall be included during re-entry, secure Location Update or HO

	CMAC Tuple
	If included, the CMAC Tuple shall be the last attribute in the message.
	It shall be included when the AMS is attempting to perform Network Re-Entry from idle mode, Secure Location Update, or HO, if the AMS has a CMAC tuple necessary to expedite security authentication.


[Modify ‘Paging Information’ on Page 51, Line 6 in Table 683 – parameters for AAI_RNG-RSP as follows.]

	Paging Information
	Paging Cycle
	New Paging Cycle of AMS

0b0000 – 0b1111
	It shall be included only if the Location Update Response is set to 0x00 (Success of Idle Mode Location Update) and the Paging Information has changed.

	
	Paging Group ID
	New PGID of AMS
	

	
	Paging Offset
	New PAGING_OFFSET of AMS
	


[Add the sentence in subclause 15.2.6.3 AAI_SBC-REQ after line 44 on Page 51]

	Security negotiation parameters
	Authorization policy and MAC encryption support
	EAP-based authorization is supported.

	
	PN Window Size
	Specifies the size capability of the receiver PN window. The receiver shall track PNs within this window to prevent replay attacks.
Bit #0= 1

Bit #1 = 8
Bit #2 = 16
Bit #3 = 32

Bit #4 = 64

Bit #5 = 128

	
	Auth type for EAP
	Auth Type for EAP shall only be included when EAP-based authorization is supported. 
Bit #0: device authentication support
Bit #1: user authentication support


[Add the sentence in subclause 15.2.6.4 AAI_SBC-RSP after line 54 on Page 51]

	Security negotiation parameters
	Authorization policy and MAC encryption support
	EAP-based authorization is supported.

	
	PN Window Size
	Specifies the size capability of the receiver PN window. The receiver shall track PNs within this window to prevent replay attacks.

Bit #0= 1

Bit #1 = 8

Bit #2 = 16

Bit #3 = 32

Bit #4 = 64

Bit #5 = 128


-------------------------------  Text End  ---------------------------------------------------[image: image1.png]




























































































































































































































































































































































































































































6

