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Proposal on CMAC calculation and reducing size of ICV part (15.2.5.3)
Youngkyo Baek, Jicheol Lee
 Samsung Electronics
Introduction
This contribution proposes CMAC calculation and reducing the size of ICV part.
CMAC digest/tuple is attached to a MAC management message in order to authenticate the received MAC management message. According to the IEEE Std 802.16-2009[2], CMAC construction follows the NIST Special Publication 800-38B [3] and use the LSB 64bits of output of AES-CMAC algorithm as a CMAC value. We suggest using AES-CMAC algorithm similarly to IEEE Std 802.16-2009[2], but NIST Special Publication 800-38B [3] recommends the length of CMAC as follows.
“For most applications, a value for Tlen(i.e.the length of CMAC) that is at least 64 should provide sufficient protection against guessing attacks. A value of Tlen that is less than 64 shall only be used in conjunction with a careful analysis of the risks of accepting an inauthentic message as authentic. 

In particular, a value of Tlen smaller than 64 should not be used unless the controlling protocol or system sufficiently restricts the number of times that the verification process can return INVALID, across all implementations with any given key. Tlen should satisfy the following inequality:
Tlen ≥ lg(MaxInvalids / Risk),

Where 1) ‘MaxInvalids’ is a limit on the number of times that the output is the error message INVALID before the key is retired, across all implementations of the verification process for the key , and 2) ‘Risk’ is the highest acceptable probability for an inauthentic message to pass the verification process.”
Hence if we assume that MaxInvalids = 212 and Risk = 2-20, then Tlen ≥ 32.

That means if it is guaranteed that CMAC key is updated before 212 invalid CMAC messages are detected then the size of CMAC can be 32bits.
Similarly CCM mode follows the NIST Special Publication 800-38C [4] and use the MSB 64bits of output of CCM algorithm as an ICV part. NIST Special Publication 800-38C [4] recommends the length of ICV as same as CMAC.
Hence, if it is guaranteed that TEK is updated before 212 invalid ICV are detected then the size of ICV part can be 32bits.
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Proposed Text #1 
Add the proposed text to the section 15.2.5.3 as follows.
----------------------------------------------------- Start of Proposed Text#1 ---------------------------------------------------
15.2.5.3.2 Calculation of Cipher-based message authentication code (CMAC)

An ABS or AMS may support management message integrity protection based on CMAC—together with the AES block cipher. The CMAC construction as specified in NIST Special Publication 800-38B shall be used.
The calculation of the keyed hash value contained in the CMAC Digest attribute and the CMAC Tuple shall use the CMAC algorithm with AES. The DL authentication key CMAC_KEY_D shall be used for authenticating messages in the DL direction. The UL authentication key CMAC_KEY_U shall be used for authenticating messages in the UL direction. UL and DL message authentication keys are derived from the AK (see 15.2.5.2.1.4 for details).
 The CMAC Digest and CMAC Tuple attributes shall be only applicable to the PKM version 3. In the PKM version 3 protocol, the AKID used in the computation of the CMAC value shall be the 64-bit AKID of the AK from which the CMAC_KEY_* was derived. 
The CMAC Packet Number Counter, CMAC_PN_*, is a 4-byte sequential counter that is incremented for each MAC Management Message which contains a CMAC Tuple or CMAC Digest TLV in the context of UL messages by the AMS, and in the context of DL messages by the ABS. 
If STID is unknown (e.g., in network reentry situation) then STID 0 should be used. The CMAC_PN_* is part of the CMAC security context and shall be unique for each MAC management message with the CMAC tuple or digest. Any tuple value of {CMAC_PN_*, CMAC_KEY_*} shall not be used more than once. Either the reauthorization process or PMK update without reauthorization should be initiated (by ABS or AMS) to establish a new PMK/AK before the CMAC_PN_* reaches the end of its number space. 
CMAC key update should be completed by key agreement 3 way handshakes before messages with invalid CMAC are detected over the MaxInvalid threshold(212) times for the same CMAC key. ABS initiates PMK update by sending PKMv3 Key_Agreement-MSG#1 message to AMS and finally CMAC key is updated. AMS sends PKMv3 CMAC-Invalid message to the ABS and, if received, the ABS initiate PMK update by sending PKMv3 Key_Agreement-MSG#1 message to AMS and finally CMAC key is updated.
The digest shall be calculated over a field consisting of the AKID followed by the CMAC_PN_*, expressed as an unsigned 32-bit number, followed by the 12-bit STID and 4-bit FID on which the message is sent, followed by 16-bit of zero padding (for the header to be aligned with AES block size) and followed by the entire MAC management message with the exception of the CMAC tuple or digest. 
The LSBs of the digest shall be truncated to yield a 32-bit length digest. Note: This is different from the recommendation in NIST special publication 800-38B where the MSB is used to derive the CMAC value.
 i.e., if CMAC_KEY_* is derived from AK: 
CMAC value <= Truncate(CMAC (CMAC_KEY_*, AKID | CMAC_PN |STID|FID|16-bit zero padding | MAC_Management_Message), 32), where AKID = Dot16KDF(AK, 0b0000|AKSN|MSID*|BSID|“AK”, 64).

 If the digest is included but the AMS has no assigned STID, e.g., An AAI_RNG-REQ message (e.g., in network reentry situation), then STID 0 and FID 0 should be used.


--------------------------------------------------- End of Proposed Text#1------------------------------------------------------

Proposed Text #2 

Modify the text in the section 15.2.5.3.1.1 as follows.

----------------------------------------------------- Start of Proposed Text#2 ---------------------------------------------------

15.2.5.3.1.1 AES-CCM
PDU payload format
The MAC PDU payload shall be prepended with a 2-bit EKS and a 22-bits PN (Packet Number). The EKS and PN shall not be encrypted. The plaintext PDU shall be encrypted and authenticated using the active TEK, according to the CCM specification. This includes appending an 48-byte integrity check value (ICV) to the end of the payload and encrypting both the plaintext payload and the appended ICV.

The ciphertext message authentication code is transmitted so that byte index 0 (as enumerated in NIST Spe​cial Publication 800-38) is transmitted first and byte index 37 is transmitted last (i.e., LSB first). The process​ing yields a payload that is 711 bytes longer than the plaintext payload.
………………
……………
Receive Processing rules

On receipt of a PDU the receiving AMS or ABS shall decrypt and authenticate the PDU consistent with the NIST CCM specification configured as specified above. 

Packets that are found to be not authentic shall be discarded. 

Receiving ABS or AMSs shall maintain a record of the highest value PN receive for each SA.

The receiver shall maintain a PN window whose size is specified by the PN_WINDOW_SIZE parameter for SAs. Any received PDU with a PN lower than the beginning of the PN window shall be discarded as a replay attempt. The receiver shall track PNs within the PN window. Any PN that is received more than once shall be discarded as a replay attempt. Upon reception of a PN, which is greater than the end of the PN win​dow, the PN window shall be advanced to cover this PN.
TEK update should be completed before MPDUs with ICV error are detected over the MaxError threshold(212) times for the same TEK. ABS updates TEKs by itself and AMS initiates TEK update by sending a PKMv3 TEK-Invalid message to the ABS.
--------------------------------------------------- End of Proposed Text#2------------------------------------------------------

  


