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1. Introduction
In AWD P802.16m_D1, to protect AMSID a hash value of the real AMSID is used, which is called AMSID*. And AK is derived based on AMSID*. The real AMSID is transmitted to ABS by encrypted AAI_REG-REQ message when initial network entry. AMSID* is derived as follows:

AMSID*=Dot16KDF(AMSID, ABSID|NONCE_AMS, 48)

-ABSID is used to ensure different permutation per ABS. 

-NONCE_AMS is a random of 48-bit generated by AMS before sending AAI_RNG-REQ message, and transmitted to ABS during the following Key Agreement procedure.

From the derivation we can see that when AMS moves to another ABS, AMSID* should be updated. When HO/Zone Switch/Idle mode network re-entry and location update, AMS and ABS should re-derive AMSID*. Especially, AMS should transmit AMS_NONCE to ABS in order to generate AMSID* in Zone Switch HO, which adds network overheads.

2. Solution

Actually, after the REG procedure in initial network entry, ABS has known the real AMSID. So after that AMS and ABS can derive AK using AMSID instead of AMSID*. Thus AMS and ABS don’t need to update AMSID* all the time.
3. Text Proposal

======================== Start of Proposed Text =====================
15.2.5.2.1.3 AK Derivation

AK is derived from PMK and it belongs to a pair of MS and BS.

The AK derivation is done:

AK = Dot16KDF (PMK, AMSID*|ABSID|CMAC_KEY_COUNT|”AK”, 160), when and only when initial network entry;

Or

AK = Dot16KDF (PMK, AMSID|BSID|CMAC_KEY_COUNT|”AK”, 160), in all other situations except for initial network entry;
Where:

• AMSID* - a permutation of AMSID sent by AMS to ABS during key agreement, this is used to bind the key to the AMSID
• CMAC_KEY_COUNT – a counter which is used to ensure different AKs for the same ABS-AMS pairs across handovers, the counter is managed as described in section XXX.
After (re)authentication the counter value is set to “0”.
The AK is derived in the following cases:

• NW-Entry

• Re-authentication

• HO re-entry

• Re-entry from idle mode

• Location update
============================== End of Proposed Text ===============
======================== Start of Proposed Text =====================
15.2.5.2.3.1 Key agreement

The key agreement procedure takes place right after authentication/re-authentication.

It includes exchange of parameters between the AMS and ABS including NONCEs which are used to derive the PMK from the MSK which was created during authentication.

All other keys are derived from PMK right after or in other situation that requires it like HO or re-entry from idle.

The key agreement procedure (as shown in figure 1) includes the following steps:

• AMS and NW complete EAP authentication (Authenticator got “EAP Success” from AAA and sent it to AMS).

• The ABS sends AAI_PKM_RSP (key agreement msg#1) to the AMS, the message includes a plaintext ran​dom NONCE_ABS.


• The AMS derives all security keys from the PMK, AMSID*(when and only when initial network entry) or AMSID (in all other situations except initial network entry) and other parameters as defined in XXX and sends AAI_PKM_REQ (key agreement msg#2) to the AMS that includes the AMSID*, NONCE_ABS, NONCE_AMS and is integrity protected (ICV using the derived CMAC keys) but not encrypted.

The ABS takes the NONCE_AMS, calculates the keys and verifies the CMAC it received based on the derived keys, if CMACis verified then the ABS knows it has the same keys which are bind to the AMSID and ABSID, the keys are also fresh due to the 2 NONCE values in the derivation function.

• The ABS then sends to the AMS AAI_PKM_RSP (key agreement msg#3) that includes the NONCE_AMS, NONCE_ABS, the supported SAIDs (0x1 and 0x2) and CMAC digest to prove the pos​session of the keys and their freshness.

• The AMS verifies the CMACand derive the TEKs for the supported SAIDs.

In case of initial Network entry, once key agreement is completed successfully, the AMS sends to the ABS AAI_REG-REQ that includes the real AMSID encrypted as defined in section XXX.
============================== End of Proposed Text ===============
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