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LB 30 Comment: Removal of Pre-authentication Procedure from P802.16m/D1
Sassan Ahmadi

Intel Corporation

Introduction

This contribution recommends removal of Pre-authentication procedure from P802.16m/D1. 

The “pre-authentication capability negotiation” has unjustifiably significant impacts on MS behavior and network entry and causes interoperability issues with the legacy base stations when the MS attempts to make network entry/re-entry and handover entry. The benefits of such change of behavior were never discussed in TGm and currently the “pre-authentication capability negotiation” is ambiguously specified in SDD and Draft 802.16m Standard. The group agreed in principle that the behavior of the MS shall not change as a result of enhancements and extensions due to 802.16m amendment; however, “pre-authentication capability negotiation” does change the behavior of the MS and affects not only 802.16m standard, but also the WiMAX Forum NWG specifications. 
The basic capability negotiation does happen upon successful ranging and UL synchronization and there is no need for “pre-authentication” for such process. 
1. An approved “fast device capability negotiation” approach in July 2009 simplifies the basic capability negotiation (see contribution C802.16m-09/1432r2 and AWD comment #0084 from July 2009). The two procedures conflict with each other and one of them must be removed.
2. The authentication, authorization, and key exchange will happen following this step and it can be further simplified if the target BS possesses  the MS context (during network re-entry only) received from the serving BS via backbone.
3. The change of MS behavior will affect interoperability with legacy base stations and networks since the MS expects “pre-authentication capability negotiation” step instead of “basic capability negotiation”.

4. A new set of stage 2 and stage 3 provisions for 802.16m mobile stations must be developed in WiMAX Forum NWG (see The WiMAX Forum Network Architecture Stage 2 - 3: Release 1, Version 1.2) to accommodate such an unnecessary change.

5. It will complicate IoT and compliance testing since the MS has two different state machines in the legacy and new modes.

6. The registration step is independent of capability negotiation; nevertheless the existing text combines the two processes.

It is recommended that the “pre-authentication capability negotiation” procedure be removed from P802.16m/D1 based on the following instructions and the legacy network entry/re-entry steps (although the details may be different) be reinstated for 802.16m mobile stations.
Instructions for the Editor (Replace the content of section 15.4.5.1 with the following text, line 26 page 34)
-----------------------------------------------------Begin Proposed Text-----------------------------------------------

15.2.5.1 Security Architecture 
The security functions provide subscribers with privacy, authentication, and confidentiality across the IEEE 802.16m network. It does this by applying cryptographic transforms to MAC PDUs carried across connec​tions between AMS and ABS.
The security architecture of WirelessMAN-OFDMA Advanced System consists of the following functional entities; the AMS, the ABS, and the Authenticator as shown in the Figure 394—.

If during pre-authentication bascapabilities negotiation, an AMS specifies that it does not support IEEE 802.16m security, steps of authorization and key exchange shall be skipped. The ABS, if provisioned so, shall consider the AMS authenticated; otherwise, the AMS shall not be serviced. Neither the key exchange nor data encryption performed.
-----------------------------------------------------End Proposed Text-----------------------------------------------
Instructions for the Editor (Replace the content of section 15.2.5.2.5 with the following text, line 23 page 42)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------

15.2.5.2.5 SA Management
A security association (SA) is the set of information required for secure communication between ABS and AMS. SA is shared between ABS and its client AMS across the 802.16m network. SA is identified using an SA identifier (SAID). The SA is applied to the respective unicast flows. IEEE 802.16m supports unicast static SA only and SAs are mapped one-by-one to cryptographic methods. (see Table 681—)
SA is used to provide keying material for unicast transport/management flows. Once an SA is mapped to an unicast transport flow, the SA is applied to all the data/management message exchanged within the unicast transport flow. Multiple flows may be mapped to the same SA.
Security extended header is used only for management flow to indicate whether the PDU contains the man​agement message encrypted based on security level. Whether each management message is encrypted or not is decided based on the security level which the message is associated with.
If AMS and ABS decide “No authorization” as their authorization policy through pre-authentication capabil​ity negotiation procedure, no SAs will be established. In this case, Null SAID(e.g.0x00) is used as the target SAID field in flow creation messages. If authorization is performed but the AMS and ABS decide to create an unprotected transport flow, the Null SAID is used as the target SAID field in flow creation messages.
If authorization is performed successfully, SAID 0x01 is assigned for confidentiality and integrity, and SAID 0x02 for confidentiality only. SAID 0x00 and 0x01 can be applied to management flows. However, SAID 0x2 can be applied to transport flows only (See Table 681—).

-----------------------------------------------------End Proposed Text-----------------------------------------------

Instructions for the Editor (Replace the content of section 15.2.5.4.1 with the following text, line 6 page 46)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------

Change “Pre-authentication Capabilities Negotiation” with “Basic Capability Negotiation” in Figure 402.
-----------------------------------------------------End Proposed Text-----------------------------------------------
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-----------------------------------------------------End Proposed Text-----------------------------------------------

Instructions for the Editor (Replace the content of section 15.2.6.3 with the following text, line 35 page 51)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------
15.2.6.3 AAI_SBC-REQ
An AAI_SBC-REQ message, to which HARQ operation is applied, is transmitted by AMS. to negotiate pre-authentication capability during network entry. 
The AAI_SBC-REQ message shall be encrypted and not contain CMAC Tuple during HO reentry if authen​tication has been completed:
-----------------------------------------------------End Proposed Text-----------------------------------------------

Instructions for the Editor (Replace the following text of section 15.3.10 with the following text, line 45 page 182)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------
Lines 45-53 of page 182

Systems shall support the applicable procedures for entering and registering a new AMS or a new node to the network. The procedure for initialization of an AMS shall be divided into the following phases: 

a) Scan for DL channel and establish synchronization with the ABS 
b) Obtain DL/UL parameters (from Super Frame Header)
c) Perform ranging
d) Negotiate Pre-authentication Basic capability negotiation
e) Authorize AMS and perform key exchange Authorization, authentication, and key exchange
f) Perform Capability exchange and Registration with the ABS, and setup default service flow.
Figure 440 and Figure 441 describe the state machine of the AMS and ABS for the initial NW entry process respectively.

-----------------------------------------------------End Proposed Text-----------------------------------------------

Instructions for the Editor (Replace the following text of section 15.3.10 with the following text, line 1 page 185)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------
Lines 1-8 of page 185

b) Obtain DL/UL parameters (from Super Frame Header)
c) Perform ranging
d) Negotiate Pre-authentication Basic capability negotiation
e) Authorize AMS and perform key exchange Authorization, authentication, and key exchange

 f) Perform Capability exchange and Registration, and setup default service flow.

-----------------------------------------------------End Proposed Text-----------------------------------------------

Instructions for the Editor (Replace the following text of section 15.3.10.4 with the following text, line 57 page 186)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------
15.3.10.4 Negotiate Pre-authentication Basic capability negotiation
Immediately after completion of ranging, the AMS informs the ABS of its pre-authentication basic capabilities by transmitting an AAI-SBC-REQ message with its capabilities set to "on". The ABS responds with an AAI-SBC-RSP message with the intersection of the AMS's and the ABS's pre-authentication basic capabilities set to "on". Among the parameters for pre-authentication capability from AMS, if AMS follows default value, the AMS may omit those parameters from AAI-SBC-REQ. If AMS omits some parameters, the ABS consider  AMS follows the default value for those parameters and ABS may omits those parameters applying default value in its AAI-SBC-RSP.

-----------------------------------------------------End Proposed Text-----------------------------------------------

Instructions for the Editor (Replace the following text of section 15.3.10.5 with the following text, line 5 page 187)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------

15.3.10.5 AMS authorization and key exchange
If PKM is enabled in pre-authentication basic capability negotiation, the ABS and AMS shall perform authorization and key exchange as described in 15.2.3. If this procedure completes successfully, all parameters for TEK generation are shared, and TEKs are derived at each side of AMS and ABS.

-----------------------------------------------------End Proposed Text-----------------------------------------------

Instructions for the Editor (Replace the following text of section 15.3.10.6 with the following text, line 20 page 187)

-----------------------------------------------------Begin Proposed Text-----------------------------------------------

In AAI-REG-REQ, the AMS informs the ABS of its capabilities except pre-authentication basic capabilities with its capabilities set to "on".

-----------------------------------------------------End Proposed Text-----------------------------------------------
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